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Abstract

Academic research projects have been developing solutions to address challenges that
were brought about by the COVID-19 pandemic. Through these projects, we question how
ethical concerns impacted the development of solutions for COVID-19, particularly looking for
solutions made for the healthcare industry.  Through semi-structured interview, textual analysis
and meta analysis this research was able to address the priorities of engineers in the context of
the pandemic. This research helps to highlight the future of academic research, development, and
response during and post pandemics.
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Chapter 1: Introduction

SARS-CoV-2, commonly called the coronavirus, is a respiratory illness that spreads
through air transmission and contact with infected surfaces. The coronavirus is responsible for
the disease known as COVID-19 [79]. The COVID-19 pandemic began in early December of
2019, with first cases indicated in Wuhan, China [79][37]. People infected with COVID-19 were
contagious for 12-22 days with symptoms usually appearing between 2-14 days after being
infected [79]. People have reported symptoms ranging from coughs, fever or chills and shortness
of breath or difficulty breathing. Others are asymptomatic meaning that they do not develop any
symptoms at all [79]. More severe symptoms include “respiratory failure, lasting lung and heart
muscle damage, nervous system problems, kidney failure or death” [79]. Due to the way in
which the virus was transmitted between people, self quarantining, social distancing, and mask
mandates were established [79]. As cases rose in the United States, schools and businesses were
recommended and issued orders by states to shut down until it was safe to reopen [73][37]. As a
result, the general public turned to working remotely [11].

Because COVID-19 can be transmitted through the air or through contact with infected
surfaces, measures like constant disinfection and wearing of personal protective equipment
(PPE) have become a new normal for individuals who have to work in close proximity with
others [60]. There was a frequent use of PPE which soon led to a shortage in protective materials
such as medical grade face masks and hospital gowns [37].

On January 9, 2020 the World Health Organization (WHO) published guidance to help
inform countries how to respond to the coronavirus, which at the time was starting to emerge as a
worldwide pandemic [37]. With this information in mind and minimal data regarding the virus,
there were many ways in which America could have responded. Some of the methods used in an
effort to reduce the spread of the virus include enforcing social distancing, quarantining, and
mask mandates. Even though it was carried out for the health of the public, these policies
disrupted the lives of many people. For many, this meant switching from a physical working or
learning environment to a remote one. Many social gatherings were put on hold or canceled, and
entering businesses now required a mask. Even with all of these requirements in place, there was
still no data to suggest that these measures were working as intended. “One of the ethical
questions that has to be asked is whether we actually know how to measure the benefits that will
come from any of these interventions” [14].

In March 2020 when hospital PPE supplies were limited, not only did the CDC create
instructions for making homemade masks as a “last resort”, an image of health care workers
using trash bags as surgical gowns went viral [37]. This raised the question of the safety in using
lower standard materials during such a shortage. When vaccines became available they were
originally limited in supply and there were recommendations made by the CDC as to distribution
and prioritizing vaccination in certain groups [6].  These responses to the virus do not represent
the full scope of choices that multiple parties, groups, and organizations had to make. With each
response, there had to be a level of ethical decision making to determine the “best” choice. If
more early planning and discussions were involved, then choices that are made could have been
better [48].

Data shows that of the people who were infected with the virus, 20% needed to go to the
hospital and 6% of infected individuals would be admitted to the intensive care unit [28]. Around
20% of infected patients would need ventilators during their time in the ICU [28]. Hospitals had
to prepare to receive people with similar symptoms to COVID-19 who were not infected with the
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virus [45]. Health care facilities were recommended by the CDC to follow stricter guidelines in
managing and interacting with patients to protect all patients [45]. Following these
recommendations staff changed into new PPE attire after helping a patient, “even if only to
perform a simple task such as changing a ventilator or dosing medication” [28]. The labor
required to handle these new regulations, in addition to a lack of support caused additional stress
on health care workers [45]. Many patients and employees showed signs of lower mental health
including signs of PTSD, depressive symptoms, and anxiety [15].  As of August 11, 2021 there
have been 205 million global cases of COVID-19 with 4 million dead [18]. To reduce the spread
of the virus, the CDC suggested methods such as social distancing, quarantining, getting
vaccinated, and wearing face masks [19]. Even with these measures in place, hospitals were
being overloaded by the resurgence of COVID-19 cases[37][54]. As of August 2020, COVID-19
vaccines were available, with 16.7 Million Americans being fully vaccinated [20], and 4 billion
doses administered globally [80]. Measures used to slow down the spread of the virus are still
highly recommended by the CDC [68]. Although the spread of the virus is slowing down in
some countries, there are many areas still heavily affected by the virus like rural and developing
communities [17].  The pandemic has pushed many researchers and engineers toward fields such
as robotics as a means to address some problems presented by the pandemic.

Similarly to the response made by hospitals and the government, roboticists also have had
their fair share of solutions to address the pandemic. There have been corporate solutions for the
pandemic, as well as academic research projects addressing the concerns and problems of
COVID-19. For example, Digital Innovations Hubs in Healthcare Robotics (DIH-HERO)
received 146 robotics project applications from 30 different European countries [27]. Research
teams aimed to develop new solutions to current issues in the world, or improve on current
technologies. It's because of these development teams that there has been a spike in different
types of projects that are being considered. At Johns Hopkins University a team is using
tele-robotics to build remote control functionality for hospital ventilators [38]. Georgia Institute
of Technology, Carnegie Mellon University, and Worcester Polytechnic Institute all have
ventilator projects of their own [71][1][35]. Massachusetts Institute of Technology helped
develop a disinfection robot for the Greater Boston Food Bank [23]. Companies such as Waymo
and Nuro are using their existing self-driving car prototypes to provide contactless delivery
services [22][41]. Blue Ocean Robotics have been dispatching their UVD Robots to help
disinfect schools and hospitals [26].

Previous research into these solutions helped to emphasize that the urgent need for new
technologies as a response to the pandemic comes with some ethical concerns [6]. This led to the
research question for this report: How do ethical concerns impact robotic solutions during
COVID-19? This question intends to address ethical issues from the perspective of a researcher,
developer, consumer, and investor, as well as to analyze the effects of outside factors on the
reception and perception of a robot. Research into these fields and semi-structured interviews
were conducted to understand an expert’s perspective of these topics, as well as highlight things
that may not have been considered.

Three questions were used as guides to help answer the core question:

Question 1: How do roboticists consider the ethical impacts of their designs during COVID-19?
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This question is meant to understand what the developer’s intention is behind a project.
Do they focus on ethical concerns as a priority or is it meant to be a proof of concept idea first
and foremost? How do roboticists balance ethical values and design concepts? COVID-19 has
presented a lot of challenges for projects as teams are limited in size and many have to work
remotely. Considering challenges faced outside of the project itself it led to the question: when
creating a robot to combat or prevent COVID-19, are there challenges in trying to adhere to
established ethical frameworks, and/or the initial design conception? Have there been any trade
offs between design concepts or ethical standards due to the pandemic? These questions aim to
look into how roboticists think about ethics in relation to constraints resulting from the
pandemic.

Question 2:  What are the risks and benefits of deploying simplified standard robotic solutions in
the pandemic?

A robotic solution is simplified when features are omitted from a design but the final
product can perform the core tasks as the original. Previous research has identified that robots
that are already in use have had more of an impact during the pandemic than new technologies
[6]. Solutions such as mechanical ventilators may lack complex components and are being newly
introduced into the medical field, but is it as impactful as its more complex pre-existing
counterparts during the pandemic? While a simplified solution may be impactful, it could also
represent safety risks by omitting certain features.  What kind of standards are put in place to
ensure the safety of new technologies? What context is required to justify the simplification of
standardized robotics solutions? This relates to the first question in that if roboticists only
consider projects for current situations, how does that impact their development in the future?
These questions aim at understanding the role ethics plays in the production and development
process of a robot.

Question 3: What do changes in investments toward robotics during COVID-19 mean for future
public interests?

The next issue we want to address is the boom in the market of existing robots. Some of
the solutions only serve through the course of the pandemic. Once the United States considers
itself not to be in a public health emergency, what type of projects will remain post-COVID-19?
Will these projects continue development post-COVID-19 or will these projects become
obsolete? While some new technologies have emerged thanks to the pandemic, there has also
been an increased investment in existing robotic solutions due to needs for contactless
interactions such as in food and grocery delivery services. Increased investments in these
projects may be important during the pandemic but will these technologies still remain in the
public interest in the future? What robotic projects are being funded due to COVID-19? What
type of organizations are making these investments? Are there trends in the types of projects
being invested in during COVID-19?  What are the implications of these investments on the
future of their industries? These questions look to compare the current robotic market to past
markets to see the effect that COVID-19 had on these industries.

Through textual analysis of articles and semi-structured interviews we aimed to answer
these questions and gather additional insights into robotics during COVID-19. We narrowed our

7



focus to a select few categories of robots present during the pandemic: telepresence robots,
disinfection robots, delivery robots, and robotic ventilators. Based on the nature of each research
project, not all of our questions could be answered by each project. Answers from each project
collectively gave good insights on how robotics is affecting COVID-19, and likewise how the
pandemic is shaping the robotics industry. We believe that by analyzing these questions further
we were able to update and expand our current understanding of how ethics shapes robotics. In
addition this allowed us to have a better understanding of other considerations that may be made
in regards to robotics in the near future and post-COVID-19.
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Chapter 2: Background

2.1: Role of Robotics in COVID-19

Solutions arose out of the robotics sector with ways to automate tasks and aid healthcare
workers at the forefront of many technologies. These solutions came in the form of telepresence
robots, robotic nursing assistants, disinfection robots, delivery robots and robotic ventilators
[49]. These solutions help to address some of the challenges brought on by COVID-19. Robots
proposed helped minimize contact between patients and medical workers. Additionally, work
that can be assigned to robots allowed medical personnel the ability to tackle more complicated
challenges [3].

The pandemic also represents an opportunity for new technologies to be developed and
tested. One example of this can be seen in the market of open-source ventilators. Prior to
COVID-19 only standard commercialized ventilators were available but due to shortages during
the pandemic the market expanded to include do-it-yourself (DIY) and open-source alternatives
[75]. Because these technologies were fairly new they required rigorous testing in order to be
implemented. The pandemic represented a large testing ground for these projects [3][28]. The
experience gained during the pandemic can shape the future of the robotics industry, especially
when it comes to robotics response in urgent situations.

2.2: Robotics

The term robot has many different definitions. Some define robots as simple machines
while others consider robots to be a combination of mechanical parts and some form of AI
[33][32].  Previous research into this field has defined a robot as “... a programmable,
self-governing machine capable of carrying out a series of tasks without an external trigger” [6].
The EU is also developing a working definition for a robot based on five key characteristics [52].
These characteristics include: autonomy, self-learning capabilities, physical components,
adaptation to the environment, and a lack of biological components [52]. This also led to the
further categorization of robots based on their level of autonomy and how much AI they
implement [52]. A robot can exist without AI, however, such as industrial robots and remote
control toys, and some may possess a weaker form of AI such as a navigation system or digital
assistant [8]. More complex AI resembles more human-like intelligence and decision making [8].

Artificial intelligence is another important aspect of robotics. AI is the collaboration of
different technologies such as sensors and actuators working alongside programs used to create
near human-like responses to various tasks [8]. AI is yet another broad concept in the field of
robotics as a project might display weak AI by doing simple tasks like analyzing data and
reporting the weather [8]. More complex tasks include emulating human intelligence such as
systems seen in chess playing robots [8]. AI is important during COVID-19 as robots that can
execute tasks autonomously represent a form of AI, even if there is some human intervention.

When referring to robots in this report, we will be focussing on machines that can move
in some way to complete a task either with human intervention or through some sort of
autonomy. This is a very broad definition as there are a lot of projects that may be considered a
robot, but in the context of the situation robotic cases usually become clear. As we look through
various cases the type of robot may change based on what kind of task it is engaged in and the
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level of autonomy it has. Some of the cases we identified include telepresence robots, automated
testing robots, delivery robots, and disinfection robots.

When we talk about the robotics community in this report we are referring to project
developers, those involved with the robot’s production, and the end users. Additionally, we
consider experts who help shape the field of robotics. Experts range from people who are
roboticists, computer engineers, mechanical engineers, and AI developers to those who are
psychologists, lawyers, and designers [32]. The use of robotics is wide, and thus the majority of
people should have a say in how the field of robotics should change.

2.3: Robot Ethics

Robot ethics is a fairly new field and as such a working definition can be hard to identify
[33]. One thing that can be more easily identified however are ethical concerns when it relates to
robots [33]. In addition to this, the robots analyzed in this report do not represent moral agents of
their own but rather machines for which humans are able to manipulate. For these reasons, this
report focuses on human centered robot ethics and principles of ethical concerns within robotics.
The focus on human centered robot ethics means that we analyzed the ethics of human
components to a robot (ie. the developers, investors, and end users) [32]. This also means that the
focus is on the robot as an object rather than a subject in these ethical concerns [33].

Another thing to note about these ethical concerns is that they mostly relate to the AI
within a robot rather than the robot itself. While the robot has physical components allowing it to
interact with the world around it, the driving AI used in some of these systems represent more of
an impact to society. [33] AI can be found in technologies like smart cars and digital assistants.
With these technologies becoming more common, we as people have more interactions with AI
than robots themselves.

The ethical concerns we chose to analyze were based upon previous research into the
field of robotics during COVID-19 [6]. These concerns include:

● Privacy
● Safety and Security
● Transparency and Explainability
● Fairness and Nondiscrimination
● Professional Accountability and Responsibility
● Public Interest
● Human Robot Interactions

The following sections go into further detail on what these ethical principles mean in general,
during COVID-19, as well as how they can be embodied in a robot.

2.3.1: Privacy

Privacy is the idea that a person’s information is protected from those that it is not
intended for [62]. For example, if information is exchanged in a meeting, then that information is
expected to be kept confidential and in the confines of the people involved and the groups
acknowledged. In a similar manner, the discussions a person has in private spaces should only be
shared amongst the people involved. Privacy is violated when a person who is not the intended
recipient of information, receives that protected content, and information exchanged doesn’t need
to be in the form of conversations. It could be documentation, health records, or messages just to
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name a few. As technology has evolved throughout the years, privacy has also been extended to
third party platforms.

Privacy is a concept that comes up in robotics and especially in AI frequently. Due to an
expansion of information being shared through the internet, questions have arisen regarding what
information should be safeguarded and what information should remain anonymous [32].  In
addition, with the creation of social media, more information is readily available than before.
More and more of our lives are now digitally accessible and smart devices are also more
common than before [33]. Third parties now collect data on users, some of which is known to
them and some of which is not, and the protection of this information has been a concern [33].
This lends to the possibility of malicious actors interfering with these technologies and invading
upon a person’s privacy.

2.3.2: Safety and Security

Safety and security represent two very closely related principles in ethics. Safety refers to
a feeling of being free from harm and security is concerned with a state of being outside of
harm’s way [70][67]. In ethics the idea of keeping people safe from harm is very important.
Safety and security may not refer simply to a person’s physical well being but also things such as
their economic status, employment status, emotional well being, and keeping personal
information secure [33]. Laws and other policies are often put in place to protect a person’s
feeling of safety and security.

During COVID-19 these principles of safety and security can be seen in things like mask
mandates and social distancing to protect a person’s physical well being. There were also
emergency policies in the United States that were put in place such as the moratorium on
evictions to keep people safely housed during the pandemic where possible [53]. Similarly,
stimulus checks were distributed to many in the United States to ensure economic stability
during the pandemic [30].

Safety and security are also primary concerns when it comes to robotics. If a system is
not safe for interaction with humans then the potential harms it faces may prevent a project from
being implemented. Once again these principles relate to how the robot interacts with its human
counterparts. This can also be seen in how a person perceives a robot. If a person finds a system
unsafe, they are less likely to trust the technology and less likely to interact with it. An example
of this occurred with the NYPD’s robot dog during 2020. A combination of social unrest, distrust
in the police, and the overall aesthetic design of the robot resulted in many people feeling unsafe
near this robot [13]. Only a few weeks after being deployed the robot dog was retired as it could
not effectively serve the public with such distrust in it [13].

Similarly, concerns of cyber security are prevalent especially in AI. Many technologies
that implement AI collect data but this brings up the concern of who is in charge of this data and
what kind of data is allowed to be collected. [33] During the deployment of the robot dog in New
York, there were concerns about surveillance by the police [83]. Although the company behind
the robot dog ensures that the product is safe, these concerns were brought up by end users and
in the end impacted how this robot was used [83].

2.3.3: Transparency and Explainability
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In a broad sense, transparency and explainability are the principles that speak to how
much of a system can be understood by an outside person. If a system is transparent in its
workings, a person is able to understand the various processes involved. For example, there are
laws regarding transparency in the government in the United states such as the Freedom of
Information Act [34].

During COVID-19 examples of this include clear laws and regulations such as those set
by the CDC during the pandemic. Two such mandates included social distancing, the act of
staying at least six feet apart from others, and wearing a mask while in public [19]. These
mandates had their intentions made clear from the beginning to help people understand their
importance, which was to slow the spread of the coronavirus.

In the context of robotics the issue of transparency and explainability within a system is
very important as it allows for people to better understand what outcomes to expect from a
system and how it can be used [74]. Many robotic systems implement AI, however, the logic that
leads to a decision may be hidden from the end user or even the programmer [33]. This leads to
concerns about possible bias in AI decision making which can have adverse effects on the public
[33]. During the pandemic there was a surge in open-source robotics. These projects made their
designs and programs for their robots available to the public. Open-source solutions provide the
opportunity for reproducibility, and review by other groups and individuals [59].

Although transparency and explainability have positive impact in certain ways, they can
also represent a risk to the security of a system. If the inner workings are exposed then someone
with ill intent could use the technology for malicious reasons. A common example of this are
hacks in systems in which a person identifies a weakness in the construction of a system and
exploits it. For this reason AI systems must exhibit some form of robustness in order to ensure
the safety of users in the event of some misuse [61].

2.3.4: Fairness and Nondiscrimination

The concept of fairness and nondiscrimination is tied closely to bias. Bias occurs when
unfair judgements are made usually based on discriminatory or stereotypical conceptions of a
group of people [33]. Bias is not the only form of unfairness that exists. Other forms include
equal access to technologies and equal socio-economic opportunities [32].

During COVID-19, thanks to shortages in materials and space, many healthcare workers
were forced to make decisions on who received treatments and who could not [56]. Because of
this issues of fairness and nondiscrimination were raised in groups such as the disabled, minority
races, and those experiencing financial hardships [56]. Organizations such as the US Department
of Health and Human Services (HHS) and the CDC created guidelines to ensure equality in
receiving testing and vaccine availability in various communities [16]. With the increase in
remote communications and learning during the pandemic, internet access for more communities
also became a concern of fairness as not all households had access to the internet. This led to the
creation of wifi hotspots free to use for anyone in the area provided by companies such as
Xfinity [82].

In robotics, one area of focus is  bias within automated systems. This can be seen in AI
and designer choices that alter the service based on color of skin [33]. An MIT report suggests if
AI was created to choose which individuals should receive ventilators, then bias could affect the
life and death of certain populations [42]. In regards to AI, bias can be exposed to a system
through statistical data [33]. If a dataset is created for one type of situation it may present bias in
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another thus making the dataset itself biased [33]. Not only would the system not recognize this
bias on its own, it would also replicate the data in any output predictions that it makes [33].

2.3.5: Professional Accountability and Responsibility

Professional accountability refers to the individuals and organizations behind new
technologies being held accountable for any malfunctions during normal use of the product [2].
In a more general sense this can be seen with corporations and any damages they are made to
reimburse due to a failed system [33]. Professional accountability relates to the code of ethics in
a given field as it is a guideline for ensuring the safety of the employees, the product, and the
customer. In engineering fields associations like the National Society of Professional Engineers
have a readily available code of ethics that detail how engineers should act as well as principles
they must keep into consideration during the course of their work [57].

In robotics this means ensuring that the robot is safe for humans [32]. In a proposed
ethical code for roboticists, responsibility for the outcomes of a robot’s use comes first [24]. This
idea of accountability and responsibility in robotics is also seen in autonomous systems. In the
case of autonomous vehicles there are laws in place to distribute the responsibility in the case of
an accident [33].

2.3.6: Public Interest

Public interest is a very vague term but usually refers to doing something that positively
affects all people [46]. Although something is in the public interest, it may not be as effective as
originally hoped. For example, although policies like masks mandates and social distancing are
meant to protect everyone from the further spread of COVID-19, many people still ended up
infected and the death toll continued to rise. These policies are still continued, however, because
they are meant to benefit everyone. In addition it can be said that not everything that embodies
public interest will be of the utmost interest to the public [46].

Roboticists also have to consider public interest when presenting a new technology. Not
only should it be safe for the public, but should also represent values that are important for the
general public [44]. Without these principles in mind the public are less likely to trust and
interact with these technologies.

2.3.7: Human-Robot Interactions

Human Robot Interaction (HRI) focuses on the way that humans and robots interact, as
collaborative partners or as assistive technologies for humans [65][33]. Robots, during all stages
of development, have the capability to harm individuals physically and emotionally if not well
designed and executed. Everyday events can be places in which the interaction can harm a
person [39]. It is the job of engineers to assess the type of risk that can befall individuals who use
these technologies, and to limit certain types of interactions as necessary. In interactions that
intend to exchange private information of the individuals, if the safeguards are not established in
those robots, then information could be leaked or used inappropriately [65]. Thus, the need to
care for the impact of these systems on the people using them.

One recent concern that is brought about by COVID-19 is using telepresence robots to
deliver devastating news to patients. If a prior relationship between the patient and medical staff
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was not established, then the delivery of the message would be emotionally devastating. Should
healthcare professionals use telepresence robots to deliver the news, or should medical personnel
walk in personally? [9]. Applying this to the context of the pandemic, interacting with a patient
in close proximity means risk for the medical staff.
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Chapter 3: Methodology

3.1: Introduction

The purpose of this study is to analyze how COVID-19 has affected the robotics industry
from an ethical perspective. To begin our research we gathered a selection of robotics projects
from COVID-19 and categorized them based on the robot’s use. We then further analyzed these
projects through textual analyses and gathered further insights into academic projects through
qualitative interviews.

3.2: Objective 1: Categorize robotics projects related to COVID 19

We saw roboticists use robots to solve issues that are presented due to COVID-19. The
type of robot research and solutions that are created for the pandemic are vast, however, similar
in principle. The categories exist to summarize the problems that are being addressed, and the
solutions of those issues. We used their categorization as a basis for organizing research projects
relating to COVID 19.

The Institute of Electrical and Electronics Engineers (IEEE) is an organization of experts
from around the world that share information collectively. Their March edition of IEEE Robotics
& Automation Magazine reports the state of robotic solutions and innovations worldwide in
regards to the pandemic. When reporting their findings, they explain the issues from an overall
and targeted perspective. An overall perspective gives a general view of what categories exist,
while a targeted perspective provides examples of each category. With this magazine, we applied
textual analysis to understand the categories/classifications of robotics projects. We used their
categorization as a basis for organizing research projects relating to COVID 19.  Articles and
news outlets outside the IEEE magazine were used to help modify IEEE’s classifications.

In the end we decided to focus on the following three categories of robotics projects:
telepresence robots, robotic ventilators, and disinfection robots. We selected between 3 and 5
projects within these categories to research further. We found many more resources than this and
some were also analyzed further but may not appear in the findings sections due to their overall
relevance to the proposed subject questions.

3.3: Objective 2:  Researching selected projects

Most reports discussing robotics and COVID-19 tend to focus on technical aspects of the
problem and its solution. That does allow for an understanding of potential ethical issues.
However, for the purposes of looking at the ethical aspects relating to robotics, we wanted to find
projects that would help give deeper insights into the research questions we had considered.

College research studies that were selected were active or have recently concluded within
the past year. We used search engines and college databases to find these projects and their
advisors. These studies were related either directly or indirectly to COVID-19, but had to be
based on robotics, whether that is creating a new robot, modifying existing robots, or working on
a feature that is directly tied to a robot. In addition, these projects that we were selecting aimed to
target one particular category mentioned by IEEE.
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When parsing through project papers, we identified key features that are meant to
respond to ethical concerns made by COVID-19 or that align with previously established ethical
frameworks. Usually, those features implemented were design goals to improve safety and meet
some standard of performance. However, as much as these papers helped highlight certain ideas,
it did leave a few of our questions unanswered. Thus, we looked at interviewing advisors to
better understand these projects.

Advisors often have industry experience that can play a role in aiding a project. We
considered on-campus WPI research as we thought these projects were easier to contact and
interview. We also tried to contact people outside WPI, to expand the pool of subjects for this
research paper. In the end, we were able to interview 5 project advisors. Of those 5 subjects, 4 of
which were current WPI professors and the other a Northeastern University professor.

At the start of these interviews we asked many clarifying questions about the individual
project to be able to ground ourselves into what the aim and goal of the project was. From that
understanding, we could see the intent of these researchers.

We transitioned over to asking some general questions such as:
● Are there any ethical standards that you use as a guideline at work?
● What technical standards do you adhere to during the research and development  process?
● What was the market like for this project pre and during COVID-19?
● How was your project received by the public?

These questions helped establish the relationship between different influences such as society,
the pandemic situation, the market to the design choices to these researchers.

Past these generalized questions, we choose to investigate different areas of our interest by these
researchers, situations where the ethical situation is handled with care.

3.4: Data Analysis

Within our analysis of these projects, we looked for common themes, considerations, and
issues that came across throughout each category. Any ideas that were emphasized and stressed
by the advisor also became points to acknowledge. We also thought about issues that we did not
consider in our initial research, that may be brought up by our interviews.

We tried our best to answer all of our core questions for each category of robot that we
looked into but not all categories could provide an answer for each question. We considered this
to be important data as well as this either meant that we lacked sufficient data or that there is not
enough research in the field currently in relation to our question.

In the next section, data on the three categories of robots selected was gathered.
Similarities between projects and differences were identified and these categories were further
analyzed through the lens of the core questions of this report. After the analysis of each category
comes an overarching reply to our core questions based on similarities and differences between
all three chosen categories. Data and insights gathered during interviews appear in the Appendix
of this report.
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3.5: Flaws in the Study

With our methodology, we could have unintentionally created bias in terms of what areas
of robotics we are addressing, and analyzing. We focused our interviews on academic sources in
Massachusetts rather than any companies or resources from other regions. Time constraints also
affected how many subjects we were able to interview and gather data from. This further
narrowed our data set and could have resulted in us missing out on important insights present in
other projects.
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Chapter 4: Findings

Ventilators

Looking at ventilator projects there were a lot of similarities. Due to the increased need
for ventilators during COVID-19, there has also been an increase in the market for DIY
ventilators such as those made through 3D printing [36]. As a result, all of the projects that were
examined were not from mainstream ventilator manufacturers but rather open-source solutions
from non-profit organizations and designs by college research teams.

The main similarity of these projects is that they are not meant to replace the ventilators
currently on the market but rather to supplement them in shortages. As a result, most of these
projects have been given Emergency Use Authorization (EUA) under the Food and Drug
Administration (FDA) allowing for rapid use during the pandemic [75]. While this is good for
the pandemic, these do not represent long term solutions as this type of authorization only
extends through the end of the global pandemic [76].

Another similarity is that one of the main focuses on these projects is ease and cost of
manufacturing the ventilators. For example, The Ventilator Project, a non-profit organization, set
a goal to produce at least 1,000 units within the first 30 days after receiving EUA in order to help
address the pandemic during its peak in March of 2020 [21]. The cost for these ventilators would
be between $1,000 and $2,000 compared to the average $40,000 that other ventilators cost [21].
In addition, Johns Hopkins University’s pumpless ventilator is estimated to save costs of
production though mass production via injection molding [50].

Throughout these projects some of the most important ethical considerations that stood
out were safety and public interest. The safety of patients and being able to address a global
crisis in the form of ventilator shortages were the driving force for these projects. In the case of
open-source designs, transparency and explainability were also at the forefront as they aimed at
allowing anyone with minimal resources to develop these designs. Due to shortages in the early
months of COVID, these forms of DIY ventilators were given EAU under the FDA flooding the
market with open-source designs and alternatives to ventilators currently on the market. As such,
many of these designs were produced within a matter of weeks and could only accomplish the
critical actions of providing positive air pressure to patients.

Telepresence Robots

Telepresence robots have been around for at least a decade. For instance, VGo’s robot
was pre-commercialized to the public in 2010, at a price point of $4,800 for the robot, and an
annual service fee of $1,200 [4]. Other companies providing these robots include Beam and
Double Robotics [40]. These robots were targeted at people who were unable to be physically
present in a space. These robots allowed for a more inviting form of communicating and
presence in the space the robot is located in. During COVID-19, these robots served to reduce
the use of PPE by health care workers and maintain social distance.

Looking through countless examples of telepresence robots used for the healthcare
industry, there is a common form factor, with several of the same features. Commercial
telepresence robots have a monitor with video and audio capabilities at eye level to adults. The
monitor helps bring the user into the environment. These robots also have a mobile base coupled
with obstacle detection for easy navigation. Companies developed desktop and mobile
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applications for controlling the robot over wifi [63][78][66]. The usability of these robots in
COVID-19 were due to the years of research and development of the system, coupled with
people’s comfort with electronic communication.

Even though these robots and services may keep the confidentiality in the data
transmitted across their platform, these systems can violate the privacy of other people in the
vicinity. One suggestion to address this issue is for health care staff to maintain confidentiality
and privacy while getting permission from patients to use telepresence robots. Additionally, a
combination of robot vision masking and muting audio reception can be used while traveling to
non-local areas within the facility [55].

Another issue that can be seen with current telepresence robots is the similarity in their
form factor. While this does provide a good general solution for the majority of people,
specialized forms of communication may be needed for different individuals. Health-care
professionals need to assess situations where use of these robots are appropriate [55].

In the future, while the market for telepresence robots in healthcare may be reduced,
these robots could aid individuals who are immunocompromised. Additionally, telepresence
robots will allow rural communities easier access to health professionals and professionals.
While these robots currently are unable to manipulate objects in their environment, research
projects such as TRINA may lead to more capabilities for these types of robots in the future [40].
Current research for TRINA involves alternative methods for controlling the robot, such as 3D
tracking algorithms.

Disinfection Robots

During the COVID-19 pandemic there has also been a rise in disinfecting robots [29].
These robots take the form of those that spray chemical disinfectants, like XAG, to UV-C robots
like Xenex and UVD Robotics. Disinfecting robots have an important role in combating the
coronavirus by disinfecting surfaces and the air in various spaces.

For many of these robots, they have been in use prior to the pandemic. Robots like those
from UVD Robotics have been used in hospitals to disinfect hospital rooms and reduce the risk
of hospital associated infections since 2014 [47]. While XAG has been an agricultural robotics
company since 2007, they have been active in helping rural communities with disinfection from
January of 2020 [81]. The result of having these robots in place prior to the pandemic meant that
they were speedy in terms of providing aid to areas in need of sanitation robots. Because of that
many companies who looked at disinfection robots had previous data to go off of when deciding
which robot is right for them [25]. Another benefit to these robots being on the market prior to
COVID-19 is that there is minimal infrastructure needed to implement these solutions in places
like hospitals, schools, offices, and arenas.

There was an overall boom in the market for disinfection robots during COVID-19 which
is in part due to government intervention. For example, in the fall of 2020 the European
Commission purchased 200 robots from UVD Robotics in order to distribute them to hospitals
across Europe [58].

A large focus for these disinfection robots is the safety of patients and users. For UV-C
robots like those from Xenex and UVD Robotics, the robot is autonomous and is able to disinfect
a room within a short amount of time [58]. Because they utilize UV light they are equipped to
assess whether there is a person in the room to avoid possible harm while ensuring 99.99%
bacteria removal to the given room [58]. In contrast, chemical disinfecting robots like those used
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by XAG are used in more open spaces such as by the Thai Armed Forces on their base to
disinfect storage areas [64].

Comparing the two types of solutions, chemical disinfecting robots and UV-C robots, the
chemical disinfection robots represent more of a simple solution. This is because these types of
robots cannot always get into all spaces easily and are more apt to work in large open areas like
arenas and in storage areas. Another reason this represents a simple solution is that it focuses
heavily on surface disinfection and not on air purification as well. This is different with UV-C
robots as they can disinfect both surfaces and the air in more confined spaces like hospital rooms
and offices.

While disinfection robots have become more commonplace during the pandemic, no
major ethical concerns have seemed to arise from their presence. Disinfection robots typically
have minimal interaction with humans and the methods that they use are all human approved and
safe and so there are no safety or privacy concerns. In addition, while there is little human robot
interaction between these systems, that conforms with their intended goal of safely sterilizing an
area to make it safe for humans. Finally the wide range of deployment areas as well as types of
disinfection robots shows an acceptance of these robots by the public without a lot of backlash in
terms of ethical concerns.

4.1 Market Impact

During COVID-19 there has been a great increase in the market of various robotic
solutions. In the case of ventilator robots, the introduction of simple ventilator robots drastically
increased the investment into the ventilator market. In 2019 this market was worth just over a
billion dollars but it surged to almost five billion dollars in 2020 [77]. With such a big investment
in 2020 there was a decrease in investments in 2021, leading to a steady growth leading into
2030 [77].

In the case of disinfectant and telepresence robots the markets also saw a significant
increase. Although these products were already on the market prior to COVID-19, they have
seen a rise in purchases due to the need for these technologies. Such as with the case of UVD
Robotics, rather than catering to just hospitals, they also distributed units to schools and even
sports arenas [26]. Similarly other companies like XAG found their machines repurposed to
serve various communities during the pandemic [64]. Because of these factors the markets for
these robots are expected to grow by 11.5% for telepresence robots, and 34.6% for disinfection
robots [29][72].

The reception of these robots also affects the market as greater interest in these
technologies imply greater investments in them. The reception to these robots during the
pandemic has been varied. In the case of ventilators, while many have been produced and given
EUA status, we have not found information to show instances of the deployment of these
ventilators in the  field. This is in part because they are simply meant to supplement common
ventilators on low risk patients rather than those who are at high risk.

Disinfection robots have received a positive reception by its audience by being able to cut
the man hours for disinfecting rooms by a significant amount, For example UVD Robotics robot
can disinfect a hospital room in 10-15 minutes, reducing the man hours needed to clean a room
by 1.5 hours [58]. This frees up staff to work on more pressing matters which, in turn, increases
the overall efficiency of the hospital system. These robots also have a wide range of acceptance
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in the community from use of XAG in the Thai Armed Forces to the use of UVD Robotics in a
school in New Mexico [64][26].

Finally, telepresence robots have also seen a positive reception by its communities, but
not without some challenges. For example, the telepresence robot from Ava Robotics has
received a positive reception from hospital staff though things can get crowded if a room is filled
with doctors and robots [3]. This does not, however, detract from the fact that a robot like the one
from Ava Robotics is able to navigate obstacles in a hospital setting autonomously, negating the
use for a human operator and freeing up more time for doctors and nurses to complete tasks
while the robot is in transit [3].

Both the reception and the market offer the suggestion that people are interested in the
development and deployment of robotic solutions. The promised possibility of what could be in
store for the future of healthcare facilities, often discusses the idea of increase in health care
quality. The pandemic in part has helped increase that discussion. This means that while ethical
implications can help drive the design of a robotic solution, they can also be affected during
deployment by shifts in public interest.

4.2 Simplifying Standardized Solutions

The lack of resources makes it difficult to support patients infected with the virus. The
major resource acknowledged by several groups is the lack of ventilators. These types of
resources that engineers are developing to supply the healthcare industry vary in quality to what
is typically used and accepted by the FDA, because researchers are developing a more simplified
version. Regardless, the saturation of research into these technologies and their acceptance by
both engineers and news outlets helps highlight the positive perception [59] that these
technologies can make an impact toward the pandemic.

One technology of concern are open-source ventilators. As previously discussed,
open-source technologies are intended to help supply devices such as ventilators during a time in
which hospitals lack them. One can argue that  current open-source ventilators lack adequate
testing, critiques, and documentation [59], which overall affect the safety of those devices. The
safety of these resources can deteriorate depending on the people who use these resources to
construct their own. Looking at the individual device, there is no certainty the device will
perform adequately to meet the needs of those who need respiratory assistance. Typical ICU
ventilators are monitoring gas concentration, flow, and pressure to not over-inflate the lungs [5].
Gasses are also being filtered for debris and bacteria to maintain a good quality of air to the
patient [5]. These typical features exist to reduce chances of lung related injuries. Looking back
to open-source ventilators, most are capable of adjusting oxygen intake and air pressure. The
monitoring of these factors does not seem to be included in these devices. The lack of certain
features is done to maintain a low cost for the device [59]. This reduction and simplification of
design results in a less responsive device. Although the amount of simplified devices make up a
small portion of the research initiatives and goals for the pandemic, it can serve as a good
example for the challenges of open-source work in the future.

One justification for creating and simplifying standard medical devices is the deployment
of these technologies to developing countries. Some developing countries lack access to medical
resources. Looking purely at open-source ventilators, even though the technologies themselves
do not have the same level of safety as ICU ventilators, it is a better alternative than not having
respiratory assistance at all. Consider the status quo of the United States and Sub-Saharan Africa.
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In the United States the healthcare industry has access to high quality ventilators that are
approved by the FDA. However, the access to these ventilators is limited. With the rise of more
simplified ventilators, although it does not have high capabilities as what is typically used, it
offers a chance for high risk patients to stay using their ventilator and allow others who did not
have the opportunity to get support. As of FDA’s recommendation, the simplified versions can be
used as emergency options when other ventilators are not available [75][31]. In comparison,
developing countries lack these higher quality ventilators [51], and the access to knowledge on
how to operate those devices [12]. Providing these simplified ventilators, even though they may
not have all the measures to accurately keep someone safe, is still benefiting the community. In
some cases it is better to have something than nothing at all. In the case of the WPI open-source
ventilator project, the decision to take in these solutions came from the sub-saharan african
communities, rather than the project team themselves.

4.3 Ethical Implications

4.3.1 Ethical Considerations During Product Deployment

The consideration of certain ethical issues are based on the current stage and intended end
goal of the project. During the early stage of development, most projects will have some level of
preconceived and foreseeable risk that could occur if not handled well. Often these risks are
considered because of previous and known ethical issues that have arisen. These considerations
are part of the standards for ethical designing of robots and AI. After this initial thought, we have
seen that projects can go into two different directions.

Projects such as automated testing PPE robots developed by Northeastern University, or
open-source ventilator projects; projects that are intended to be applied immediately while
COVID-19 is still occuring stress the importance of many of their features. These features are
correlated to a larger scope of ethical considerations that involve safety, and professional
responsibility.

On the other hand, projects such as TRINA that are being used to explore new ideas
without the intention of being implemented often consider ethics minimally. Based on our
interviews, most of the focus of early development is dedicated to developing the functionalities
of the project.  If the technology being developed is not being used, there is less stress on
addressing those issues. Part of the reasoning comes from the idea that those projects are not
being deployed and interacting with a diverse set of users. Once the core functionality is
completed to a satisfactory degree, other aspects of the robot can be discussed and its impact on
users.

4.3.2 Safety is Paramount

When engineers are considering ethical concerns to address, many of the factors boil
down to identifying issues that could lead to the highest magnitude of risk. The most frequently
considered and reviewed ethical consideration is the physical safety of the technology. For
instance, one concern during the pandemic was how to make sure the robot can be kept clean
[3][40]. Although most surfaces on a robot can be cleaned through UV light [3], areas such as,
“electronics, joint seals, vents for fans, and wheels” are often difficult [40]. If the robot cannot be
cleaned, then the robot can pose as a vector for spreading the virus. One potential solution was
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the use of robot PPE [40]. The robot has to be determined to be safe by tests to indicate its
performance. An additional priority for engineers is the consideration of the level of autonomy
that the robot should have, and the decisions that these robots are allowed to make for the user
[24][32][33]. This is stressed heavily in the automated testing PPE robot in which, by limiting
the robot’s performance to tests based on set parameters and report test results, humans are
making the most important decisions. If issues occur due to those choices, there is a human who
will be held accountable. Lastly, is considering the potential areas that the project can be
deployed to help communities who have a lack of access to these technologies.

4.3.3 Impact of Industry and FDA Regulations

COVID-19 gave rise to a need to help push new solutions out to the general public to
better handle, and mitigate the spread of the virus. One initial concern that might have had an
effect on people’s adherence to established ethical frameworks was the overall pressure of
COVID-19 to increase development of solutions at a fast pace. However, from interviews it
seems as though the situation of the pandemic only increased the desire to follow these
established standards as much as possible.

The requirements and engineering standards used to assess the safety of each of these
projects have been based on what is considered by the FDA and WHO, with these two providing
recommendations for what should be accomplished. The risk-benefit analysis carried out to
determine these new requirements for designs for Emergency Use Authorization (EUA) was
deemed to be more beneficial, maximizing the safety of devices while reducing time of testing in
the pandemic situation. This action does bring some potential for lowered safety standards for
robots seeking FDA EUA approval compared to typical FDA approval. In the case for creating
automated systems for PPE testing, Professor Taskin Padir suggested that some of these previous
requirements were omitted after the pandemic began because there was not enough data to
support the benefit of the requirement during the pandemic. For instance, in the project
mentioned previously, data gathered from testing related to flammability and fluid resistance
provided more information than that of the tensile strength test. This project would have taken
longer if automated testing of PPE tensile strength was included.

These lowered requirements mean easier ability for different solutions to be approved by
the FDA for use. By following these minimum requirements established by the FDA, many of
these engineers seem to agree that they are carrying out their professional duty. Any risk that can
be caused by their project can be reviewed by the FDA. If anything, some are considering
making these regulations by the FDA more defined, to make it easier to quantify the safety of
these projects.

4.3.4 Developing Projects for Developing Countries

One common pattern that can be seen for research in COVID-19 is the development of
technologies for developing countries, creating simplified devices to help supply developing
countries with better resources. In particular, two projects in our research have directed their
work toward sub saharan Africa.

Each country follows different standards for how to handle and maintain medical devices
similar to how the United States is following FDA guidelines. In our interviews, the policies and
regulations that were followed were based heavily on the locations the research was conducted
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in. From our understanding, choosing which regulations to follow stems from convenience, and
access to that information. Even though these projects are following foreign regulations relative
to the intended users, regulation between different countries follow similar patterns. Transferring
these projects over to other countries means shifting the device to meet those different standards.
The researchers of our study heavily stated that the responsibility for those changes are in the
hands of the community members, rather than in the hands of the engineers.
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Chapter 5: Recommendations for Future Research

In our research, there were many different questions that were raised by not only our case
studies, but also through the different types of projects that we investigated. Some of those
questions arose from a few of the ethical pillars that were established very early on.

Although the FDA and roboticists do try to promote privacy and security with
technologies such as telemedicine and telepresence systems, the discussion of integrating
security into the design of these systems is lacking. Often in research the Robot Operating
System(ROS) library has been used as a development platform for research, however it lacks
standard security measures against cyber attacks [69]. ROS has no protocols that verify
information that is received [69]. Recently, two more secure versions of ROS, the Secure Robot
Operating System project (SROS), and R0S2.0 are under construction with the main advantage
of handling actions by malicent agents [69]. Development of SROS currently involves “securing
communication between nodes'' [69].  At the moment SROS and ROS2.0 are not industry
standard. As such, future research into thinking about ethical concerns of robotics should
consider and identify potential issues of transferring over to SROS or ROS 2.0, and how that will
affect development as a whole for crisis situations. If the benefits of such change do outweigh the
potential risk of implementation, discussion on ways to integrate these libraries into research
development might help promote security and privacy in these systems.

In our research, we noted the way that both the government and research groups have
responded to the COVID-19 virus. Their response and changes in behavior changed the
workflow of projects to some extent. It seems like these responses have actually provided many
good opportunities to uphold the ethics standards and practices. In this way, we question the
types of precautions that were made because of the pandemic. Of those responses, should any of
those be maintained regardless of the state of the pandemic?

Once the pandemic has subsided and normal life is able to resume, part of the discussion
that can be started is the lingering effects of COVID-19 on the robotics industry. For example,
looking into the reception and integration of the promised solutions, and help identify why those
solutions came to be standardized.

Hopefully in the near future, these questions will be tackled and considered by other
groups that want to explore these ideas.
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Chapter 6: Conclusion

With a mixture of textual analysis and semi structured interviews we were able to
investigate the ethical considerations of roboticists and how ethical concerns manifested
themselves into the design choices and implementation of these research projects.

We found that the market for these types of solutions were great, with both the
investment and reception of these technologies highly wanted and accepted in the context of the
pandemic. The future public interest seems to be promoting robotics within the healthcare
industry, with services to handle the immediate pandemic, and devices that will continue to be
used once the world has come to some degree of normalcy. These investments also suggest more
forms of better healthcare in developing countries, and access to healthcare personnel across the
globe. Suggestions as automation of many pre-operative procedures are expected to be
implemented.

Investigating one type of case, of simplifying FDA approved ICU ventilators, often the
justification to continue the development was to make systems that can be utilized in
communities who do not have access to these devices normally. Although there are more chances
harm can occur with these more simplified ventilators, because these communities were given
access to something not available initially, development of these technologies were justified.

Based on overall examination of projects done, the core concern usually addressed is the
physical safety of their device, making sure that harm to humans is minimized as much as
possible. There's a mix between developers who are primarily still fascinated about the
functionality of their device, and those that want to deploy their device. Projects that are going to
be deployed often have a more detailed level of considerations of ethical concerns compared to
projects used for solely research purposes. Although projects that are focusing on the
functionality are only thinking about the ethical applications of the design from a limited
standpoint, because the project is not going to affect a large group of individuals, from a
researcher's perspective, it is more justifiable.

With research and our findings, we had clarity in terms of the effect the ethical concerns
brought about by COVID-19 towards development of medical devices in the research setting.
Engineers are able to consider ethics during all stages of development in their robots.
Additionally, ethical considerations from the community further affect the robots implementation
and interaction with people. Above all seem to be the interests of safety and that of the public.
With this data, the insights exposed about ethical considerations could be used to validate and
express how researchers will react to future pandemics.
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Appendix:

Case Study 1: Automated Systems for Testing PPE

The goal of this project is automating the process of analyzing materials for PPE use. The
standards followed by these researchers were based on standards of PPE material set by FDA for
EUA. They are using AI to help analyze sample data to report to an expert the status of materials.
After 2 hours of analyzing data, the team was able to achieve a 92% accuracy in the assessment
of a material. This team aims to make contributions to the manufacture of safe PPE during the
current pandemic. Afterward, they are headed to analyze materials for the military.

When learning more about this project one central concern is the possibility of receiving
a false positive test result through these automated testing systems.

Taking a step back, consider the situation in which automated testing systems for
COVID-19 diagnosis send out a false positive result, versus a false negative result:

False positives in the case of these diagnostic systems that test for COVID-19 can cause
stress for the individual. They may seek to self-quarantine for 2 weeks. The risk that this poses
for the individual is higher, as they are being isolated from their daily activities, and receiving
some level of emotional stress. This does not impact the safety of people around this individual.

On the other hand, what happens when an individual receives a false negative? In those
cases, they have a higher potential to spread the virus. Not only will the individual not seek
treatment for the disease earlier, but they will also be a vector of the spread of the virus.
Considering the harm posed to all people due to the false positive result, the magnitude of harm
to society, and the individual is much higher.

If there is a material that produces a false positive result through their system, giving the
suggestion that the material is suitable for use as PPE, it would leave individuals vulnerable to
the virus meaning that people trusting these materials can become vectors for the virus as well.
On the other hand, if the material provides a false negative result that would mean that the
material would be tested again, or revised. There would be no safety risk caused by this error but
the potential risk is delaying the release of this product to the groups waiting on this evaluation.
The challenge then is how to mitigate or prevent these types of situations from occurring.

One place of consideration is the test itself. Are the testing procedures carried about by
the robot enough to provide good data on the quality of the material and its safety for PPE? And
similarly in the case of automated testing systems; is the test good enough to make good
assertions?

As previously mentioned, this research project chooses these testing procedures to be
automated because they were the minimal required test suggested by the FDA. The testing
procedures that are being followed by this project is not as extensive as what would be carried
out normally. For example: in a standard testing facility a test known as a sheer stress analysis is
conducted, however, this project does not automate this process because it is not part of the
minimal testing requirements for PPE. The choices for what test the FDA suggest carrying out
for PPE analysis carries with it some level of ethical considerations and tradeoffs:

On one hand, reducing the types of tests needed to evaluate PPE materials reduces the
information provided to experts to make the best possible choice. However, this also reduces the
time for testing, to allow individuals to get results sooner.
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Another point of consideration was when to allow humans to make choices in this
automated system. For this project, Professor Taskin Padir indicated two areas where human
choices were made when materials were being processed:

1. The ability to change parameters for which the automated system should check
2. The final decision in deciding whether the material in question was safe enough as PPE

The ability to change parameters make tests more rigorous and adaptable to change.
Allowing the final decision of a product be based on an informed expert provides a level of
responsibility in case anything goes wrong.

So, why not automate these choices? Why not let AI modify these parameters in the
justification to improve the evaluation of the material? And why not let AI make the final call in
the safety of the material?

As Professor Padir puts it, “The world isn’t ready for [machines] to make decisions for
us.” People trust experts to make the final choices in any process. Additionally, it also allows
these individuals to be responsible in case any issues occur.
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Case Study 2: RoboPuppet / TRINA

TRINA is a tele-nursing robot that is intended to work in remote biohazardous spaces.
This robot took inspiration from the 2014 Ebola Crisis as the initial cause to keep working on
tele-nursing robots. This project that was started at Duke University is now shared amongst 3
universities. TRINA is composed of a MOX upper robot, sporting 2 arms with 7 DOF, compliant
joints and gripper mechanisms and a mobile base. The robot also has a monitor to help provide
an interface for an interaction between operators and partners of the robot.

As COVID-19 became more prominent, this project transitioned over to tackling issues in
the context of the pandemic. However, the shift in context has not changed the overall choices of
what areas of focus the robot is undergoing. Research projects such as RoboPuppet, consider
making the controlling of the robot more intuitive.

One highlight of this discussion was the potential to be had from insecure systems.
Insecure systems allow malicious hackers easier access to data and permissions and manipulate
systems in a harmful manner.

Robot Operating System or ROS is a structure used for research and development. ROS
by the design structure is not secure. ROS lends itself to allowing information to be shared
within these closed systems very openly. One concern of the way that ROS shares information
between Nodes often comes in the form of the situation of a malicious hacker being able to
access that data. Professor Gernert was able to corroborate by highlighting a story in which a
student was able to do just that, assess ROS a robot was using remotely, and read information
that was being shared in that system. One change has been the development of Secure Robot
Operating System 2, SROS2. This does offer some more protection of data between Nodes;
however, it is not as widely used.

In the context of TRINA, because ROS is widely used to control individual robotic
systems, the controller robot and follower robot there is a potential vulnerability in terms of data
security and access if TRINA is sent out as a commercial project.

As much as these ethical concerns were important, most research projects are focused on
functionality, with some levels of ethical concerns in place. Ethical concerns play a minor role in
the development of these kinds of projects. Part of this is due to the goal of the project. The
project is not intended to be a system that is deployed. In the next few years, that possibility is
there, but not at its current stage.
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