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1. Abstract

The Radio Frequency Identification (RFID) technology is making a tremendous impact
on the consumer market. RFIDs can be easily integrated into almost all the current technologies
to produce a more convenient and efficient product. RFIDs can replace many of the conventional
approach of tagging data with a much reliable system. The versatile use of RFIDs, their discrete
size and their ability to operate with or without an internal power supply attracts manufactures,

and engineers to incorporate this technology into their product.

2. Executive Summary

The main focus our Inter Qualifying Project is to research and analyze the impact of
RFID in the current technology, biomedical field, retail market and the manufacturing industry.
This paper reviews the history of the RFIDs and addresses the effect of it on the consumer
market. The biomedical, manufacturing, and retail are some of the major industries which
embrace the RFID technology and implement them for different purposes. Furthermore, this
paper explores the use of RFID for individual purposes and the effect of RFID implantation. The
principle behind the RFID technology is also discussed along with the methods to compensate
for any disadvantage of RFIDs. In order to understand the economics of the RFID technology, a

feasibility study along with any short comings of the technology is researched.

For a morc hands on experience, a small RFID system has been set up in one of the MQP
labs at Atwater Kcnt building. The system is assigned an IP address; thus it is a part of the WPI
network and a connection can be established through Ethernet. The system also includes a web
based user interfucial applet called Yagi MercuryOS 2.4 by ThingMangic Inc. to perform various
functions with the tags. This applet is used to conduct a performance testing of the RFID

system.

In addition to the performance testing, an external user interfacial C applet is created to
communicate between the tugs and the tag reader. The external applet performs similar
operations as the Yagi Mercury OS 2.4 applet. The Yagi Mercury OS 2.4 system and the

external applet arc discussed in further detail in section 11 and 12 respectively.



3. History of RFID

Heinrich Rudolf Hertz unveils the path to RFID technology in 1887 when he successfully
transmitted and received radio waves. Since Hertz’s achievement, the generation and
transmission of rudio signals evolved tremendously. The genesis of the RFID technology soon
embarked upon us when Hurry Stockman published his paper on “Communication by Means of
Reflected Power™ in 1948, Unfortunately for Stockman, his vision did not become a reality for
another thirty yours.  This was because many of the technologies such as transistors,

microcontrollers and integrated circuits were not developed at that time [5].

In the 19G07s the compunies developed electronic article surveillance (EAS) equipment to
prevent theft by using one bit tugs. These equipments sense the presence of the tags and if any of
the tags are absent [tom the specified location then the system will alert authorities. However, to
have an efficient counter thelt system, the tags must be cheap and discrete. Such specifications
were an issue with the one bit tags. For more complex antitheft system multi bit tags were

needed, but they were not viuble because of its loaf size dimensions of the multi bit tags [5].

The RFID 1echnology bloomed in the 1970s when extensive research was conducted by
academic universitics and science laboratories. Los Alamos Scientific Laboratory, North-
Western University, and the Microwave Institute Foundation in Sweden were some of the
foundations thut pursued RIFID technology. Many different companies also developed
commercial products using RIFID. The electronic identification system developed by Richard
Klensh of RCA in 1975 started to be widely used in tracking applications such as animal

tracking, vehicle tracking, fuctory automation ete [5].

The RFI11s were completely revolutionized when the low power Complementary Metal
Oxide Semiconducior (CMOS) logic circuits were integrated into the RFID tags in the late 1970s
and carly 1980.. The tag technology had improved in efficiency and the tag size was
significantly redu-cd. The tug memory was also improved when the fusible link diode was
implemented to !'1FID tags. Nonvolatile EEPROM memory became the conventional memory
for the tags sincc it permitted large scale manufacturing of identical tags. The tags could be
easily segregated [or different applications through programming. As a result further reduction

of size and higher performance was obtained [5].



In 1990 I-Z puss wus introduced to the market of Northeastern America. The E-Z pass
implemented RFF!D tags to develop an electronic toll collecting system. The system utilized a
single tag that wus cncoded with a single billing account per vehicle to access specific major
high ways and bridgoes. The RFID tags excelled in tolling applications that it was employed in
different applications such as parking lot access, gated community access and closed campus
access. The growing RFID tag applications catalyzed the further advancement of the tags. The
new tags that were developed cnabled the customer to have either single or dual accounts. The
RFID tags continued to become more discreet as the microwave Schottky diodes were fabricated
to CMOS integruted circuit. Since the Schottky diodes share the same die as the tag circuitry, it
increased functionality, relinbility and efficiency. The fabrication of internal circuitry of the tags

in one chip reduccd the overall tag price [S].

The RFID echnology continues to grow in the twenty first century. The tags can be now
placed in sticky l:bels and can be casily attached to virtually any object where it can reflect the
transmitted signu! properly. The RFIDs are starting to become more mainstream and the future
for RFIDs seem: 10 he very promising. Different standards for the RFID applications are being
regulated such .+ the Federal Communications Commission standards. Different privacy
policies are beinv st und other delegation of legal aspects are in progress. The RFID technology
research continucs us engineers search for a more efficient and powerful antenna designs and
better nonvolatile memory. The RFID technology continues to grow and it now spans numerous
fields such as s\ tem engincering, software development, circuit theory, antenna theory, radio
propagation, micrownve techniques ete. As a result the consumer market is being incubated with
RFID technologyv. Some of the effect of RFID technology on the consumer market is discussed

in the next section [5].



4. RFID Technology

The RFID) 1echnology consists of mainly three components: base station, transponder
with a strip antenne. and memory and processing unit. The operation frequency of the RFID
varies from a few kllz to 5 GHz. However, the frequency regulated for the tags are 13.56 MHz,
400 MHz, 915 MIlz. 2.45 GHz and 5.3 GHz. In the US, FCC15-247 approval is required with
an ERIP of 36 ¢"m. FCC 15-247 is a Federal Communication Commission regulation, which
confines the opcrational frequency of RFID. In the North America 902 MHz to 928 MHz is

allocated for RIFID svstems [8].

4.1 RFID Tags
The section below introduces different tags technology, tag specifications, tag anatomy, and tag

operation.

4.1.1 Differer Tag Technology

There wre three distineuished transponder tags currently available on the consumer
market. They arc passive tags, semi-passive tags and active tags. The passive tags contain no
internal power supply. The passive tags use the power in the modulated signal transmitted from
the buse station 1 operate the tag circuitry and to transmit information. Therefore the ranges of
these tags are voryv ~mall, approximately five to six feet, but the lifespan of the passive tags

ideally are unlinited. The only exception to this would be the failure of individual parts in the

internal circuitry The price of the tags is much cheaper than semi-active tags and active tags.

As discu ol ubove the passive tags obtain the power in the transmitted signal to operate
the internal circu irv and to respond to the reader. This is referred to as the backscattering of the
RFID tags [6] | . ['sually the tags have two stages of input impedances which it switches in
between to mo. [uie o backscattered signal, when enough induced voltage is provided to the
RFID chip [6] |- . The passive RFID tag chip anatomy, typical passive RFID tag specifications
and the principle bhehind the buackscattering signal are explained in section 4.1.2, 4.1.3 and 4.1.4
respectively.

In contr | 1o the pussive tags, the semi-active tags do have an internal power supply.

However it only powers the internal circuitry, and uses the passive tag methodology to transmit

9
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¢ the tag circuitry is being powered internally, the response time of the tags

i the passive tags. The lifespan of the tags are limited to the internal power

s on much wider distance range. The active tags are completely powered by

ull it responds very fast and has longer range. The major tradeoff is that the

e power than the semi-passive tags and the passive tags, which results in a

span. Another disadvantage of the active transponder tags is that they are much

seive tags. They are also more expensive than both the semi-passive tags and

omponents of the RFID transponders are the Application Specified Integrated
i the tag antenna network. The tag antenna network is a carefully etched
Jted cireuit board. The most common substrates are polyamide, polyester,
e design engineers use different substrates and antenna layout for optimizing

e ASIC chips are surface mounted, wire bonded or attached through Flip-
['li picture below shows a transponder passive tag with its ASIC and the tag

jJ O AT T
R R B

Figure 1: RFID Tag Transponder
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The ASIC chip usually consists of the following components: EEPROM memory, RF

front end, Anulo @ Scction. Digital Section, and Power storage device/battery. Conventionally
the RFID tag: use Electrically-Erasable-Programmable-Read-Only-Memory (EPROM) for
storing data. 11+ X1 frond end establishes the connection between the ASIC chip and the RF
antenna. The viloo component synergize with the RF front end, EEPROM memory, and the
power supply. | [igital component only responds to the RF Front End. The block diagram
shown below illi 11 ‘s the ASIC operation [8].
Antenna
Altachment
Power
Capacitor
RF Front End P
4 & .

v ¢
Analog Digital EEPROM
Section Section Memory

Iligure 2: RFID tag Block Diagram

4.1.3 ASCI Chip Specifications

The typivl \5CI chips ure made on silicon. Some of the specifications of the chips are

listed below [§].

e Ultra low sower operation
o - llmicro-waltls during read operation
o} [ micro-watls during writing operation
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identifie:
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' Semi-passive Tag Operation

clore, typically, most passive RFID technology systems are based on the

| buckscuttered signal detection. A modulated signal from the base station

a transponder tag.

1™ block and is reflected back to the base station [8].

7YY Y Y  Incident
¥ ;
R Wave
Base _ | Load Z.
Station ’_
__Ix’/{{{ e €C< Back scattered
Wave
Transponder

IMigure 3: Back Scattered Signal Detection Diag

ram

The principle of modulated back scattered signal

l'in the ficure below, where the base station will transmit a wave which is

onder tae picks up a modulated signal, an induction voltage will appear at

the transponder as a result of the RF fields from the base station [8]. The

i deteeted by the RF chip that matches the impendence between the chip

is very important to have the antenna and the chip to have matched

o allects tug performance such as read range, write range etc [6].

The

- churees o high capacitor providing the necessary bias for the processing

he capacilor needs to provide at least the minimum voltage required for the

I'his is depicted in the figure below [8].
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¢ due to the modulated signal is determined by the induced

respond if the induced voltage exceeds a threshold voltage that

of the antenna [8].

s in DC voltage and applies to a nonlinear load. The nonlinear

1plex impedance stages. The impedances stages are significantly

cullered signal can be produced. If the processing circuit responds
run according to transponder protocol by transmitting a detectable

tation [6]. The most important part of this process is that by

successful the back scatter signal can be transmitted from the tag
be used to either read from the tags or write to the tags [8]. The

1 of the processing circuit.
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Zl z2

Figure 5: Processing Circuit Diagram

The Z1 and 72 are the different impedance stages of the processing system. The RF
impedance is varicd by switching between Z1 and Z2 to produce the backscattering wave [6].
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lechinology has a huge impact on the consumer market. It increases efficiency

he followin e sections provide a detailed explanation of this.

av's can be placed on each product to increase organization and expediency.

stores Lses barcodes to identify their product for either sales or inventory.

swcode sysiem is effective and is still used in stores, the RFID technology

. the burcode system. The barcodes can only identify each product,

lhos can store much more detailed data than just mere identification. The

mpuctable with external programs [3].

o the burcodes the RFID tags provides reading instantaneously and

'\_l]}‘;l Llll

he pi

* RFII

he pack

he RFII

l.;'|||1g the

accurately, with nnimal humun interaction or involvement. The RFIDs eliminates the need of

el itens. with automated and accurate readings. This removes the human

ing check out or inventory. This functionality is a great use to the
uues or containers needed to be opened for individual scanning of
' tugs can also function effectively under difficult conditions such

.uging materials [3].

» can be implemented for data sharing between the store and the

stores to monitor the stock’s stored in the warehouse. Different

[ RFIDs can note the traffic of each item, as well as the remaining items on

¢ comnpared to the items in stock and further action can be taken to either

¢ autoratically place an order to the warehouse of the manufacturer for

hen the supply is low. The tags can also contain expiration dates on each

‘mployvees if the product is expired or about to expire [3].

s

Jivering

socdn

fier

e

process of each store can also be simplified with RFID
¢ used for container-level, pallet-level, or case-level tracking.

hy can reduce supply chain transit times and has a significant

rioved by multiple carriers in a single journey. Generally, each
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uires proof of delivery and other paper work to confirm the order
5. This can be automated using RFID technology with the case-

. efficiency by cutting down on labor cost and other plausible

\ze of replacing barcode with tags is that it can locate misplaced

18 often pick up items and leave them in the wrong places, which

stock™ item in shelves. This hinders possible sale of the item and

‘ed. This will have a tremendous effect on the retail stores if the

o111 such as electronics, DVDs or other apparels. If the RFID tags are

then they will appear in the system and it can be reshelf in the

‘ould be used to easily facilitate pricing changes and “streamline
mer to retailers. If the store prices tend to fluctuate often, due to
discontinuation of certain products or open items, the tags can be
most updated prices. The return process of the products from the

v tagging the item if it is damaged, should be discounted or safe to

ket

\dustry the RFID technology is growing rapidly. One of the main
he manufacturing industry is that it can be used to track different
it functionality, monitor operation status, and access past history.
parts, the tags can be embedded with any raw statistical process

ntial to the product. This will improve customer satisfaction and

el process of the malfunctioning parts much simpler. For example

cted towards the automobile industry. The tags placed in the

part or assembly information. This can reduce labor time and

3].

ndustries require timely update on the progress of each product

1ly and effectively provide both the location and the product status
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instantaneou v, As o rosult 11 e sorting and pickup process of the products becomes a lot easier.
The RFID cin provi cul e information about the product without any physical movement

or additional lubor [1].

6. Negative 'npact or Short Coming of RFID

As the RFID o Tinole v continues to grow, more public concerns and stronger
controversie. of R Iso1se. The RFID technology has yet to ensure people’s privacy and
assurc the salcty ol sersooal or valuable information. The RFID technology enables
companies to monitor their product even after it leaves the shelves of the retail stores.
Conipunies conexplo o this e tracking people’s daily activities to find what stores they go
frequently, what products thee often buy ete. Also any third party individual with a RFID
recciverand o REID o ionnn an access information in the tags if they are not secured properly.
Even il atug s secured und 1 carrying important information such as credit card information and

social securily numbce it can Hotentially be infiltrated and the information can be accessed [3].

The 1 ore obv 15 sl 1 coming of RFIDs is that the initial cost of setting up a RFID

system and nuintain he o siem can be expensive. Therefore many companies might not

want toreple e thoir ol ors (ems. The new RFID systems may require additional training for
the cimployeo . If suct conipcations occur then the older systems will prevail and the RFID
technology v ill be [t ¢ i the market [3].

7. Possi! le Sclutinns

Mun: compan - haoo proposed that the tags should be “killed” after leaving the stores.

This will sol > muny o1 the o iblic concerns of privacy. As for securing valuable information, the
tags designer can de clop ooiplex tags that is very difficult for a third party to penetrate the

security mew-ures. Governe it involvement and strict privacy policies can also be regulated to

reduce viola on by wthird poory member. There will always be the risk of theft, but the best
mannerof seouring the Cies oo overseeing all the possible cracks and programming the tags
accordingly. her:wre mun ugs on the market currently, which has its own password enabled

security. All the GEN2 g | ive a 32 bit access password. As time progress any other short

coming can be accounied [ ith better design or programming.

17



Even thought the initi
may save the companyv o

and new technology cun de

8. Siomedical

In orderto evaluate U

analyzed the current il n

shows that RUID techi[og

room (ER) procedure

hospital current systen ind

convenience.,

8.1 Typical Emz:

-~

The medical ciicre

Memorial Health Ce

high, and about 200

physicians and 14 nuiscs,

a physician is about $27 5.
a hich salary for nurs

they walk about 12 mil

a given patient, Phv: 1
paticnts.  Locating 1l
reccives about 75.000 |
slower days, Curren!
identification. Th: &

for putient informatio |
patient’s prolile und
approximately $2.501

amount of work for di

cost of the RFIDs is a little expensive, their versatile functions
oney on the long run. Also, competition between manufactures

1se the cost of RFID technology in the near future.

- cffect of RFIDs on Biomedical field we used a prior IQP, which
n access system and patient care in the hospitals. The report
the biomedical field can completely modernize the emergency
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'y Department Infrastructure
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IMHC). The emergency department at UMMHC is four levels
lcet. The staff at the Emergency Department (ED) includes 62

|| approximately 36 residents requiring care. The average salary of

' whereas the nurses’ salary is about $125,000. The reason for such
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hift. The nurses spend approximately 10 minutes entering data for

wnd about half their time just trying to locate staff members and/or

highly inefficient, since the emergency department at UMMHC
i year, with about 300 patients on busy days, and 170 patients on
'VIHC uses a non-real time barcode wristband system for patient
‘alled Ibex, and is a part of PICIS. It requires manual data entry

13 also another database program called Meditech which stores the

dton, The systems are upgraded through the internet, and cost

00 a year to maintain. The entire system requires a significant

[ 7].
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8.2 Typicel Palic:
This scction p

con: st of dati entry ¢

con=ume a lot time. E

through RFID technol:

A typical
dep:rtment (D) tiir
regidered with th
cate orizes the treatn
the ) leditech datal
is scnt to a room witl

of rooms at the tinwe |

Patients brou
through the Triage p
sysicii, Based o
hospital departmernt 1
of tlic patient's lozu
take: from the worl

paticat [7].

.~ Procedure
- careful analysis of typical ER procedure. Many of the procedures

of the patient. These procedures are manually executed and

' thonch the current process is effective, it can be extensively simplified

ure is initiated when a patient either enters the emergency
ront door or through the dock via ambulance. The patient is then
the registration staff and is sent to Triage, where the hospital
As soon as Triage is done, the patient’s information is added into
1-ir name is placed with the Ibex tracking system. Next, the patient

1), or asked to wait in the waiting area, depending in the availability

:h ambulance have no need to go through the greeter or to go

hey are first registered into Meditech and placed in the tracking
nditions, an ER patient may be moved from the ED to another

1e course of treatment. A nurse would manually update the status

i 11 ox tracking system every time a move would occur. Figure | is

1 rervious IQP team, which shows the typical movement of an ER
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Patient enters ED

o |
v y

Via Ambulane —_I Enters front door
| !

" Ibex registration

by Greeter
|
- y L4
Triage < Waiting area
v

Registration in
Meditech

The patients name is removed from
greeter and his name is entered into Ibex
tracking system by entering his location

whether waiting area or assigned

room/bed.
. Y v
e Room/Bed < Waiting area
Exchange rooms [or Diagnosis/Treatment
mianaging capucily
k v

=

Admitte :I Discharged

-ure 6: Typical Movement of ER Patient [7]

When a moyve occurs the patient enters the ED either by ambulance or by themselves

fron: the front door. The putient entering from the front door is registered into Ibex greeter and
sent 1o triage or vaiing rocn depending upon the availability. The patient’s treatment plan is

prionitized in triage ind 19s120ed to a room or a hallway bed. Before they are sent to the room,

20



their information is regi:

istered in Meditech and removed from the Ibex and then entered into

tracking system. The putients entering by ambulance are directly taken to bed and registration

for Meditech is done

depurtments for diagnos

are cither admitted for ul

for keeping track of pati

occurs within ED [7].

notheir assigned room.  All patients are often moved to different
15 and treatment during their stay in ED. At the end of the process they
ter care and transported to the main hospital or are discharged. Hence

‘nts their status is changed manually into Ibex whenever a movement

During a patient’s s'uy within the ED, the following is done to keep track of a patient’s

locuiion and condition:

The patient is reg

o The patic
into the I

o Aundiden
Patient is cither

treatment.

o Upon ente

stered into Ibex.

\’s information, such as name, gender, and chief complain is entered
X trucking system.

lication wristband is issued to the patient for tracking purposes.

sked to wait in the waiting area, or taken to Triage to determine the

inc the Triage, the status of the patient is changed in the Ibex tracking

1, and their name 18 taken out of the greeter screen. A patient’s name in the

syslem, a
greeter screen <hows that the patient has not yet been seen at the Triage or by any
medical stuff.

¢ After beine usses

nan: cs are manually entered into Ibex.

cd w the Triage, the patient is registered into Meditech.

o Putient’s prolile is entered into Meditech for record keeping.
o Other medical information such as charts and medication are added to the profile
throu th the course of treatment.
Patien! is us! od 10 be scated in the waiting area, or taken to an ED room depending on
room avitilubility.
o Tl puticn s stutus is set to “wait” if there are no ED rooms available.
o [IIwn D rooni is available, the status of the patient is changed to the location of
thut yoom
o Thecoetorand nurse assigned to the patient are entered into the patient’s profile.
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8.3 Problcmz:

1e following

Medicutic
to the rigl
Any cqui
room.

Familv m

Durin« the

i the treatment required for the patient, the patient must be relocated to a
il department.

ati nt caters or leaves an assigned room, the location status in the Ibex
- stent is changed.

< of the patient’s diagnosis is also entered manually into the system.

1110 operation room if surgery is required or other such treatment.

*1l’s slatus is changed to the operating room when the location switch is

ol licatment is again updated in the system.

in s during the day, patients are moved from the ED rooms depending on
sLitus.

i of 1he patient leaving the room, and entering the room must be updated

:m manually.
v b required for the patient after treatment.
; are arranged and entered into the Ibex system.

t. wen discharged to a hospital bed outside the ED, is taken out of the

‘ling s vstem, manually.

'be complete, and the patient is stable.
t is discharged and the status within the Ibex system is changed to
and treated.

of 172 ED room that the patient was in is changed to vacant.

> Fatient Tracking System

-

.it 15 absolutely vital to know the status and location of every patient:

\ poiient needs must be delivered to the correct room and administered

»cesary for the patient’s treatment must be dispatched to the correct

r phone calls must be forwarded to the correct room.

icr houwss, it must be ensured that the patients are not misplaced.



All updates
Ibex tracking sysic
efficiency ol oper
There is large rool
paticnts, equipment:
of the department u

can he mispluced,

The systen
among the stull. F
may need to be sce
paticnt, they would
Assuiming o delay i

information on the

multiple physicians

Some of the

entrv during busy p: ric

less likely problem
difficult to locate.

medication niay be ¢

8.4 Tracking w
Tracking wi
babics, medicul equ!

explunation ol this.

8.4.1 Patients

To ensure p

there may be « neec |

for quality und efl

financial losses. Su

pativnts who are ¢

the UNTMHC tracking system are done manually with a combination of the
anl the Meditech database. This tracking approach severely stunts the
n within the ED and places significant amount of work on the nurses.
for huran error in the data entry process, resulting in misplacement of

or medication administration. This can cause major delays in the operation

avwhole, since equipment may arrive at the wrong rooms, patient profiles
1odicotion misdirected [7].
cliicicnicies may cause dissatisfaction among patients, and confusion
“exumple, if a patient sustains multiple injuries through a car crash, he/she
oy i ent specialists. For each of the specialists to diagnose and treat the
ave 1o check the Ibex system for the status and location of the patient.
the dut entry into the system, the physician would not be able to access
tient. This would result in the delay of treatment for the patient. Also, if

re ivol ed in the treatment, this would require real-time updates [7].

acint 1D rooms may not show in the database if there is delay with data

1is would not allow the ED to be used to its full capacity. Some

¢ U a patient may wander from the waiting area, making him/her
niusion and misidentification may also occur, to the point that the wrong
ninistored to the incorrect patient [7].
} RFID
I-'D  u very useful application in respect to patients, staffs, new born
ment u | surgical tools. The following section provides a more detail
‘enl suloly, patient identification and real-time location is vital. At times,
r urecrt medical attention. The ED needs to have optimized patient flow
ency. A suboptimal patient flow includes delays, overcrowding, and
'y 15 ulo an issue when considering lost or misplaced patients, especially

Adren. patients with Alzheimer’s, or the elderly pose a higher risk.

23



According to the H. althean

lack of proper paticint man:

revenue losses, as well

administration of medicine.

considering that 44.000 to ¢

errors [7].

8.4.2 Staff

Staff trackiny is tmp.

system in place at UMMHC

cost und damages vork [l

updiite of the staffs awnd elim

8.4.3 Newborn Eabics

A significant nuniber

babi s are sometime: male!

track babies will no! only U

mos! human errors diid negli

8.4.4 Medical Equipmse
Many hospilils strt
puriips, EKGs, venlilators.
should be caring for paticn
unsutisfied patients. ['o col
the quality of care is ot ufl
arc [nissing.  This iv aboul
misilacement of mulicul

equi ments [7].

8.4.5 Surgical Tcols
. Surgeons sonietime,

bod . Using a snull

\dvisory Board, hospitals lose 4-5 % of their revenue due to the
«ement. Tagging patients with RFID can significantly decrease
aid in better patient identification at times of surgery and
The RFID approach can significantly reduce medical errors,

+.000 patients die each year in the United States due to medical

lunt to the work flow of the ED at the bigger picture. In the current
nurses and other important staff are hard to locate which increases
. Using RFID technology authorized officials can get real time

ate most of these problems [7].

[ newborn babies are stolen from hospitals each year. In addition,
' with the wrong parents due to logging errors. Using RFID tags to
k the location, but also the identity the newborn. This will reduce

‘nee [7].

t

‘le with the management of their equipment, such as infusion
ortable x-ray machines, gurneys and wheelchairs. Nurses that
e obligated to find the proper equipment instead. This results in
cr this, hospitals then purchase additional equipment to ensure that
led. Hospitals report that approximately 15% - 20% of their assets
3.9 billion each year. With the use of RFID tagging, thefts or

'ipment can be prevented and promotes proper allocation of the

car that after an operation, a tool may be left inside the patient’s

tag on each tool would eliminate the possibility of such an
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allormative implantal
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su' 10 use, the tags
¢l - perthan'the Vet

ar 1l tracking, so |
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its

of Am:
heir 1l

1 lifie w1

stra [
1y har
'ys.

rent |
of th
pay
arc v

on.

r hing |

S tag

'd thi
Nt
hip

NVds

lants 11 paving the road for a “key-free world.” In order to get a better

RFID

plants and the effect of RFID implants on people, this section
' Graafrstra and his girl friend Jennifer Tomblin getting RFID
lyle. Graafrstra and Tomblin are ordinary individuals who pursued
‘¢. Graafrstra and Tomblin are among the fewest people who have
that his big ring of keys was too overbearing and the keys could be

‘are store. Therefore he was compelled to implant RFIDs to

|11 section below explains Graafstra’s getting “chipped” process [4].

2nce in Choosing the Right Tag
- available on the market. In order to get a RFID implant, the

hat suits their needs. Some of the important questions that the user

-1 purpose do the RFIDs serve them? Where is the tag being

- he was just looking for a secure easy access solution. Thus he
 that are safe to be implanted in the human body. Graafstra

wrliest implantable tags, which are manufactured by VerChip Corp.

| ud many draw backs which Graafstra found unsuitable for his life

v expensive and the procedure must be approved by the US Food
ove all, the tag must be placed in the upper arm, which makes it a

' wave the tag over the reader. Therefore he searched for an

v/lention towards the animal tracking tags. Even though they are

anti-removable coating and the tags readers were not much
.. Moreover, the tags were not intended for any thing other than

‘cult to manipulate them for Graafstra’s purposes [4].
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Finally, Grau stra [
tri: King chip, but wi out |
w' ich ranged from & 0 to
VeriChip tags and the anin
inteided for human inplant.
Gruulstra’s body. Howeve
us . but they are not lesign
¢t cern for Graafstr:. He o
H ' 'ound that the tays can hi
casing of the RFID v ould i

mule arrangements [ impl

9. RFID Impla tati
REID implan tion
fil - d out appropriate wavic
an.! plunted the lag «!ier st
thi inject 2 by 12 nullime

st eon oreven a body pic

9.. RFID Impla tati
RFID implan ation
at »our disposal. All the 1
ai convenient for the use
w. ne his hand. He also |
|t logy to his motor ¢y
av' mited many of mindle
st ing driving license infor
n licul conditions. his |
i [unt contains informati

ir wrmation of medication

d the EM4102 chip. The EM4102 chip is similar to the animal

anti-removable coating. The tag reader was also very inexpensive,

. The tags contained in a small glass packing were similar to the

rracking tags. The only concerns were that the tags were not

‘ons, so it was not sterile and the glass could break inside

‘hen he called the company he found out that the tags were safe to

for the communication standards for animals. This was not a huge
tested the durability of the tags by smashing them with a hammer.

dle some abuse and the stronger blow required to break the glass

ire his hands regardless of the RFID implantation [4]. Therefore he

s the tags in hands, which is explained in the section below.

Procedure

cedure is very simple. Graafstra met with a cosmetic surgeon and
ir surgery. The surgeon made a small insertion beneath the skin
zing with a liquid disinfectant. There are single use dispenser kits
\gs into your body. With the aid of a family doctor, a cosmetic

12 specialist, this procedure can be completed within five minutes

—

Advantages

\arates all the desired functions of the RFID technology into a chip
.rtant applicable data can be carried on you, thus making life easy
‘raafstra designed an easy entry system into his house just by

lemented this with his computer for auto login. He extended this

¢ und auto mobile for entry and auto start. Several others have

‘luties with RFID implants such as controlling the lights, and

(tion. Others used it for medical purposed such alerting doctors of
“tremely useful if the patient is admitted unconscious and the

1at identifies the person as diabetic patient, and contains

rgies and blood type. The tags are also easily removable if it
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d.

ve!

0’1 have an anti-remot o coating on them. Therefore upgrades and disposal of the tags are

v simple [4].

9.4 Securing Acces

de

p!

ch

n

e

or

Breaking in and ent v was a concern for Graafstra, since there are devices that can
rvpla signal transmitiec v the tags. The foreign device can store the decrypted signal and
buck the analog signu! 1 zet access to most systems. Thus, Graafstra implanted a second

0 i his hunds with 40 L - ccurity inscription to reduce some of his concerns. The new

nlanted tag has protected [ita storage area and has random key assigned every time the tag is

'd. This keeps the third 1y guessing of what the next access key is. This makes any forgery

eplication of access keyv cry difficult, costly and time consuming [4].

.5 Feasibility Study

There are wide run o of tags and readers on the market. The tags are usually under
iple of dollars, but the o« lers’ ranges from $30 to $2000, depending on the system. We are
mly focused on readers it operate on 915 MHz frequency. The table below looks at some

won REID competitors 10 the 915 MHz range:
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Table 1

Reader

Mercury 4

Mercury 5

[ Alien ALR 9780

Alicn ALR 9800

l .

Syvmbol XR480

I

I

L

El

X(

L

[l

'(

¢

[

~omparing Different RFID readers (1)(2)(9)(10)(11)

v~ Supported Features Price
Class 0, 0+ High Speed DSP.
lass 1 Gen 1 Compatible with $ 995
most tags.
‘lass 1 Gen 2 %8
Low Cost.
18000-6B
Class 0, 0+ High Speed DSP
'lass 1 Gen 1 Much less
‘ susceptive to
lass 1 Gen 2 interference.
lass 1 Gen3 | p; gh Performance. $1,995
18000-6B DevKit included.
18000-6C Compatible with
Variunts of Gen 2 almost all tags.
'lass 1 Gen 1 DevKit Included. $1.899
(‘lass 1 Gen 2
High Performance.
Class 0, 0+ Less Interference.
lass 1 Gen 1 Real-time health $2,195
_ status and revision
lass 1 Gen 2 information.
Dev Kit Included.
Easy integration
with third party
software.
‘lass 1 Gen 1 Supports European $1,749
a1 G ETSI EN 302 208
- standard.
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As shown on table 1, the Morcury 4 RFID reader would be the best choice, due to its extensive
ability to read many diflcre tag protocols and it’s extremely low cost relative to other readers
with similar features. Howo wcr, the Mercury 5 reader would also be an excellent investment due
to its increased performance und it’s ability to read future tag protocols that are being developed

[LIIZ]91[10][11].
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10. Field Testing and Tag Performance

To test the performunce of our reader, we used the MQP laboratory of the Atwater Kent
building. The picture below shows the RFID system setup in the MQP lab. The setup consists
of 915 MHz Mercury4 RIFID reader, 915 MHz Sensomatic RFID antenna, and a tripod with

sticky passive tags placed on them.

Figure 7: RFID System Setup
Al the room s not very environmentally friendly due to the amount of metal, the
test bed v e e or loss ¢ ivalent for all our tests. We tested from a range of 1 foot to 10 feet.

The tag 1 ed was a UPM lufsec, model PD70_18_6 Al. The tests were run for 60 seconds

each, an.' "ic number ol tinics the tag was read was recorded.
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Figure 8: Tag Performance Graph

111 the graph, the readings for the graph were 90% - 97% accurate from

a small anomaly at seven feet. The number of reads per minute
cight feet the readings rose again. A plausible reason for this is that
dunce mismatch between the chip impedance and the input power.
| spots™ within the tag operational range [6]. Given a cleaner and
cuding for the RFID might have been smoother and more accurate.
iings dropped rapidly and at ten feet the readings were only about

) reads per minute.
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11. Yagi MercuryZ OS
Yagi Mercury4 OS5 | a web applet provided by Tego Inc. This applet is used to perform
various tag functions. The host common operations are query and write. The following sections

expluin the query operition - provides the data description of tags and the writing procedures.

Description

1s an online software that is used to read, write and implement 915

11.1 Query and Dat:

Tesla MercuryO)S 2
MHz RFID tags. The soltvare supports RQL programming language for the above purposes.
re Alien Technology ECP1 model ALL-9350-02, Matrics RX3000

2 tags. A sample query of the tags is shown below.

The tags that we analyzed

EPCO and UPM Rafsce ¢

i1 s @Thu Mo :50:48 EST 2006 T
CupyDisplaytuHmr bignum [Show Raw! Font Size: [15 Clear Output
. 103080 © 10001C7F0B33B7 UHF1 EBCO
Figure 9: Query data
The first tormn © represents the item number. Since there was only one tag read by
reader e applet out; s only one. If there are multiple tags present then each tag would be
consecutivelv numbe " e second term “84” represents the number of time that the tag was

countedd. The third terin sl
digits are the cyclical reilurlancy check (CRC) packet coding. However in EPCI tags, the CRC

packet is the first four digit

I‘CSI‘-:C‘ iviely

'he recon

which 12 sl.own beloy

42

42191

vs the hex digits that are embedded in the tag, in which the last four

of the data. The fourth and the fifth terms are antenna and protocol

tu can be further analyzed by selecting the “Show Raw” button,

| 0x03080507A8020010001C7FO0B33B7

|0x03080507A8020010001C7FO0B33B7

Figure 10: Raw data
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The terms e

number of time the ta

two queries made the ot

The sccond term is th

IS
1

and ‘1" is the Alien techy

companies, but stay the sun

the sume protocols.

different tags because we

hex divits which are «

11.2 Wriling Prc

The writing piowced

the GLIN2 tags and wi!

procedire is done by

“Mauke Update Buttor
UPDATE tag

The data entry

indicotes o hexadecin

I'hen the appl

resulls in the followine mes

UPDATE tag
AND uantenna

OxDAE212121

The O

the cyclic redu

Ut

L

=

ided by the “” symbol. Each of the first terms corresponds to the

»ad by the applet for each query which is 42 counts. Since there are

number of counts are 84, which equal the second term of figure 10.

ol for the tags. The reader shows that ‘9" is Matrics tag’s protocol
logy tag’s protocol. These protocols vary according to different
¢ for the same models. Thus the three Alien technology tags have
more, the third term signifies the antenna, so it will remain 1 for
> only using one antenna. The following term displays the data in

by 0x. As explained before the last four digits are CRC packets.
res

¢s only comply with tags that are designed to be writable. Most of

| EPC class 1 tags are rewritable. In the Yagi applet, the writing

“ing the appropriate tag choice in the writing applet and pressing the

I will result in the following code appearing in the GUI console.
1d=0x WHERE protocol_id="EPC1' AND antenna_id=1;

hed to be added must be inserted after “id=0x"" where the 0x

‘s you to press the “Submit Query” button. Submitting the Query

1ue displayed in the bottom console:

1d=0x121212121212121212121212 WHERE protocol_id="EPCI"

2121212121212

21212121212121212121212 is the tag id and the first four digits are

check packet.



12. External A

The external o

very similar to the Yaol M

completely independet

The block diagram sh

1

¢ Application

‘ury4 OS and it can be executed from any computer. It is

i Mercury4 header files and DLL files that were provided for us.

IFigure 11 illustrates our coding approach.

pplication is created in Visual C++ environment. This application is
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Figure 11: Code Block Diagram

As shown in blocl diagram the first step is to initialize all the required headers for the
program. Different functions that we implemented specify which headers to utilize. The next
step is to establish a - cket connection between the reader and the external application by

specifying the port and 1'i¢ [P address. If the connection fails then an error message is displayed

to alert the user. Furtho:more, two different functions are used to communicate with the reader.
The send command an! cct data command are the main functions that we utilize for either
sending or receiving du' . “cader Query Language coding can be sent to the reader with the send
command to perform ¢ ' /vront tag operations. The get data function will return any data from
the rcader to the exteri. | 1 gram. Some of the tag operations that we implemented are read tag

id, write tag id, kill tag «1d exit. These are shown in the user interface below.
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0

(MQP.exe

gates Tue May B8 15:04:57 2862

Figure 12: User Interface Menu

nply displays the tag id, antenna id, tag type, and CRC coding. We

cluss] and GEN2 tag ids. The output of the Read function is

h is the Yagi query interface. The figure below shows the output of

HGDEFSAD4

-lo) x|
B

Figure 13: Read User Interface
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el

¢ 1 equires some parameters to be inputted from the user. The user needs
A tue 1d. When using the write function, the tag must be writable and
/o were able to successfully write to EPC class] and the GEN2 tags.

the operation of the write function for EPC class] tags.

EE

A
Figure 14: Write User Interface
permanently destroys the tags, thus the tags will be no longer
res 4 password input from the user to authenticate them to Kill
ulso specify the tag id. We were successfully able to kill two EPC
: G 1~ were not responding to either the external applet or the Yagi web
the | [ g lunction, the lock tag will temporally make the specified tag
s o requires a password to either lock or unlock tags. Neither the
re oram was able to assign a password for to the tags. Therefore we
the Mercury4 firmware because both applet outputs the same
the | -« is updated this will not be an issue. Another useful function is
metic . vhich will look either GEN2 or EPC class one tags at the users’
gre bilo ‘trates the Look Up tag function.
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icure 15: Look Up User Interface

Hy, the ex tic 1 will exit out of the continuous loop and terminates the program.
I puts any i id ¢ nices or tag types the program will alert the user that an invalid
§ andd the e program will return main menu.

n >iscus updotable, Different functions can be implemented into the old code by
nial eslocases. The o od o is desiened to run forever, unless the user chooses to exit. The most
uy verjon ol ourde oo our external applet is shown in Appendix A.

1 men lations

e woo o on oour project, our program should incorporate a Graphical User

Intc (U forcas of oporaldlity. Also, it should have a logging feature where it would log
all tves read wnd 2 oble 1o search through the log for a given ID. This feature should also
inc sa lilering otion that can show the user ID’s by date, time, location, ID number,
pr el other su wr cleristics. It would also help to have a better testing environment
fo reader sit - the environment we tested in was very unfriendly to the reader.
Pe N tine i dust und cold arca can also be conducted to understand the tag
per’  nonee under severe conlitions. This will helps us get a better understating of how the tag
will smin a retuil tore a J manufacturing industry.
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["ther develop nent of other RFID features are also desired, including the further
ent ol Lock/ alock, and Password Set commands. This could be extended to the
s ancd the ISC tags, so a versatile number of tags could be used. A timing feature for
wer should also |+ developed, which would allow the user to enter a time period in which

1 ader would contin e searching and logging RFID tags of certain protocols. The GEN2 tags

also "~ ove memory bur s which the user can utilize. The user can write, read, or lock the

tks. This w uld be a great feature to develop in the future.
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14. Conclusion
Our 1QP project -onsists of two parts, which are researching and conducting a study of

the clfect and the social implication of RFID on the consumer market, and executing RFID tag

implementation througl both Mercury4 Yagi OS and an external C application.

We started our social implication of RFID technology by reviewing the history of the
devel ment of RFIDs. Dur rescarch illustrates that the RFID technology has grown a great deal
since it was developed. ut it has a long way to go before the technology is exhausted to its full
poteial. Throughout thie years the tags are becoming more discrete and efficient and the
dil" rent operation capaoilities of the tags are growing. This indicates that RFID tags will

continie to greatly influcnce the consumer market.

1 order o understand the REID technology, we looked the different types of tags and tag

desio . Our research indicates that for low range applications the passive tags are ideal since
the o eheap, discrete ind has a very large life span. For longer range applications active tags
cou voed, but the 102 span is limited to the life of the battery. If needed, the semi active tags
cou' 'oowed foreveryiiing in between, which will boost the batter life, but shortens the tag

ranve. Poth the passive tugs and the semi active tags uses the backscattered wave method to
trar 1 data back to the buse by using a nonlinear impedance load that will switch between two

st o produce the barkscattered wave.

licrmore, we conducted a market research that reimburses the fact that the RFID

tec! o vis crowing toomendously in the consumer market. The retailers, the manufactures,
and 11 e oepitals are corsidering incorporating RFID technology into their product. Their main
con the initial pri-c of setting up the RFID technology. However it is being implemented
in ves such ns Wal-Mart. Some branches of the General Motor Corp. are also taking
adv ot o0 fthe REID ¢ chinology by integrating them into their car parts to simplify the

ass rocess, Man o other companies are utilizing RFIDs for simple applications such as
eas' .o sentry. This s because RFID increases the ease of operability in various

em voats, lowers coots and expenses in the long term, and decreases the amount of human
err 'me passes 1o RFID technology will continue to be cheaper because of competition
ant' | “voidely used in the consumer market.
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Vs o part of our rescarch a feasibility study was also conducted. Our feasibility study
shows 1" even thongh the 915 MHz readers are pretty expensive, they can perform many tags
fur o cupport multiple antennas and tags. If the barcode system was to be replaced by such a
systern ol then only one reader and four untennas are required for running four registers. Such

projert - boost the efficiency and applicability of the RFID technology.

Our field and porformance testing showed the great aptitude of the reader given the
ext* md unfriendly environment for RFID. We experienced an anomaly at 7 feet and a 3%
ace rue Dopat 1ot due to impedance mismatching. Again, a more RF friendly environment

i

Wigdut ] e maeh rore favoruble results.

Cur code is a very good example, which illustrates that anyone can implement RFID
technoloay to their prodict, work or lifestyle. Just like Graafstra’s easy access doors application,
any one can simply eredie an external application that will suit their needs. The application and
the aee 1 be reued cr upgraded easily without many expenses to the user. This makes the

RITi v Jogy very [lexible, and can be applied in many different fields.

Through doing this project, we agree that RFID is indeed an excellent solution for many
app'ications throughout the world, and especially in the consumer market and the biomedical

ficl
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Appe dix A: External Applet Code

L IQP.crp Def ner the eéentry point for the console application.
//

#inclul <iogtre >

#inclu . vinsoe. 2, >

$inclu . stdio.

#inelt SEring. k>

#inclu techar.

#incluc @ <time.h-
#include <fstrean-

uging rarespace ~td; /30 we have cout, cerr, cin....
//send Lo t ercuryd
void si ‘md (5C TET the _sock, const char *the_cmd) {
tialil palaneters
wm by s = [nt{strlen(the cmd));
toresult asend({the _sock, the_cmd, num bytes, 0);

lLasult 1= num _bytes) {

FoOL d failed
frp' ntf(stierr, '"send failed\n");
Bl (e \ it
}
/fger fror arya
int ge ta (800 T the sock, char *recv_buffer, int buffer size) {
“ v qum_by'us = recv(the seck, recv_buffer, buffer_size, 0);
h(num bhytes) (
case U
connection closed
@it (l); // or throw something. this would be the C++ way
to g 1 Lyt rt things
bhreak;
caso (IOUKET_ERROR:
call WsSAGetLastError to get a friendly message.
exit(l); // o throw something else (this would be the C++
way to ‘efu " report thing:
break ;
T num_ liytes;
}
//main tion
int main ‘at arac, char **argv)
try(
s B e i address anag port
| char host_ip st¥[] = *130.215.18.39";

i £ int e = B080;

45



Appe~dix A: “xternal Applet Code Continued

i raam £i . oBcri
filestr.or ("tesL.txt", fstream::in | fstream::out | fstream::app);
Filustr.elose()s

£ In.-lalize Vinsock
WSADAT A wsaDat: ;
if {1 SBtartup (IAKEWORD(2,2), &wsaData) != NO_ERROR)

pr [ ["Erra it WSAStartup(i\n");
TE! n l;
}
F.07 S o » a 8 T for connecting to server

SOCKF' Uonnect! ocket = socket (AF_INET, SOCK_STREAM, IPPROTO_TCE);
1f (. "nectSoci:t == INVALID_SOCKET) {
pr F{"Erz: it socket(): %ld\n", WSAGetLastError());

W mnup| ) ;

Yi I
}
A1 okad . structure specifies the address family,
Vi lress, { port of the server to be connected to.
soclh in el incService;
2 4 worvice,: in_family = AF_INET;
clim “orvice. n_addr.s addr = inet_addr( host_ip str );
el L rvice. in_port = htons( port };

el LAY E =1 R
TE ect | nnect8ocket, (SOCKADDR*) &clientService,
gizeo! (i cntSen wa) ) == SOCKET_ERROR) ({

prir 1 { “"Fal to connect.\n" );

Wete toonuapd)

1 L
)
B RS FeTu] 1 to saerver. \n");

e V les for the tag operations

cha 247 ; input tag data
dat | { /s to tne first address
cha [4]; g Ltype
=t o | / B teo the first address
iy (i ‘ay L input
iy ! : npe? variable
/ i e for logging time
=k W e time
i £ nfo;
[ 1

t Yo = Ay ime ( &rawtime );



1t e
Thy { eure
2ile eyl le
w. el b e
{
LA i1
I EF{"L. Read:
i 2, Lok
| ("3 . i1
I {md. Kil
p (03.. Tiock
'S (s W 045 & o
I (" Enger @
3 LM, =zehe
' lallze wval
i vioeg;
( sev_buf [6
L t acr;:
( tayg end;
Lag_ Lk
/ 111 e str)
£ o STy msg W
: stie_msg, |
{ S mee
4 LR ol =1
! sStr mog
id
/. L e 1]
L ! ..1&5."..-,'(3;%]__}":
¢ saword G
! I GENA[0
( | R
i | = "
t VoL 1]
[ IR R b |
Y ne [
£ (redin i ce)
/
] rndi
FRi ] ‘RE
pri L id- ' EPCLY
recv buf]
tary rec
rr._i&n 2
_len=tag

Lable

rite

local time and date: %s", asctime (timeinfo) );

wop to loop until the user exits

Eater 1 \n"});

'n tag: Enter 2\n");
'agE: EBaper 30" );
o: Enter 4\n");

g: Enter 5\n");

inter 6\n");

yLeery N

ice);

for the return value of the send command

6];

for the send command and to append more string to it
"UPDATE tag_id SET id=0x";

ook= "SELECT id FROM tag_id WHERE protocol_id='";

i1l= "UPDATE tag_id SET killed=1, id =0x";

Lesword_EPCL "UPDATE tag_id SET password=0x88, id=0x";
Lrsword_GEN2 "UPDATE tag_id SET password=0x33445566,

n

= and password
[2];
12[6] ;

""‘}:r;
”88";
"33445566";

0%

123

rnectSocket, "SELECT read count,protocol_ id,antenna_id,id
rotocol_id='GEN2' OR protocol_id='EPC0' OR
get time_out=1000;\n");
|;//for paranoia
bat;
rohr (recv_buf,
cnd-tag;

"\n');
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we

thi

/1]

o

we 1

ths

chyten = ot _data(ConnectSocket, recv_buf, 65536-1);//65536-1 hecause
) Jran the last byte==0 (NULL)

recy buf[ilwtes]=0; //make sure the string is null-terminated, so how
ring is C-s8 @

printf{"\n%.*s", nbytes, recv_buf);
break;

for Lags
3 2
prompt uger T Lag type

p il f{"Erzor Protocel ID tyvpe: ")
/Y o 3

senafl"be Lype) ;

fappend Bipe

st

Aappel

sl c.append(type) ;
L -

str msg_look.append ("' AND antenna_id=1;\n");

/lse

Tl I i}

to Mercuryd

send _omnd (ConnectSocket, str_msg look.c_str{));

{ /o e Lrom mercuryd
r Dt E | !Jfor parancia
Lo GTa uf;
tag st pichrirecy: buf, "\n'):;
tag len=tag end-tag;
nleton = oot_data(ConnectSocket, recv_buf, 65536-1);//65536-1 because
nt: tu AT « the last bvte==0 (NULL)
bl Luf | ‘tes)=0; //make sure the string is null-terminated, so now
crineg @
Pk By ‘5", nbytes, recv_buf);
bre:
e
2 3
/pro: = i tag data
prirrf ("l rer Data to be written on the tag: \n");
//g Fogl i b
s ‘§s", data):;
/pro r tag type
pri i r tag type: \n");
g (T ’
s {H i cype} ;
! an K ommands
sf r_wrlte.append(data);
st _ma_write.append(" WHERE protocel_id="'");
gt o e ce.append (type) ;
str_v._w ice,append("' AND antenna_id=1;");
e D ¥ mands to mercury4d
geod e mnectSocket, str_msg write.c_str());
bre
G
se 4
D0 o L for tags to be killed
pi Latf r tayg id to be Killed: \n");
flge E
soanf ("% &data) ;
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FIpr mnt
printf ("
llaes t
scant

//compare 1L
if (stremp
{

Jlapr
stl
stz

antenna_id-=1;");
o}
ok 2l

YT

el

4
by 21X

& A

[

protocol id="}IPC

{ /J(.{i :
elr

}

/ /compara
1f (strocmp
1
[ ap:
str
str
Al
DI
pri

antonna_id='1"

/el

tL("\nEnter Password:

SCallx

/chu
Sz gy

{

Zor tayg type
v tag type: ")
type)} ;

user inputed EPCL tag
pe, EPCl) == 0)

KOL password code
ig_password_EPCl.append (data) ;

Ly password_ EPCL.append(" WHERE protocol_id='EPCl' AND

for password

%5 G I
gsword

"$g", &password EPC1);

...... the password is correct

cnp (password _EPCL1, passwordl) == 0)

send Mercurvd the password

send_cmd (ConnectSocket, str_msg_password_EPCl.c_str());
append kill command

str_msg_kill.append(data);

str_msy_kill.append(", password=0x88, WHERE

D antenna_id=1;");

send kill command to mercuryéd

sond_emd (ConnectSocket, str_msg_kill.c_str());

vhat the user inputted the wrong password

nsage

PULC me
intf("\nInvalid Password\n");

e tag is a gen2
vpe, GENZ2) == 0)

L pa ssword commands

_password_GEN2.append (data) ;

1 password GENZ2.append("™, WHERE protocol_id='GEN2' AND
e=0");

S2Y COTr

password

("\nEnter Password: \n");
iBwWord
("igt, &password GEN2);

if the inputted password is correct

Cremp (password _GEN2, password2) == 0)

nid password to mercuryd
cond_emd({ConnectSocket, str_msg password _GEN2.c_str());

nd kill code
tr msg_kill.append(data);
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str_msg_kill.append(", password=0x33445566, WHERE
protocol_id='GENZ' "D antenna_id=1;");

send kill code to mercuryd

send_cmd (ConnectSocket, str_msg_kill.c_str()):;

}
[/ /dis / invalid password to the user
els
{
//ou put message
printf("\nInvalid Password\n");
}
}
f/if the w: ~“ype then output invalid type
else
{
//out nessage
pri;.- [*"\nInvalid tag type. Please Enter EPCl or GEN2\n");
}
break;
//lock tag
[lexit
case 6:
d = !na=
break;

//defaul message

default: printf (" nInvalid Entry\n");
break;

}

}

//eclose connecticn
/lint closes: ot (S50CKET the_sock) ;

[/ imemehe
// WSACleanup():

return 0;

}

//catch error

catch(const ~xception &e)(
cerr << e.whatl();
return 9;

}

catch(...){



fprintf (stderr,
return 10;

"Caught unknown exception.\n");
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