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1. Abstract

The Radio Frequency Identification (RFID) technology is making a tremendous impncl

on the consumer market. RFIDs can be easily integrated into almost all the current technologies

to produce a morc convenient and efficient product. RFIDs can replace many of the conventional

approach of tagging data with a much reliable system. The versatile use of RFlDs, their discrete

size and their ability to operate with or without an internal power supply allracts manufactures,

and engineers to incorporate this technology into their product.

2. Executive Summary

The main focus our Inter Qualifying Project is to research and analyze the impact of

RFID in the cum.;nt technology, biomedical field, retail market and the manufacturing industry.

This paper rcvicws thc history of the RFIDs and addresses the cffeet of it on the consumer

market. The biomedical. nwnufaclUring, and relail are some of the major indusilies which

embrJce Ihe RFID I~r.:hnology and implement them for different purposes. Furthermore, this

paper explores the use of RFID for individual purposes and the effecl of RHD implantation. The

principle behind the RFID technology is also discussed along with the methods to compensate

for any disadvuntilge of RFIDs. In order to understand the economics of lhe RFID technology. u

fcusihility study along \\ ith any short comings of lhe technology is researched.

For a mar..: hands on l:.\pericncc, a small RFID system has been sct up in one of the MQP

labs at Atwater hent building. The system is assigned an 1.P address; thus it is a part of the WPI

network and a e() 'lcr.:1I0n cm be established through Ethernet. The system also includes a web

based user interL~'ial applet called Yagi MercuryOS 2.4 by ThingMangic Inc. to perfonn various

functions with tL~ t~lgS. Thl:-. applet is used to conduct a perfonnance testing of the RFID

systcm.

In addition to the pcrlormance testing, an external user interfacial C applel is creatcd to

communicate betwccn the tags and the lag reader. The external applet performs similar

operations as the Yagi Men.:ury as 2.+ applct. The Vagi Mercury as 2.4 system and the

extcmal applct all discllssed 1Il further dewil in section II and 12 respectively.
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3. History of RFID

Heinrich I ldolf HCI1Z unveils the path 10 RFID technology in 1887 when he successfully

lmnsmittcd and rr.:r.:t.:in:d radio waves. Since Hertz's achievement. the generation and

trJnsmission of r;ldio signuls evolved tremendously. The genesis of the RFlD technology soon

emb'lrked upon liS when Harry Stockman published his paper on "Communication by Means of

RCnCcled Power" in 19..j.S. Unfortunately for Stockman, his vision did not become a reality for

another thirty Y ;ll"S. This was bcc:'lUse many of the technologies such as transistors.

microcontrollcrs and intcgr;l!l.:d circuits were not developed at that time 151.

In the 19(1 .s the companies developed electronic article surveillance (EAS) equipment 10

prevent theft by 1I,ing onc hill;lgS. These equipments sense the presence of Ihe tags and if any of

thc lags arc abscill from the ~pe(,;ified location then the system will alen authorities. However, to

havc an efficient ~'()llnter theft system, the tags must be cheap and discrete. Such specifications

were an issue \\.. Ihc one.: hit Ii.lgs. For more complex antitheft system multi bit tags were

needed. but they ~rc not \ iahlc because of its loaf size dimensions of the multi bit tags (5].

The RFII l..>.:hnolo~. hloomed in the 1970s when extensive research was conducted by

ac"ldcmic univcr .lies ..tnd ..:icnce laboratories. Los Alamos Scientific Laboratory, Nonh

Wesll.:rn Univcl ,ami thc \1icrowave Institute Foundation in Swcden were some of the

foundations that purslled RI'IO tcchnology. Many different companics also developed

commercial prmLll.:ls llsing RI;IO. The electronic identification system developed by Richard

Klellsh of RCA III 1975 ~larlcd to bc widely used in tracking applications such as animal

tracking, vehicle 1. Icking. factory automalion etc [5].

The RFI: \\crc completely revolutionized when the low power Complementary Metal

Oxide Semicontl Jl (CMOS logic circuits were integrated into the RFiO tags in the late 1970s

and early 1980. rhe ta~ tcchnology had improved in efficiency and the tag size was

significantly redl ...J. The 1;lg memory was also improved when the fusible link diode was

implemented to I-II) t..tgs. _·onvolatilc EEPROM memory became the conventional memory

for the tags sine it permitt~u large scale manufacturing of identical tags_ The lags could be

easily segregated for thffcrelll applications through programming. As a result further reduction

of size and higher pal"onnanl.:l.: was obtained [51.
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In 1990 I· Z pass W<lS introduced to the market of ortheastem America. The E-Z pass

implemented RI· 0 tags to dc\ clop an electronic toll collecting system. The system utilized a

single lag thai \\ I~ l:ncodcu \\ th a single billing account per vehicle to access specific major

high ways und r .u~~s. Th~ RFID lags excelled in tolling applications thut it was employed in

different applic~: OilS such ~IS parking lot uccess, gated community access and closed campus

access. The gro\ iJ " RFID ta~ applications catalyzed the further advancement of the tags. The

new t.lgS that WI: ..: ll.:vclopt.:d t.:nabled the customer to have either single or dual accounts. The

RFID tags contilllll:d to becorne more discreet as the microwave Schottky diodes were fabricated

to CMOS integr<l!-::d t.:ircllit. Since the Schottky diodes share the same die as the tag circuitry, it

increased functil' :alily. rcliahiJity and efficiency. The fabrication of internal circuitry of the tags

in one chip redul ·u the overall tug price I5].

The RFL tl"":,lllology (@linues to grow in the twenty first century. The tags can be now

placed in stick) 'l:.. and ':J.I~ be easily attached to virtually any object where it can reflect the

transmilled sign;. prllperly. The RFIDs are starting to become more mainstream and the fulure

for RFIDs seem e \'ery pn ,mising. Different standards for the RFlD applications arc being

regulated such t.e FL'l,..;r,,1 Communications Commission standards. Different privacy

policies are bein: SL' :lnd other delegation of legal aspects are in progress. The RFID technology

rese~lrch continll ·S.. cngin~crs search for a more efficient and powerful antenna designs and

beller nonvolatik ll1emory. fhl; RFID technology continues to grow and it now spans numcrous

fields such as s: teIll I;nginl;cnllg. software development, circuit theory, antenna theory, radio

propagation. mil", J\\';I\"C techniques etc. As a result the consumer market is being incubatcd with

RFID tcchnolog\ Sllllle or the effect of RFID technology on the consumer market is discussed

in the next sCCli\ ,} [. J.
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4. RFID Technology

The RFI llllology ~onsists of mainly three components: base station, transponder

with ,I strip ani ,llld memory and processing unit. The opemtion frequency of the RFID

varies from u ft: \.;.Iz to:' GHz. However, the frequency regulated for the lags are 13.56 MHz,

400 Mllz. 915,111/. ".45 GH/ ,mu 5.3 GHz. In the US, FCC I5-247 approval is required with

an ERIP of 36 t ' m FCC 15-147 is a Federal Communication Commission regulation, which

confines the ope: :llioJ1al frequcncy of RHO. In the North America 902 MHz to 928 MHz is

allocated for RJ:I ) .~Y"lcrns [81.

4.1 RFIO Ta"s

The section beltl I roduccs different wgs technology, tag specifications, lag anatomy. and wg

opcr;l1ion.

4.1.1 Differel T Technology

There a: I..:,.: di "tin::uished tr..msponder tags currently available on the consumer

market. They at p: lVC tags. semi-passive tags and active tags. The passive tags contain no

intcmal power Y j)pl The pa~sive tags use the powcr in the modulated signal transmitted from

the hase station 1\ ,'rate the tag circuitry ilnd to transmit information. Therefore the ranges of

these tags an.: :\ 11all. approximately five to six feet, but the lifcspan of the passivc tags

ideally arc unliJl .. tL'd. rhe only exception to this would be the failure of individual parts in the

internal drcuitl'\ Tlw price of the tags is much cheaper than semi-active tags and active tags.

As diSCI

the internal cire

RFIO ta~s [6J

bet\\ccn 10 ml

RFlD chip [6J

and the princip,

reslX'cti \"el y.

1:1 COJ1l~

Il0wl:vcr It onl'

Ibo\"c the passive tags obtain the power in the transmitted signal to operate

IIU to respond to the reader. This is referred to as the backscattering of the

uall~ th,' t;Jgs have two stages of input impedances which it switches in

b.l,'ksclllered signal. when enough induced voltage is provided to the

J"; pi! si,,~ RFIO tag chip anatomy. typical passive RFiO tag specifications

nd the backscattering signal are explained in section 4.1.2. 4.1.3 and 4.1.4

:1(: [assi\"e tags. the semi-active tags do have an internal poVvcr supply.

,:rs th...: inl...:rnal circuitry, and uses the passive tag methodology to transmit
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information. S ICC the lag circuitry is being powered internally, the response time of the tags

arc Illuch faster 1:11 the passi\c tags. The lifespan of the tags are limited to the internal power

supply. hut it 01 :1\ on Illuch wider distance range. The active tags arc completely powered by

a battery. As a I ,u:t it responds vcry fast and has longer range, The major tradeoff is that the

circuit draws m, n: I nver than the semi-passive tags and the passive tags, which results in a

much shorter Ill" -,p:lI Another disadvantage of the active transponder tags is that they are much

bigger lhan the I\C tags. The)' arc also more expensive than both the semi-passive tags and

the pass I \'C tag:-..

4.1.2 Tag An .v.ny

'I 'he mai, ':( ,1111oncnts (If the RFID transponders are the Application Specified Integrated

Circuit (ASIC), Ill! :hc tag antenna network. The tag antenna network is a carefully etched

substrate in til.' I .J circuit board. The most common substrates are polyamide, polycstcr,

paper. FR4 etc k:sign engineers use different substrates and anlenna layout for optimizing

thc antenna r:\I: 11C ASIC chips are surface mounted, wire bonded or attached through Flip-

chip lechnolog:: "1"1.,' picture helow shows a transponder passive tag with its ASIC and the tag

antenna nctwol

Figure 1: RFID Tag Transponder
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The AS,I P Llsuall) consists of the following components: EEPROM memory, RF

from end, Anall ,,' ·lion. DigItal Section, and Power storage device/battery. Conventionally

the RFID tag " EJccLric;llly-Erasable-Programmable-Read-Only-Memory (EPROM) for

storing data. 'J RI frond elld establishes the connection between the ASIC chip and (he RF

antenna. The, ' componcllI synergize with the RF front end, EEPROM memory, and the

power supply. igital cO:llpnnent only responds to the RF Front End. The block diagram

showll below il. 'S the ASIC operation [8].

Antenna

Attachment

I Power

RF Front End
Capacitor

~ ~

.\nalog Digital EEPROM

SectlOn Section Memory

Figure 2: RFID tag Block Diagram

4.1.3 ASCI Cr pecifications

The lYP: Ii. ,.'iCJ chips arc made on silicon. Some of the specifications of the chips are

listed below (8

,'I' operatloll

o 'Ttl-wall'; during read operation

o ll1icro-\\alts during writing operation
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• Total [;:1 , \ 1 memory of 128 bytes

• Rcserwu , '111 Illl.:mory of eight bytes

• Eight Iv I rdCIltiricr

• Opcrat.u. Ilx:raturc ranges from _40°C to 175°C

4.1.4 Passive I, j Semi-passive Tag Operation

As disCll' -'I.-'fore. typically, most passive RFID technology systems arc based on the

principle of III I h:!dsC,iltCrcd signal detection. A modulated signal from the base station

can he picked l

dctcclion is illus

modulated by lil

a lrilllSpondcr tag. The principle of modulated back scattered signal

. in the fJ':;UI"C below, where the base station will transmit a wave which is

:Ill" bloc~ and is renected back to the base station r8] .

»). )) ))

'" Base
Station

/
• ((( «(( «(

InCident
Wave

Back scattered
Wave

Load ZL

When; t,

the input lenni 1:,

induced vo[taL'

and the :ln1en:::1.

impedance blY

indu(.;cd volla~','

circuitry. The: ~'I

chip to be fun~ i\

Transponder

FigUrl' J: Hack Scattered Signal Detection Diagram

lHldcr 1;1' picks up a modulated signal, an induction voltage will appear at

till: lran:.poncter as a result of the RF fields from the base station l81. The

11 detect,'ll hy the RF chip that malches the impcndencc between the chip

IS VCI") IIl1p011ant to have the antenna and the chip to have matched

~dlccts lag performance such as read range, write range etc l6]. The

charges a high capacitor providing the necessary bias for the processing

1(' capacItor needs to provide at least the minimum voltage required for the

This is {!,-pi<.:ted in the figure below (8].
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Drive impedance for

rectifier, Zs

Dipole anrenn.
J i i

~
RF

Circuit r V" Vd, DC

I I
circuit

I

Processing

Circuit

The tr:

voltage. Th!.:

varies depend: _

The pr'lCl

loud typical c( n~

diffcn::nt, so ~l !c

to thc moduLI. 1..1

bad scatter :'1,11

changing the RF

to 1ht: reader. rh

figurt: below 10

Input Impedance of

Rectifier, ZL
Fi:-:ur -I: Circuit Keprcsentution orlhe Transponder

J'l':-POI e due to the modulated signal is determined by the induced

l'r \\ III .;~pond if the induced voltage exceeds a threshold vohage that

..: l.":SI';; qf the antenna [8J.

,11 it la 's in DC voltage and applies to a nonlinear load. The nonlinear

1\\0 Cl llplcx impedance stages. The impedances stages are significantly

:ll'1i. 'altered signal can be produced. If the processing circuit responds

. II \\'ill 'un according to transponder protocol by transmitting a detectable

it: hast: ,latlon [6}. The most imponant pan of this process is that by

:ltkI1Cl:. d successful the back scatter signal can be transmitted from the lag

'css cat he used to either read from the tags or write to the tags l8j. The

di;l~ra of the processing circuit.
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Zl Z2

Figure 5: Processing Circuit Diagram

The Z I an, 1:2 arc the di fferent impedance stages of the processing system. The RF

impedance is vari II y switching between Zl and Z2 to produce the backscattering wave [6].
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5. Applications of RFID

The RFID IIX,lllOlogy has a huge impact on the consumer market. It increases efficiency

and convenience. 'lw I"ollc)\\lrg sections provide a detailed explanation of this.

5.1 Retail Stc -c

The Rf'1f) :1''''; can Ik' placed on each product to increase organization and expediency.

Conventionally, r,-.~l: stores LhCS barcodes to identify their product for either sales or inventory.

Even though the 'a. 'odl: sy: lCIll is efrective and is still used in stores, the RFIO technology

completely olll ~' :ll

whereas the RFl!

the I :rcodc system. The barcodes can only identify each producl,

,'S can ~';:lJrc much morc detailed data than just mere identification. The

RFIDs afC also c< ,1P:Il.:!;lbJr.: \\ 11h external programs l3].

In COlltl". Ll Ihe \ .trcodes the RFID tags provides reading instantaneously and

Funhl...lll, c' Rrl

warehouse. 'L1U .'L"hling lJ~

applic'1LiollS d: i\ RFID,

the shel ves. Thi· ',1, '''; COli

alert proper o. ,'il' I. Il" aut,l.

restocking C:h·'l r 11 ,hen lil

accuralely. wd I: .n .)1;IJ hUIlJ,ln interaction or involvement. The RFIDs eliminates the need of

physically Sl:~,:lllJ ..:, .10.:11 itcn:. with automated and accurate readings. This removes the human

error .llld [uwers 11 ,,:ost dl -ing check out or inventory. This functionality is a great use to the

retail store if :lll\ ,I" ,1C pad,:ges or containers needed to be opened for individual scanning of

the product insitL he RHI tags can also function effectively under difficult conditions such

as dust or snow \. hi 1 the pat :>.:aging materials r3].

''i can be implemented for data sharing between the store and the

, slOres to monitor the stock's stored in the warehouse. Different

'an note the traffic of each item, as well as the remaining items on

jared to the items in stock and further action can be taken 10 either

\atically place an order to the warehouse of the manufacturer for

supply is low. The tags can also contain expiration dales on each

product and \\.m ,W ':llployc 'S If the product is expired or about to expire l3].

Th~ CUrl ,I .-.:Iivc:·i ~ process of each store can also be simplified with RFID

technology. 'J" L

Ulilil.illg lhi L,

imp'lCL if thl..' 'r

l:<!n -.: llsed for container-level, pallet-level, or case-level tracking.

'liel,1 hy Can reduce supply chain transit limes and has a significunt

arc r .wed by multiple carriers in a single journey. Generally, each

15



transaction of IIll' 11' .Lll,,;tS I....: uires proof of delivery and olher paper work to confirm the order

to wmplcle tl,,.: l, I' 'fy pnll ·SS. This can be automated using RFlD technology with the case~

level trackin: II.

human eITor [.' I.

T~a:-.il , efficiency by cutting down on labor cost and other plausible

Anoth-.:r n ,:j, adva:l"lgc of replacing barcode with tags is lhat it can locate misplaced

items. In Il1l):-.; :-.l_ 'L ,:US!UI ,'1'5 often pick up items and leave them in the wrong places, which

portrays a Sill 1;1.

Ihe store will :PI

,lut ,lock" item in shelves. This hinders possible sale of the item and

lrg, Icd. This will have a tremendous effect on the retail storcs if the

product is a I .,:!h r 'L' • itclll ,uch as electronics, DVDs or other apparels. If the RPID lags are

incorporated lil tl

approprialc pl::cc

lrodl1C Ihen they will appear in the syslem and it can be reshelf in the

Addil. 11; , tag

the rdurn pi ..:: , ell

difh:rent salL ex .L 11 d,:

eaSIly I'cpro~:,!InI " i:h I

customer call le r 'I.lred

put hack to [I- sh , 1.11·

. 1l11d be used to easily facilitate pricing changes and "streamline

mel' to retailers. If the store prices lend to nuctuate often, due to

discontinuation of ccrtain products or open itcms, the tags can be

most updated prices. The return process of the products from the

\~' tagging the item if it is damaged, should be discounted or safe to

5,2 Manu ,c,

In thl: :na1 I

advantages (. u:-. ..

parts, progr;,JI.ml

Whcll malH: _'tl.

cOlllrol (SI)( ) dat;

make the fe: r 01

such applic.';OllS

aUlol1lnbi Ie n l'

pIT)\ides feli' ',Ie I

Man nUl

assembly. 'I ' RI

M ket

.nn~ lJustry the RFlD technology is growing rapidly. One of the main

ID i. :lC manufacturing industry is thaI il can be used 10 track diffcrcnt

"iner, :t functionality, monitor operation status, and access past history.

.:-.to 1l;t11S, thc tags can be embedded with any raw statistical proccss

~ l' rllial to thc product. This will improve customer satisfaction and

::_'CIlI, II process of the malfunctioning parts much simpler. For example

)~ l. 'dcd towards the automobile industry. The tags placed in thc

~)el'1. part or assembly information. This can reduce labor time and

i\.,niol 3].

.nll ndustries require timely update on the progress of each product

.111 l ,Iy and effectively provide both the location and the product status

16



inSlanlancou 'yo A"

The RI:lD C 1 pn I

or additional I;lbur . I

"ull -' sorting and pickup process of the products becomes a lot easier.

..:al :lC information about the product without any physical movement

6. Negat:ve 'n"Jac or Short Coming of RFID

As tl RFU Ill'

COllll"\)vcrsic ,f R 'I lsI

assure Ihe S:1. 'Iy 0;". ncr

companies \(1 monito. l":lr

COlllp:1l1ics l lil eXf'll liS

frcqul:111Iy. \\ ;It pI 1(1 '1" II

reCl'l Vl'r and RFI') " III

EWI1 if a 1:1~' S SCUll, nd

soci;11 securil v numb. II c:1.

Tht.:: I lrc d)' .S S.

sySkl11 and 1 .i1l1:1 11, Ill'

want l\l repL .: Ihl' r r

the l'l1lploye 1r ,u. ell

tcdlllology \ 'II he fl J \:

y continues to grow, more public concerns and stronger

,''c. The RFID technology has yet to ensure people's privacy and

.Ii or valuable information. The RFTD technology enables

duct even after it leaves the shelves of the retail stores.

racking people's daily activities to find what stores they go

nnen buy etc. Also any third party individual with a RFID

In access information in the tags if they are not secured properly.

'alTying impol1ant information such as credit card infonnation and

llentially be infiltrated and the infonnation can be accessed f3J.

coming of RFIDs is that the initial cost of setting up a RFID

'em can be expensive. Therefore many companies might not

·ms. The new RFID systems may require additional training for

"alions occur then the older systems will prevail and the RFID

,f the market [3].

M:1I1 '0111 al ~ 1:

ThIS \\ ill SllJ .' 1l1:I:l\' ill

tags d..:signl,,:, can Je 'I'

7. °ossi Ie Sc 'f lS

lroposed that the tags should be "killed" after leaving the stores.

11ic concerns of privacy. As for securing valuable information, the

:plex tags that is very difficult for a third party to penetrate the

security me:1 '.lres (i, ,\ 'I'll .It involvement and suict privacy policics can also be regulated to

reclt! I,,' viol:1 n h· a

mal1:1l'l'ofSt' mll' tl

accordingly. i'hcl" :Ii .1:11

member. There will always be the risk of theft, but the bcst

overseeing all the possible cracks and programming the lags

Igs on the markcl currently, which has its own password enabled

security. AI' 'he CE\' ag 've a 32 bit access password. As time progress any other shOtt

COll1l1lg can I .' ace H! II . fl Ilh beller design or programming.
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EVCI1 :hou~hl 11, Illl

may savc thl' (ompan. ' ,01

and new tech:lOlo~'y r II k

8. Biom£dical

(;ost of Ihe RFIDs is a little expensive, their versatile functions

uney on the long run. Also, competition bctween manufactures

,'ie thc cost of RFID technology in the ncar future,

In ol'c.:r to ,.:v;

hos[1ilal ClllTr-lt 5) ll' 1 ilL

allah/.ed thc l.:urrl'I[)

shm\s lhat R,·[D I ell

roOIll (ER) 1'1 )ce(J rc

'"c

effect of RFIDs on Biomedical field we used a prior IQP, which

In access syslem and patient care in the hospitals, The repon

the biomedical field can completely modernize the emergency

'nt tracking. The following sections unfold the dr<Jwbacks of the

lvide a RFID solution, which can increase efficiency and

Call \'Clllcnce.

8.1 Typical Em - J

MClllOr1al I il,dth ....\,

phy.~ici'll1S and 14 :1111 ,,\

a pllysidan is abol t~' ,n

thn w:dk abl \II L III I'

<J gi ,...:n patiCl l. P \'S 'J:-,

patil'I1IS. Locating t In

receives aboul 75.l10( tic

slm "':1' days, Currcll'

idcl.liril'ation Th' S' 11,

for I .tlll.::nt inl 11'111:' io

P,llh:IlL'S proii Ie ,Ill] '(I

apPl\lximately $:2..~()f

am! till of W{lI"k 1'(1]" d, 'I:

~y Department Infrastructure

y department that the prior IQP group studied was thc UMass

'MI-IC), The emergency department at UMMHC is four levels

'eel. The staff at the Emergency DepaJ1ment (ED) includes 62

approximately 36 residents requiring care. The average salary of

whereas the nurses' salary is about $125,000, The reason for such

10 the extensive amount of work required from them, On average

hift. The nurses spend approximately 10 minutes enlering data for

,'nd about half their time just trying to locate staff members andlor

highly inefficient, since the emergency depanmenl at UMMHC

a year, with about 300 patients on busy days, and 170 patients on

\lHC uses a non-real time barcode wristband system for palient

'alled Ibex, and is a part of Plels. It requires manual data cntry

IS also another database program called Meditech which stores the

Ion. The systems are upgraded through the internel, and cost

JO a year to maintain. The entire system requires a significant

171
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8.2 Typic<:1 P~

This s~·~tit

COil ..;1 of dUI en!

con tltlH.: a 101 timl'

throllgh RFID IcclwOI

A tYIIl.::.!]

dep. 'tmenl (J t)

regl ..:n.:d Wl..l \1

Call' lril.cs Il.~ tn.:

th~ 1..:t1itcch d~lt~l

is Slill to u ro 'Ill \'

of n lllllS at II 'lin.:!

Paliet s b.

thn .gh the 1 ,1~IS

S) sl d. Ba....~ J 11

ho:-. tal dCP~1 11.:

of I .' paticn'

t"kL' from II ~ " lr,

p:\ti "1171·

r

Procedure

...:areful analysis of typical ER procedure. Many of the procedures

If the patient. These procedures are manually executed and

,h the curTent process is effective, it can be extensively Simplified

.Ire is initiated when a patient either enters the emergency

"onl door or through the dock via ambulance. The patient is then

the registration staff and is sent to Triage, where the hospital

As soon as Triage is done, the patient's information is added into

Ir name is placed with thc Ibex tracking system. Next, the patient

. or asked lO wait in the waiting area, depending in the availabilily

lh ambulance have no need to go through the greeter or to go

hey are first registered into Meditech and placed in the tracking

nditions, an ER patient may be moved from the ED to another

.: course of treatment. A nurse would manually update the status

'( tnicking systcm every time a move would occur. Figure 1 is

:rvious IQP team, which shows the typical movement of an ER
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Patient enters ED I
Ir--

\'ia i\mhu1;1Il " I
+

Enters front door

Ibex registration

by Greeter

Tria..:g_e I~
'------!

Registration in

Meditech

Waiting area

The patients name is remol/ed from

greeter and his name is entered mto Ibex
trocking system by ~nt~ring his location

'Whether walling area or assigned
roomlbcd.

•
Exchange 1"0011 ()I

managIng cap' ' : \

•

RoomlBed Waiting area

DiagnosisITreatment

Discharged___A_J_n_I_lc__J
'ure 6: T)'picall\<lo\'ement of ER Patient [7]

When :I mo\..: 0, "U s the patient enters the ED either by ambulancc or by themsclvcs

fror • the front donr. Th p. li:nt entering from the front door is rcgistcrcd inlO Ibex grcetcr and

sent to triage If \:1 n~ ), depending upon the availability. The patient's treatment plan is

pno, Ii/cd in lri:t~,,,: :ld s: ...:d to a room or a hallway bed. Before they arc sent to the room,
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(heil inronnation is rcgl ,[crcd in Mcditech and removed from thc Ibex and thcn entcred into

trading system. Tlie p:llicl1h entering by ambulance are directly taken to bed and registration

for \kditech is d(lllC 11 tlll'ir assigned room. All patients are often moved to different

dcp::l'tlllents ror di:l2llOSi and lreatment during their stay in ED. At the end of the process they

arc ("liller admittcd fur ;, "cr C;lre and transported to the main hospital or are discharged. Hence

for keeping tracK or pal' 'Ill their status is changed manually into Ibex whenever a movement

OCCI rs within ED 171.

During a paticnl's ~ .y \' Ithin the ED, the following is done to keep track of a patient's

10c:1 ion and l"Ul1dili, 'n:

The paticilt I rci' ,~tcrcu into Ibex,

o The p:tlll'J1t's 'lformation, such as name, gender, and chief complain is entered

intolile I 'x tr:lcking system.

o AI.d I.kn· l'ic:lilon wristband is issued to the patient for tracking purposes.

PatiCl,l is ~'i:"cr skc( 10 wait in the waiting area, or taken to Triage to determine the

IreatJ1l,'nl.

o l'pon ent, 1Il~ he Triage, the status of the patient is changed in the Ibex tracking

SystCI:l, :li,j til: ir name is taken out of the greeter screen, A patient's name in the

grl'l'll'l" SCI'cell ,]lOWS that the patient has not yet been seen at the Triage or by any

ll' 'di ':tl s til

o !.lk:I' ,l)ll 1an: es arc manually entered into Ibex.

• After hcijl'~ ;:ssc" cd:l the Triage, the patient is registered into Meditech.

o P;I'll' t's 1'Ol'il' is entered inlO Meditech for record keeping.

o Ot:1l.:r Inl' ical information such as charts and medication are added to the profile

till' 111 'h tl 'Clll.rSe of treatment.

Patient is. 'c! ,Ill.-' seated in lhe waiting area, or taken to an ED room depending on

room, V:l; .JI'l lil~

o T 'I ,llic. I'S s:atus is sel to "wait" if there are no ED rooms available.

o [I"' II ~D lon is available, the status of the patient is changed 10 the loention of

\h;1 I \))1'

o TI.' l :etl an(' nurse assigned to the patient are entered into the patient's profile.
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• Dcpcntlin

diffcrent I

o A

o '1'1

Puliel1' is

o Th

• Durin,' hi

avai lahi Ii l

o TI

In

Folio\\' all

o F<

o T'

II>

• Thc IJ 'all

o TI

tli

o TI

8.3 Probkm.

For lC folk lll~

th In:;,lment required for the patient, the patient must be relocated 10 a

.ta lep; 1ment.

;It nt l Hers or leaves an assigned room, the location status In the Ibex

,g stC!.l is changed.

. llll. of I, ;; patient's diagnosis is also entered manually into the system.

'1 I :0 ( aation room if surgery is required or other such treatment.

til' t's ,latus is changed to the operating room when the location switch IS

,ttl l)f 'utment is again updated in the system.

lill _·s (! .ring the day, patients are moved from the ED rooms depending on

,ct s' ItllS.

.w of ..: patient leaving the room, and entering the room must be updated

,ys 'm I .anually.

. 11 YI· required for the patient after treatment.

-u ,a: arranged and entered into the Ibex system.

til.: l. \', ,~n discharged to a hospital bed outside lhe ED, is laken out of the

:lei ng ,'slem, munuully.

III he 'omplete, and the patient is stable.

.til t i discharged and the status within the Ibex system is changed to

.;.C an treated.

ill! of .: ED room that the patient was in is changed to vacant.

t~ l Pltient Tracking System

o . il absolutely vitulto know the status and location of every patient:

1at I p: ,,,;nt needs must be delivered to the correct room and administered

to thl: rigl .Iel

• Any l.lUI

room

Faml 11

• Duril" tlK

:1 xc :.try for the patient's trcatment must be dispatched to the correct

T. r I 'lnC calls must be forwarded to the correct room.

1(' !l0l .... it must be ensured that the patients are not misplaced.
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All upua!cs thL' ur. \!tHe tracking system are done manually with a combination of the

Ibex trackin~' SY~lL' :1I1 I t! Meditech database. This tracking approach severely stunts the

ernl'i~ncy of OpL':. ,Ill -.vitll 11 the ED and places significant amount of work on the nurses.

Then.: is large roOi for lUll ,In error in the dara entry process, resulting in misplacement of

patients. cquipment or IllCUl 'ation administration. This can cause major delays in the operation

of the c1Cparlllll'IlI:1 a \' hoi since equipment may arrive at the wrong rooms, patient profiles

can he mispbceu.:1' III 'uil' Ion mIsdirected [71.

The SYSICIl Ilcl :ici, Icies may cause dissatisfaction among patients, and confusion

amuilg lhc ~:,dl 1:1 C":lI11r '. if a patient sustains multiple injuries through a car crash, he/she

rna) need 10 hc secr 1\' "Irk 'nl specialists. For each of the specialists to diagnose nnd trcnt the

patil'llt, they \\ (lUJU .;1\' h, 'heck the Ibex system for the status and location of the patient.

Ass! Illing a d",'lay i ,!1 d: entry into the system, rhe physician would not be ablc to access

infOl'l1lation on the ,lic' 1. his would result in the delay of treatmem for the patient. Also, if

multiple physiei:llls 11.: illvol cd in the treatment, this would require real-time updates l7].

SOlllC uf the ,1C,:ll

entr' during husy r 101

less :ikcly 1.lIllkn ,,1\ lh.

dirfl...Llh 10 I,lellc. 'nf :Sl('

) rooms may not show in the database if there is delay with data

lis would not altow the ED to be used to its full capacity. Some

a patient may wander from the waiting arca, making him/her

and misidentification may also occur, to the point that thc wrong

mCC.,::lliolll ,:Iy he .111' is! -::d to the incolTect patient l7J.

8.4 Track:ng w " I,F )

Trm::.ln~ wi

babl":s, rnedl -:d cqu

expl.lIlation ur this.

8.4.1 Patients

;~l D ~l very useful application in respect to patients, staffs, new bom

lit: I: ! surgical tools. The following section provides a more detail

To cn"llr~ p, I,'n! S;I: ,y. patient identification and real-time location is vital. At times,

thcI\' may he a nect r .rg l medical attention. The ED needs to have optimized patient flow

for juality :ltlU d'i -::11 y. A suboptimal patient flow includes delays, overcrowding, and

fin:w.:ial losses. S:l 'IV'S:, n an issue when considering lost or misplaced patients, especially

p:ltic 'Its wl'l :IrC l iJd en. paticnts with Alzheimer's, or the elderly pose a higher risk.
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Act' 'rding to the H .Ith 'arl \dvisory Board, hospitals lose 4-5 % of their revenue due to the

lad of proper paLil Ilt man, 'cmenl. Tagging patients with RHO can significantly decrease

reVclue losses, as \Veil :. aid in better patient identification at limes of surgery und

adm:nlslralion of nl~·dicil1(,. The RFID approach can significantly reduce medical elTors,

cOl1~,Jering Ih:ll -J.-l \)1)0 10 .000 patients die each year in the United States due to medical

ern.I;"; [7].

8.4.2 Siaff

Stall trackin IS llllpl tant to the work flow of the ED at the bigger picture. In the CU1Tent

sYSll'111 in place at L \IMIIC nurses and other important staff are hard 10 locate which increases

cost :lIlU uam:lges \ ·rl-. 1"11 Using RFLO technology authorized otTieials can get real time

upd;:c oflhe slaffs: ,I e,in ale most of these problems [7].

8.4.3 Newborn E lbies

A signiricant cUll.lll'· If newborn babies arc stolen from hospitals each year. In addition,

bal'l ',"; arc somclillll' '11:1:..:11 with the wrong parents due 10 logging errors. Using RFID lags to

tr:ll·" hahies will no' Ill\' II h: the location, but also the identity the newbom. This will reduce

mas, human enol'S :..d n~'giJ ,'nee f71.

8.4.-1 Medical Ec ip,nc I

1\1:1I1Y hospl' s tP ..de with the management of their equipment, such as infusion

pllt. s. EKGs. ven ;ll(, 111ublc x-ray machines, gumeys and wheelchairs. Nurses that

slH lid Ix: caring fOI ati.'lll Ire obligated to find the proper equipment instead. This results in

ulls:,tisfied patients. 1'0 COl ~r this, hospitals then purchase additional equipment to ensure that

the :Iality of l':lr~ i· ot 11"1 l~d. Hospitals report that approximately 15% - 20% of their assets

arc :lissing. This ah\llli -3.9 billion each year. With the use of RFID lagging, thefts or

ml ;1I':('1l1('1l1 or 111 IC: ~lpment can be prevented and promotes proper allocation of the

etp .tll'nlS [7].

8.4.5 Surgical Tc .:>Is

• Surgeons so; ,.;til ll'

USIng a Sl II 1,1

..:ar that after an operation, a tool may be left inside the patient's

tag on each tool would eliminate the possibility of such an
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OCC'lIT-:ncc. This \\1 dd :111

th:I!1 pnssible mishajJ PI.

9. ,FlO Impl, lt

the surgeon to concentrate entirely on the operation itself. rather

The RFID in ,'Iants ,.. paving the road for a "key-free world," In order to gel a bettcr

U1l( ..,,:l'. ':lIHling of thl' '~FJ1) plants and the effect of RPID implants on people, this section

Cll\ -:r.~ the cXpl..:ril.:lh' of ,\111: Graafrstra and his girl friend Jennifer Tomblin gctting RFID

imI1::\Il{S to simplif~ 'leir Iii' lyle. Graafrstra and Tomblin arc ordinary individuals who pursued

tIll' 1·10 impl:l1lt:lti 1Iir-: II..:. Graafrstra and Tomblin are among the fewest people who have

RI:I ) impl:Ults. Gra ~tr:1 f, hat his big ring of keys was too overbearing and the keys could be

S1l1~ 'il :ll1d forgcd at ;, ly h:~rJ' are store. Therefore he was compelled to implant RFlDs to

elil in:llc tile lISC of ·ys. I LJ 'section below explains Oraafslra's getting "chipped" process [4J,

9. Graafstra's :Xp

There is V:ll'I y of

im: ,idu.t1 must eho (: <I [.

nl'~ ~ Lo consider ar~' hat \'.

III .;lIllCd? In Gra,t' r,t's l'

rc ':11' 'Iled many diL renl!

WI idl.:r of using all of III

H '\'er. the VeriC p ta1'

st'. '. The tag rcadc arc \

aT' )I\I~' ,\clministl Ion.

hu ' 1!lconVClllcncc lr hill

III 'l:tLIVC imrl:llltal ..: ta~

ence in Choosing the Right Tag

available on the market. In order to get a RFID implant, the

:lat suits their needs. Some of the important questions that the user

t purpose do the RFLDs serve them? Where is the tag being

, he was just looking for a secure easy access solution. Thus he

, that are safe to be implanted in the human body. Graafstra

lrliest implantable tags, which are manufactured by VerChip Corp.

I .td many draw backs which Graafstra found unsuitable for his life

expensive and the procedure must be approved by the US Food

,lve aiL the tag must be placed in the upper arm, which makes it a

) wave the tag over the reader. Therefore he searched for an

GmufSLra tUI ·ct Ill: tcntion towards the animal tracking lags. Even though they are

s;' III L1SC, the lags I1tai anti-removable coating and the tags readers were not much

cl leI" lh,lll the Vc 'hip' '. Moreover. the tags were not intended for any thing other than

<II .:11 Irackin2., SUI ,V us Icult to manipulate them for Graafstra's purposes [4].
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Finally. Gra. ,tra !"l

tr: ing chip, hut \\ lout I

" jl ranged from ~ oto

V, ICllip tags ~llld tl amn,

inL mled for human I Ilplan'

Gr: "l'str:I's body. II weve

u' hUI Ihey arc 110t ,CSlgll

"' ;,;rn for GI',l:lfslr Hc

H (lund that the 1:1' can

C,l !Ilg of the RFID \ ,mid i

"' ,C arr~lllgelllcnts I 1 impl

9 ;";FIO Impla tati

[{I'ID illlpl~lI Ition

fi, J out approprial wavl;

an pbnted the tag: cr sl,

tI , injccI :2 by 12 n IiIll"

Sl (\~l PI' evC'n a hI '! pI:

['

9 hFIO Impla tati

RFID impl:lI .Ition

al lUf disposal. All he il

Ul nll\\;nicnt for til . USl'

" n,'! his hand. lie 1150

Ie I ~{)gy to his mo' or c~

at 11l:11l.:d many of I lindk

$I 11l~' driving Jil'cl1'''; inrl

n :c::1 cnndil1Olls. 'his I'

Il .l\ cOlltains infl\ -milll'

11 1l"Il',ltion of medic ILion

d {he EM4102 chip. The EM4102 chip is similar to the animal

,ll1ti-removable coating. The tag reader was also very inexpensive,

The tags contained in a small glass packing were similar to the

racking tags, The only concerns were that the tags were not

.ons, so it was not stelile and the glass could break inside

hcn he called the company he found out that the tags werc safc to

ror the communication standards for animals. This was not a huge

Lcsted the durability of the tags by smashing them with a hammer.

.Llle some abuse and the stronger blow required to break the glass

.re his hands regardless of the RFlD implantation [4J. Therefore he

'-; the tags in hands, which is explained in the section below.

Procedure

l.:edure is very simple. Graafstra met with a cosmetic surgeon and

llr surgery. The surgeon made a small insertion beneath the skin

L.ing with a liquid disinfectant. There are single use dispenser kits

IgS into your body. With the aid of a family doctor, a cosmetic

19 specialist, this procedure can be completed within five minutes

1 Advantages

I grates all the desired functions of the RFID technology into a chip

rtant applicable data can be carried on you, thus making life easy

'raafstra designed an easy entry system into his house just by

Icmented this with his computer for auto login. He extended this

.: and auto mobile for entry and auto start. Several others have

,uties with RHD implants such as controlling the lights, and

I tion. Olhers used it for medical purposed such alerting doctors of

Lremely useful if the patient is admitted unconscious and the

Imt identifies the person as diabetic patient, and contains

Tgics and blood type. The tags arc also easily removable If it
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d\ 11"1 have an anti·rcmo·,

Vl' simple [4].

coating on them. Therefore upgrades and disposal of the tags are

9.4 Securing Acces

Breaking in and <.:11' was a concern for Graafstra, since there are devices that can

dl n']lt a signaltransmitle ,the tags. The foreign device can store the decrypted signal and

p: [);H.:k the analog sign:, gct access to most systems. Thus, Graafstra implanted a second

cI J in his hands with 40 11, .::curity inscription to reduce some of his concerns. The new

il1")J;!lllcd tag hilS pmtcch', hta storage area and has random key assigned every time the lag is

re,'d. This keeps Ihe third IllY guessing of what the next access key is. This makes any forgery

01 '~pli~ationof ,1<;<;(:,.') k\.'~ I'y difficult, costly and time consuming [4].

9 J Feasibility St y

There an; wide 1'. of tags and readers on the market. The tags are usuaJJy under

c\ Iplc of dol I,ll':'). but the iers' ranges from $30 to $2000, depending on the system. We are

m in! focused on rL';lder II operate on 915 MHz frequency. The table below looks at some

Cl 11 'In RFlD cOlllpditot I the 915 MHz range:
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Table' amparing Different RFID readers (1)(2)(9)(10)(11)

Supported Features Price

Class 0, 0+ High Speed DSP.

lass 1 Gen 1 Compatible with $995

'lass I Gen 2
most tags.

Low Cost.
18000-68

Class 0, 0+ High Speed DSP

'lass I Gcn I Much less

'[.ISS I Gen 2
susceptive to
interference.

~lass I Gen3 High Pcrfonnance. $1,995

18000-68 DcvKit included.

18000-6C Compatible with

nts of Gen 2
almost all tags.

'lass I Gen 1 DevKit Included. $1,899

'lass I Gen 2

High Performance.

Class 0, 0+ Less Interference.

'lass 1 Gcn 1 Real·time health $2,195
slatus and revision

'lass I Gco 2 information.

Dev Kit Included.

Easy integration
with third pany

software.

'lass I Geo I Supports European $1,749

'lass 1 Gcn 2 ETS! EN 302 208
standard.

'(

'(

'(

.1

'I

J.

, '(

Reader

.\lcrcury.J I

I

-

I

I

l\lercury 5 I

~Iic" ALR 9780 I

I

~ ~

Alit'll ALR 9800 I

I..

-

SYlllbol XR.JSU 1

1

-
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As shown on table I. till.' l\ Teury 4 RFID reader would be the best choice, due to its extensive

ability to read m~lny diffl.-Tl' \1 tag protocols and it's extremely low cost relative to othcr readers

wilh similar features. 1[( \\ ..:r, the Mercury 5 reader would also be an excellent investment due

to its increased pcrform:lllc\ ,md it's ability to read future tag protocols that are being developed

[111"1I9][10][IIJ.
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10. Field Testing and Tag Performance

To lest the pcrfonn;!:lcc of our reader, we used the MQP laboratory of the Atwater Kent

building. The picture belo\\' shows the RFID system setup in the MQP lab. The setup consists

of 915 MHz Mcrcury.+ RnD reader, 915 MHz Sensomatic RFID antenna, and a tripod with

sticky passive lags placed on them.

Figure 7: RFID System Setup

,\'1 I"', thl' r Ill111 1101 very environmentally friendly due to the amounl of metal, the

test bed \\, , I ,'or ",' Ilvalcllt for all our tests. We tested from a range of 1 foot to 10 feel.

The tag I .::,. \\:15 a l P,\! ,ursec, model PD70~18~6 AI. The tests were run for 60 seconds

each. an ,I.: number {If lin's the tag was read was recorded.
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Figure 8: Tag Performan« Graph

As l:1l1 h.: SC 1 I 111.,: graph, the readings for the graph were 90% - 97% accurate from

one 10 six fcc!. Th,'I", \\, a small anomaly at seven feel. The number of reads per minute

dropped significantly. hut.1 l.:lght fecI the readings rose again. A plausible reason for this is that

there is significant t.l~' illli 'd:ll1cc mismatch between the chip impedance and the input power.

This usually results III ..

friendlier c'l\'ironrn..':

At ahout ci:!hl feel. II

three percent aCCUr:ll~

I spots" within the tag operational range [6J. Given a cleaner and

.:ading for the RFID might have been smoother and morc accurate.

ings dropped rapidly and at ten fcct the readings were only about

1 rcads per minute.
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11. Vagi Mereu. yt. OS

Vagi Mcrcur) l a web applet provided by Tego Inc. This applct is used (0 perform

various tag fUllctions. III os! common operations arc query and write. The following sections

explain the query opcr:llio. provides the data description of tags and the wrillng procedures.

11.1 Query and..;a Description

Tc~1a Mcrcun is an online software that is used to read, write and implement 915

MHz RFID tags. Tl, arc suppons RQL programming language for the above purposes.

The tags Ihal we wlal, ,,:, rc Alien Technology ECP I model ALL-9350-02, Marries RX3000

EPCU und L'PM Rufs .:! lags. A sample query of the tags is shown below.

1 r'

1

}TIm r

fJ 03080

10: 48 Esr 2006

Copy Disp1il'l'1o Rawr bi~num IShOW Riiwi[Fonl Sile' fi6 Clear Output r

OlOQOIC7FOB33B7 UHF EPCO

Figure 9: Query data

The first L ml' represents the item number. Since there was only one tag read by

reudl:l, ',!pplct OUl, ~ one, If there arc multiple tags present then each tag would be

con"l' ,,,1;\ 'y numb..: ,(' second term "84" represents the number of time that the tag was

COlll1!1,'ll. 'I he third 1(:1.11 .\'s the hex digits that arc embedded in the tag, in which the last four

digils ;In,' Illl' l..:)'dieal alley check (CRC) packet COding, However in EPCl tags, the CRC

packet is thl: first fou of the data. The fourth and the fifth terms are antenna and protocol

res!'\,.' "

The n.:l..:OI

wbil...l ~,)\\-n belm

:a can be further analyzed by selecting the "Show Raw" button,

4~ IOx030B0501AB020010001C1FOB33B1

42 ') I IOx030B0501AB020010001C1FOB33B1

Figure 10: Raw data
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The tenm, -= Ided by the "I" symbol. Each of the first terms corresponds to the

numhcr of lime the t~ 'ad by the applet for each query which is 42 counts. Since there are

two {JI 'lie'> made tilL: '::1 ,Imber of counts are 84, which equal the second term of figure 10,

The sl'l'ond IeI'm IS tl n 'oj for the lags, The reader shows that '9' is Matrics tag's protocol

and 'I' is the Alien ,l.' 'Ill logy tag's protocol. These prOlocols vary according to different

comp:lllies, hut swy I . s:. ,I.: for lhe same models, Thus the three Alien technology tags have

the S:II11C protocols. :'tl marc. the third term signifies the antenna, so il will remain 1 1'01'

dirrl'! 'l'l t:lgs bccaus, I..' • only using one antenna. The following term displays the data in

hn {l its \'hich are t by Ox. As explaincd before the last four digits are eRe packets.

11.2 Wriling Pre _L res

The writing p, "
the (.I \'~ 1:1);;S and t. ,d

pn" In.: :s done b\ c

"fI" Jp,:atc BUllOI \ ,

L. l)r\TE lag

Tl'c data enlr~

In, 'S:I hl'\:luccin ..

Il:l'l1 till.: appl

I..'S only comply with tags that are designed to be writable. Most of

.1 EPe class I tags are rewrilable, In the Vagi applet, the writing

Ilg the appropriate tag choice in the writing applet and pressing the

will result in the following code appearing in the GUl consolc,

,d=Ox WHERE prolocoUd='EPC" A. D anlenna_id=l;

'cd to be added must be inserted after "id=Ox" where the Ox

'S you to press the "Submit Query" button, Submitting the Query

resuJ' '11 11.(.; I"nlJowin ,1l.'~ ,l~e displaycd in the bottom console:

III'D \TE lag S' ,d=Ox 121212121212121212121212 WHERE prolocoUd='EPCI'

A\JD :Intcnn;l

ThcO,

2121212121212

111211121212121212 I212 is the tag id and the first four digils are

-.:heck packet.
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12. External A JI t Application

The external:l ....:t pplication is created in Visual C++ environment. This application is

vcry .~:milar to the Ya. ,.1 'ury4 OS and it can be executed from any computer. It is

compktcly indcpcndci. llj" Ii,; Mcrcury4 header files and DLL files that were provided for us.

The hlllCk di:lgr;llTI Sill 11 [:igllre II illustrates our coding approach.
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•
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•

y
Exit Yo

J wy Finish

I -
Run Tag

Operation

Figure 11: Code Block Diagram

As shown in hll -k diagram the first step is 10 initialize all the required headers for the

program. Different I'll .oj :15 that we implemented specify which headers to utilize. The next

step is to establish u ,;k:l connection between the reader and the external application by

specifying the pon and ,: IP address. If the connection fails then an elTOr message is displayed

to alen the ust:r. funh Iwrc, two different functions are used to communicate with the reader.

The send command ~l ~d data command arc the main functions that we utilize for either

scnchng or receiving d. >..:adcr Query Language coding can be sent to the reader with the send

command to perform l. nL tag operations. The gel data function will return any data from

the reader to the exlcl1 gram. Some of the tag operations that we implemented are read tag

id, write tag it!. kill tag ,d L'xit. These are shown in the user interface below.
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~ Y:\JO'p.exe

'I ':ld :1("

~ ,I 'd ~h

at " , I

0 c'

\I,·,r

,
./,
"( t,. i>, f, ,

II

Figure 12: User Interface Menu

·nply displays the tag id, antenna id, tag type, and CRC coding. We

cla:-isl ;J.nd GEN2 tag ids. The output of the Read function is

h i:-i the Vagi query interface. The figure below shows the output of

FigUrl' 13: Read User Interface
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I,~ \'ritv (I K 1 I:l.uircs some parameters to be inputted from the user. The user needs

t,

\'

1

~•
~,
j

~,,
I
•

\' the la,' l ,)l

"C fOOI,'!" '11

,. "

l,.g Id. When using the write function, the tag must be writable and

\-: were able to successfully write to EPe classl and the GEN2 lags.

t !H: operation of the write function for EPC class 1 tags.

Figure 14: Write User Interface

, ,·1 -,. t ' fl permanently destroys the tags, thus the tags will be no longer

(

"
res a password input from the user to authenticate them to kill

:tI 0 spcdfy the lag id. We were successfully able to kill two EPe

( , ' ,GE I'crc not responding to either the external applel or the Vagi web

• 'mi'.ll' \ the 1 ta~' Ilclion, the lock lag will temporally make the specified tag

ll1"d. '1 is II :0 requires a password EO either Jock or unlock tags. Neither the

,
1 ',or ,. c gram was able to assign a password for to the tags. Therefore we

c ,,. ,1 i Ihl: Mercury4 firmware because both applel outputs the same

'0", n, thl: I is updated this will not be an issue. Another useful function is

11 " I ; I I :I ~' lrlctil vi 1 will look either GEN2 or EPe class one tags at the users'

c' .,. Thc I, ure 1 0'. "lrates the Look Up tag function.
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Figure 15: Look Up User Interface

,'(I \', ill exit out of the continuous loop and terminates the program.

id l ll":CS or lag lypes the program will alert the user that an invalid

c . ':lIllllh 1.\(.; 1 og.am will r~tum main menu.

)l" ..: IS ,'.IS H) ~l table. Different functions can be implemented inlo the old code by

n tI I'sl ":I""S. 1"1,-,: ,(I is lc: 1!;.llcd to run forever, unless the user chooses to exil. The most

ut' \ " ion u: ( r l,' 1"1 n:.r external apple! is shown in Appendix A.

1 , lr ar .Jti JnS

11\' \\'0

Inll' ", 'I rl' , . ; I;

all . ,., s r"::ld , ,d

In,', " til Ie ri 11 '0

pr I , ' '11"- ;Ul

fo 1"I':I<ll'l' Sll

Pc " stir , I

per' " '" " LJl1dn " \

wi:r "1'1 in :1 l"l'ldi I

un lUI project, our program should incorporate a Graphical User

>1" 'I' ra, dily. Also, it should have a logging feature where it would log

,; hi ,I ~carch through the log for a given lD. This feature should also

r Ion h,lt (.;i.\ll show the user to's by dale, time, location, LD number,

:1~1l ':kristics. II would also help to have a beller testing environment

. tIll" environment we tested in was very unfriendly to the reader.

ellisl ~ d cold arca can also be conducted to understand the tag

~ 'nn lili\)lls. This will helps us get a better understating of how the tag

me:l Il.lanufacturing industry.
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I' ,.,111..'1' d~\ ....'lol lenl ur OIhcr RFlD features are also desired, including the further

dCI' ·','nl of L('CK iliad. ~lIld Password Set commands. This could be extended to thc

GI t~l, "~1I I thc 1St t:lgs. so a versatile number of tags could bc uscd. A timing feature for

the' Ickr should ,t1"o I • dc\'~lopcd, which would allow the user to cntcr a time period in which

the I akr would contil c searching and logging RFID tags of certain protocols. Thc GEN2 tags

als!' II" memory h~1 s which Ihe user can utilize. The user can write, read, or lock the

me" ·,ks Til:.; \\ lid 11..: a great fcature to develop in the future.
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14. Conclusion
Ollr lQP project 'onsisis of two pans, which arc researching and conducting a study of

the l,tl('c! ~lI1d the social implication of RFID on the consumer market, and executing RFID tag

impll'1llCnt;ltion througl both Mcrcury4 Vagi OS and an external C application.

\\'c started our 51 H.:ial implicmion or RFID technology by reviewing the history of the

dc\ ,,) ":;1l'I1( or RF][)s ')ur research illustrates that the RFID technology has grown a great deal

since IL \\ :lS ucyclopcd. uL It has a long way to go before the technology is exhausted 10 its full

pUI, ::11. lhroughollllh..: years the tags afC becoming morc discrete and efficient and the

dir'- , '1! "'cr;llioll C;lp .. i1itics of the tags ,Ire growing. This indicates that RFID tags will

cant, '1'-' In grc:ltly illfllL'l1ce the consumer market.

1. 1 orJcr to llilderiand the RFlD technology, we looked the different types of tags and tag

dl;.::,: . Our rcscarc:l il1dil:atcs that for low range applications the passive tags are ideal since

thc' l':'\,':IP, discrete .Ild has a very large life span, For longer range applications active tags

CUl' cu. but til..: I 'spall is limited to the life of the battery, If needed, the semi active tags

COLI ;cd t"()r e\Cl)l ling in between. which will boost the batter life, but shoI1ens the tag

rail'" P"lh the passive tags and the semi active tags uses the backscattered wave method to

11':11' ,1'11:1 h:lck tothl base by llsing a nonlinear impedance load that will switch between two

Sl:l' l'nldl1l..:e till' b,l 'kscattered wavc.

;lennun,', \\l' 'ollductcd a markct research that reimburses the fact that the RFJD

tCl,.'1 is ~iUW11;g t 'J1lCndollsly in the consumer market. The retailers, the manufactures,

,lllll,' 'n pit:!!s arc COi ,idcring incorporating RHO technology into their product. Their main

Cj'" 11:1: initial pri 'of sClting up thc RFID technology. However it is being implemented

111 '1," uch :s \" ':ll-M,H'L Some branches of the General Motor Corp. are also taking

ad, ,I" the RI D I ,:Iltlology by integrating them into their car parts to simplify the

as~' '·OCl'SS. :-'lan uillcr companies arc utilizing RFIDs for simple applications such as

e,l" 'C'lllry. This s hecause RFID increases the ease of operability in various

ell\ "'11"'. lowcrs Cl Is :l1ld expenses in the long term, and decreases thc amount of human

err' : Ill\,' pass,'s tl 'RJ;ID tcchnology will continue to be cheaper because of competition

:'11' ' ideh llSL 1111 Ihe consumer market.
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\-.; :1 p:lrt or our I\.:se~lr(.:h a feasibility study was also conducted. Our feasibility study

shw s 1 '1 even thnugh the 915 MHz readers are pretty expensive, they can perform many tags

fUI' 'il' UppUlt nllliti lie anh;l111as and tags. If the barcode system waS to be replaced by such a

S)'i\ 11hel1 on'y (1' (: rC;ld.:r and four antennas are required for running four registers, Such

pro' -:1"1 hoos! thc crriL leney and applicabi lity of the RFlD technology.

('lI!' fiL'ld and I rrdrlll~1I1ce testing showed the great aptitude of the reader given the

Cxl 1l1\ IIl1fri":lHJ:y ":1, :inllll1lcnt for RfiD. We experienced an anomaly at 7 feet and a 3%

aL'(:1. ':' "t I f ,U\' LUC tll impedance mismatching. Again, a more RF friendly environment

\\ \' ~' IliLlch : 101 1·~I\'or:l.)lc results.

( ur code is a \..:ry guod example, which illustrates that anyone can implement RFID

tel'I!'lol 'Y h) their prod ICt. wurk or lifestyle, Just like Graafstra's easy access doors application,

UI1\ 11t' ':111 simply ere: C :111 cxternal application that will suit their needs. The application and

tI:c '. I 11.,; reu cd p~raded easil) without many expenses to the user. This makes the

HI '!llgy v\. 'y rJ ':'\.blc, :1I1d can be applied in many different fields.

rhrutlsh dning .his project, we agree that RHO is indeed an excellent solution for many

~11'p"cal;llI1S IhroUg!lOut the \\urJd, and especially in the consumer market and the biomedical

Ii,:'
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AppE: lix A: :::xternal Applet Code

II JQP.'·

/I
ti entry point for the console application.

#inclu'
#indu
#inclu
#ir" .!t.
#inclu
#inclw
#inclucl.~

ostr,
loso_

stdia.
tdo

'char.
<time.r.
<fstrea

"

..>

using l'~ pace ':d; So we have cout, cerr, cin.

/ I~' '11G.

void S

to '
"md{St
til

..1ln_L~
esull
suIt
or:

:1tf(st

31 i

'-'!l"C-":. y4

E.' the_sock, const char *the_crnd) {
la, l;"r ~ters

s ~ nL(strlen(the_cmd});
:;end(the~sock, the_crnd, nUITLbytes, 0);
llurn__bytes} (
Eail,~d

'rr, "send failed\n"l;
it.

II',J t

int gc
o

u (SQ,
urn_by
'h (nUl

cas(

'ury';
'n the :.;ock, chdr *recv_buffer, int buffer_size) (

'5 = rccv(the_sock, recv_buffer, buffer_size, 0);
'II Cfi) (

the C++
dstError to get a friendly message.

throw something else (this would be

co~ :ection "losed
t' it(!); 1/ 01 throw something. this would be the C++ way

rt ' ':'Og5
-eak;
'KET_ :~RROR:

Cd \'lSAGe'
::dt(l); II l,.

,·c, t thing.
eak;

Cil,:

111' "to 01

way t.o

'l"'n nul' efJ;

/I'GJ r.
iot rna
try{

-hut" '*argv)

.Luli
eha
int

dCl. ,-"ss anc port
c.ip str[] = "130.215.18.39 n

;

= 8080;
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Appe'1 r lix A: _xternal Applet Code Continued

I
Iil

,am [}
SCr.o!

. r .clo!"":

r;

("test.txt", fstream::in I fstream::out I fstream::app);,;
/ laliz~

I'!SADlI"', wsaDat

if ( :'tartur,

cck

"":EVlOR::l(2,2j I &wsaData)

to<
n

/ C

SOCKF
i:" (

to<
\II'"

l "Err,
1 ;

. a .':l

-:nnnecl
HJctSoc

(" ErI
fiUp(, .,

\'lS'-:·.:;tartup ( \n");

LOI connect ng to server
)c~eL = socket (AF_INET, SOCK_STREAM, IPPROTO_TCP);
r == INVALID_SOCKET) (
It socket(): %~d\n", W5AGetLastError());

/I «ad
/1 rc::;~'

sor:: in c

" ,' ""ViCI.' ,

" " iell.

" '.' i c·

~;Lr ctuce g.lecifies the address family,
por of the server to be connected to.

_Service;
fa:nily = AF_INET;
addr.s_addr inet_addr( host_ip_str );

_port ~ heans( port };

if
siz ....o (,

pl i'
I-!,

0C:'(

'otSe)
"Fa

nup(
1 ;

'e.:::- •

.cct50cket, (SOCKADDR*) &clientService,
,)) = SOCKEr_ERROR)
to c, nneCt . \n" };

::0 s· rVL!r. \n" ) ;

, ".. 0, the ag operations

. npu tag do a
to t .e Lirsc address
9 ty ,8
to t.e first address

.j' t.
,?, _ian1e

f 1099_.9 time

"fa;

1i1~ ( &rawtime );
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"( " u

lie
... , ~ • n ' )

loci~_ time and date: %5·, asctime (timeinfo) );

') t loop un' i1 the user exits

f ( "1 . R'lad' .:1 Ler 1 \0") ;

(" 2. ok t.J.g: Enter 2 \n" } ;
r ' 3, " . ~; ; Enter 3 \n") ;
r" 4. " j , EI.ter 4 \n") ;, ' , ' 1, oJ: Enter 5\n") ;

i :i t .nter 6\n") ;

I

I,
I
I
I
I
I ,ICe C )~cc: ");

.1" J", &ct _cell

I d .Q \ d lc for the r~turn value of the send co~nand

ytes;
:CV_I J' 16 5J;
t ar-:
. a9 tJ! \;;

L· 'J II

I

id

,'~ :;.
~'tr_m~:g_

m:.;g_

'g-
. '-t- "9_

f;tr !'"'."9_

)r the send command and to append more string to it
ite '" "UPDATE tag_id SET id=Ox";
J~= "SELECT id FROM tag_id WHERE protocol_id=''';

.] 1 "UPDATE t.<l9_id SET killed=!, id =Ox";
s',JOrd_EPCl '" "UPDATE ta9_id SET password=Ox88, id=Ox";
:::word_GEN2 = "UPDATE ta9_id SET password=Ox33445566,

I J i;.d pLlssword

"
' )~ I- E [2 J ;

·,·,'0, I_C [ GJ ;
:1 [0

"1:: " ;

2 " ,
l[ "88";

:.>. ", ,2 [ "33,:45:.66" ;

cases

:l •. ct:::ockct, "SELECT read_count, protocol_id, antenna_id, id
"tocal ~d 'GEN2' OR protocol_id=' EPeO' OR

JeL Lime_out-lOOO;\n");
/fo::::- paranoia

ilL
hr{recv_buf, '\n');

. :i-tag;
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_rlata(ConnectSocket, recv_buf, 65536-1);1/65536-1 because
he last byte==O (NULL)

ytes]=O; Ilffia~e sure the string is null-terminated, so now

'yt,

,"
; .~cv_buf [

Lh, riL

we

prir.! [("\
breaf.: ;

'8", nbytes, recv_buO;

1/ for L
(" ~ 2:

iJrc,
/

"f
.a9 type
Protocol IO type: ");

type) ;
DP1 ~

5 ~ ~ J_l
'app ...

sLl" :;0_1

1/5'

. append (type) ;
e
.append{", AND antenna_id=l;\n");
to Nercury4

.ncctSocket, str_ffisg_look.c_str{));
o:n mercury4

or paranoia
1 f ;

-.: .. r(rccv_buf, '\n');
'l:d-tag;

_data (ConnectSocket, recv_buf, 65536-1);1/65536-1 because
the last byte==O (NULL)

tes] 0; Ilmu~e sure the string is null-terminated, so now

s" ~ ~

110
r
L

tag
tag ,n

nr
we :1t t

r,
th rin'

p
bre

c':\d (

,f.

, il (1

[ I

"o • nbytes, recv_buf);

II' c
c , 3,

"pro.
p

fig
5

Ipro'
p

IIg
5 r"

lIa
S

51

S' " ,
s'

II s
5'

bre

/ .1 t

c 4,
I/f' ,.

p n'
Ilg

5 m'

lag data
r Data to be written on the tag: \n");

data) ;
.... tag type

tug type: \n"};

:;pe) ;
:1>.'1lar.c..s

(2.append(data) ;
.e.appcnd(" WHERE protocol_id=' "};
.e.apvenu{type) ;
e.append{", AND antenna_id=l;");
mund.' to mel' 'ury4
nccLSocket, str_ffis9_write.c_str{));

Jr to be killed
ta~ id to be Killed: \n");

&data) ;
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lip]
p,

IIg,
l 11' f ( "

"'

:or tag type
·r tag type: ");

SC 1['.

, I compare
if (sln"m;
(

type} ;

usc: inputed EPCl tag
po.o, EPCl) =:. 0)

ap: I~QL password code
sll ;9-password_EPCl. append (data) ;
Stl ;u-password_EPCl.append(" WHERE protocol_id='EPCl' AND

ant.'nna_ic' ; ") ;
rl or password
~r ("\r.Enter Password; \n");

",,;",.;ord
;c "!;", &PDss',oJord_EPCl);

tbe pass'" Jrd is correct
if ( CI:lP (password_EPCl, passwordl) -- 0)

{
,.0 Mercl:ry4 the password

:;cnd_cmd (ConnectSocket, strJ1\S9-paSsword_EPCl, c_str ( ) ) ;
ppcnd k;ll command

str_ffis9_kill.append(data) ;
~;tr_ffisV_kill "append ( ", password=Ox88, WHERE
a dnlenna_iJ=l;") ;

'1 k~l_ c· mnand to mercury4
:.;,:nd..cmd lConnectSocket, str_ffis9_kill. c_str (}) ;

/di l.at" the U.3er inputted the wrong password
el;
(

I 1', ,::;

~::tf l ",nlnvctlid Password\n");

Ilcompa,·'
if 1:;1 rcmp
(

lap"
st,
st,

antr·nna_id ", N

I dg i~; a ~en2

'DO, GEN') == 0)

1 . ,iwor, ~<Jmmands

.f pass"..;ord_GEN2 ,appendldata};
.fkl5!; :ord._GEN2" append l", WHERE protocol_id=' GEN2' AND

0; );
')1' ~r 0 p, ssward
)1'. ,nEn:=Cl' Pi:,:::;sword: \n");

I'
scc<

Ich
if
{

s", &pdssword_GEN2};

rhe inpu ed password is COrrect
::11;) (password_GEN2, password2) == O}

s. i to mercury4
.;cl_(;."d (ConnectSocket, str_ffisg-password_GEN2" c_str ( ) ) ;

rl ,; 11 ~ode

_IlS9_kil .append(data);
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protocol_id 'GEN.
r_ffiS9_kill.append(", password=Ox33445566, WHERE

mtcnna. d=l;");
_ c .Ie to mercury4

id. c ..d (Co:.nectSocket, str_ms9_kill.c_str ()) ;

oL
(

a id ~sw "to the user

.3ag
.t r • :1.1:nv lid Password\n-);

/I if
else
{

, ~ t nvalid type

pr_ ~~:1.'alid ~a9 type. Please Enter EPCl or GEN2\n");

}

break;

I lock ta

II( xit
case 6:

d 'n';
break;

I 'til '(au.. ffil <l

detault: print,
break;
)

}

:lV,~lid En ry\n");

/Iclosc corm
!lin'

me
/ \!JSACleal

return 0;

lie tch el
catch(const

cerr •
retur

}
catch( ... ) {

"

xc
e.,;

'OC 'ET

.e {
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}

fprinlf (stclcr . "Caught unknown exception. \n·) i

return 10;
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