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Abstract

The RF cloud is a shared Radio Frequency (RF) database supported by various wireless
technologies. The RF cloud, constituted by billions of Internet of Things (IoT) devices,
Wi-Fi access points, and cellular towers, forms a complex ecosystem transmitting
vast quantities of data via RF signals. Beyond the exchange of information packets,
the RF cloud encompasses detailed signal characteristics such as the Receive Signal
Strength Indicator (RSSI), Time of Arrival (TOA), and Channel State Information
(CSI). This rich data environment enables the development of intelligent applications
in cyberspace, ranging from enhancing wireless positioning accuracy, advancing motion
detection capabilities, building security frameworks, to optimizing spectrum sharing
techniques.

Emerging techniques often outperform traditional estimation methods because
they leverage Machine Learning (ML) and Deep Learning (DL) to utilize RF signal
characteristics more effectively. However, incorporating ML and DL into RF Cloud
applications introduces challenges related to complexity, interpretability, adaptability,
and the cost of implementation.

In this dissertation, we focus on two novel problems of RF cloud applications,
proximity detection and mobility support for spectrum sharing, to mitigate these
concerns with theoretical analysis and empirical study validation.

1) We evaluate the efficacy of Machine Learning (ML) algorithms versus classical
estimation theory in addressing the proximity detection challenge, in both theoretical
foundations and empirical performance evaluation. Utilizing the Mitre Range Angle
Structured (MRAS) Private Automated Contact Tracing (PACT) dataset, we compare
classical estimation methods and ML algorithms—Support Vector Machines, Random
Forest, and Gradient Boosted Machines—on Bluetooth Low-Energy (BLE) Received
Signal Strength Indicator (RSSI) data. We contrast the complexity, availability,
and precision of RSSI-based BLE and Time of Arrival (TOA)-based Ultra-Wide
Band (UWB) technologies for proximity detection during epidemics. We present a
detailed performance evaluation for the theoretical precision and confidence limits,
and the performance on a new empirical dataset collected from diverse environments.
Our findings reveal the UWB TOA algorithm’s superior precision and confidence,
albeit with the advantages of BLE RSSI in smartphone integration and minimal
computational requirements.

2) We conduct an empirical study on RF interference intensity (RII) in licensed
and unlicensed bands along a downtown Worcester, MA route to demonstrate the
spatiotemporal RII behavior, utilizing a mobile spectrum monitoring system. This
study informs an ML approach to predict channel availability for vehicular network
spectrum access with fourteen RII features. We present the accuracy in predicting
channel availability and regenerating RII as a validation of the proposed theoretical
foundations, highlighting the potential of explainable ML in intelligent spectrum access
and mobility support in the context of next-generation wireless networks.

This comprehensive analysis showcases the potential of utilizing classical theoretical
foundations for enhancing the interpretability, adaptability, and efficiency of ML in
proximity detection and spectrum management, offering significant implications for



public health safety measures during epidemics and for the wireless communication
efficiency of next-generation wireless networks.
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Chapter 1

Introduction

The RF cloud refers to an invisible, pervasive network formed by wireless technologies,
including billions of ToT devices, Wi-Fi access points, and cell towers [1]. It transmits
a large amount of data through RF signals, encompassing not just the content of
information packets but also detailed signal characteristics like RSSI, Time of Arrival
TOA, and CSI. This rich data environment enables the development of intelligent
applications in cyberspace, ranging from wireless positioning, motion detection, and
security measures to spectrum sharing, by leveraging the unique propagation traits of
RF signals. These cyberspace applications involve collecting RF data from multiple
sources, processing this data to identify patterns or anomalies, and then applying
algorithms to extract meaningful insights for each application, such as triangulating
a device’s location, recognizing specific gestures, or verifying a device’s authenticity
based on its unique RF signature.

The first part of this dissertation investigates the effectiveness of UWB TOA
and BLE RSSI technologies, two promising technologies widely leveraged in enabling
accurate proximity detection, a critical component in managing public health crises
like COVID-19. The urgency of accurate social distancing measures has underscored
the need for reliable technology that can be widely implemented in smartphones. This
work aims to establish a theoretical framework for comparing UWB TOA and BLE
RSSI, supported by empirical data. It seeks to determine the more precise and feasible

technology for measuring social distance in real-world scenarios, considering factors



like accuracy, complexity, and device compatibility.

The second part of this dissertation exploits the mobility support for spectrum
sharing. The rapid evolution of autonomous vehicles and the Internet of Everything
(IoE) has intensified the need for innovative spectrum management in wireless com-
munications, particularly for cellular 6G and Wi-Fi 7. Recent years have seen cellular
operators like AT&T, T-Mobile, and Verizon extensively deploy mid-band 5G radios
at 2.6GHz and 3.5 — 6GHz frequencies, overlapping with Wi-Fi 6 and 7 operations.
Concurrently, negotiations are underway to share the 3.2 — 3.8GHz spectrum between
the wireless industry, the Pentagon, and other licensees. However, current models
for mid-band spectrum sharing fail to account for the complexities introduced by
mobility, risking interference and service disruptions. Therefore, empirical research
into the statistical characteristics of mid-band RF interference is crucial. Such studies
will present the development of intelligent spectrum management strategies, ensuring
efficient and effective use of these bands in an increasingly connected world.

This dissertation aims to bridge the gap between traditional theoretical foundations
and rapidly evolving applications in two key areas of wireless communication: RF-
based proximity detection and mobility support for dynamic spectrum sharing. It seeks
to advance understanding in these fields by integrating classical theoretical models
with the latest technological advancements. This work is poised to offer novel insights
and practical solutions, contributing to public health strategies and technological
advancements in proximity detection during epidemics, and the efficient utilization

and management of spectrum resources in the era of 6G, Wi-Fi 7, and beyond.

1.1 Contribution
The contribution of this dissertation in two major parts is listed as follows:
e PART I: Chapter 3 and 4.

— We collected an empirical proximity detection dataset following the structure

of the existing PACT dataset with empirical experiments at eight distances



in three flat environments and one non-flat environment encompassing both
Line of Sight (LOS) and Obstructed-LOS (OLOS) situations. We analyzed
the effect of changing the environment and the effects of various postures
(eight angles) of the person carrying the sensor and four on-body locations

of the sensor.

The extracted spatial, temporal, frequency-domain, and statistical fea-
tures from BLE RSSI data are effective for proximity detection, delivering

comparable performance across different scenarios.

We presented a comparative analysis between classical estimation theory
and advanced feature-based ML algorithms, offering a novel approach to

evaluating the accuracy of BLE RSSI-based proximity classification.

We presented an extensive comparison between a ML-based approach using
BLE RSSI data and a two-way-ranging technique using UWB TOA mea-
surements, highlighting the strengths and limitations of these approaches

in real-world settings.

We introduced a novel performance metric for smartphone proximity de-
tection, focusing on the confidence in accurately estimating a 6 ft social
distance. This metric is defined by the probability of correctly predicting
whether an estimated distance is less than or greater than 6 ft, based on

the actual measured distance being within or out of the 6 ft threshold.

We derived bounds on the confidence based on traditional estimation
theories for both BLE RSSI and UWB TOA, as functions of distance.
These theoretical bounds are computed using the Cramér-Rao Lower Bound
(CRLB), a method previously employed in distance-ranging error estimation.
This theoretical foundation offers a practical framework to evaluate the

suitability of techniques for proximity detection challenges.

We compared theoretical achievable bounds and validated this theoretical
basis using empirical data gathered in practical scenarios, 1) for social dis-

tance range estimation using BLE RSSI with the empirical results obtained



using two theoretical RSSI behavior models and three ML classification
algorithms, 2) for UWB TOA obtained using a two-way ranging algorithm
with BLE RSSI-based approach using a Gradient Boosted Machines (GBM)

classification algorithm.
e PART II: Chapter 5 and 6.

— We presented the need to investigate RF Interference Intensity (RII) in
mid-band frequencies, specifically targeting both the 1.9GHz licensed and
2.4GHz unlicensed bands. This investigation is crucial for understanding

and managing interference in these commonly used frequency ranges.

— We introduced a vehicular interference monitoring system to collect inter-
ference data across licensed and unlicensed bands within the 1.9 to 2.5GHz
spectrum. The empirical measurement was conducted during rush hours
in downtown Worcester, MA, resulting in 20 individual test drives with
approximately 100,000 spectrum snapshots in the crowded mid-band. The
spectrum monitoring system and dataset offer insights into understanding

the temporal and spatial behavior of RII.

— We extracted and analyzed fourteen statistical features of interference
from RII, categorized into four classes: intensity, correlation properties,
spectrum occupancy, and Doppler spectrum. These characteristics describe
RF signal propagation and are extensively utilized in areas such as wireless

localization and RF-based motion or behavior detection.

— By applying a Support Vector Machine (SVM) for predictability analysis,
we identified the significance of features for both licensed and unlicensed
bands in forecasting channel availability. Our findings indicate that channel
occupancy is the key factor in predictability for licensed bands, while
average interference intensity plays a major role for unlicensed bands. We
achieved a predictability rate of 96% for unlicensed bands and 85% for

licensed bands.



— We applied frequently used regression ML models: LR, KNN, RF, and
XGB, inputting GPS coordinates to regenerate RII. This approach provides
us with a tool to analyze the RII behavior in spatial aspects with irregularly
sampled data. We found the average RII is subject to a fixed average
received power reflecting the architecture of the fixed civil infrastructure

surrounding a location. The RII regeneration model achieved an average

RMSE of 5.57 dB for licensed bands and 3.41 dB for unlicensed bands.

— We conducted a comparative evaluation of ML algorithms, including SVM,
RF, and XGB, using 14 RII features to model the predictability of channel
availability across various times and days. The study emphasizes the
effectiveness of ML in modeling channel availability with RII features,
demonstrating that additional data collection beyond certain thresholds

does not significantly enhance predictability.

1.2 Dissertation Outline

The remainder of this dissertation is organized as follows: Chapter 2 introduces the
background of this dissertation, including the traditional modeling method and the
development of empirical study for RF proximity detection and dynamic spectrum
sharing.

Chapter 3 presented an extensive comparison between classical estimation, ML al-
gorithms, and TOA-based ranging methods, highlighting the strengths and limitations
of each technology in proximity detection during epidemics. To compare different
approaches, we established the CRLB-based theoretical bounds of the proposed per-
formance metric, the confidence on detecting the social distance of 6 ft. We conducted
rigorous experimental validation under varied conditions to reinforce the theoretical
models with practical observations.

Chapter 4 The proposed theoretical foundations underscore the potential of both
BLE and UWB technologies in enhancing real-time proximity detection, offering

insights for effective public health during epidemics.



Chapter 5 presented a thorough empirical study of Radio Frequency Interference
Intensity (RII) in crucial mid-band frequencies, including both 1.9GHz licensed and
Wi-Fi 2.4GHz unlicensed bands. We built the mobile spectrum monitoring system
with an ultra-wideband programmable spectrum analyzer and a laptop integrated with
GPS. We conducted data collection in a typical urban area with a pre-selected route.
We identified and classified fourteen distinct RII features into four major categories.
We established the theoretical foundations for RII modeling.

Chapter 6 We utilized ML to refine RII reconstruction and channel availability
prediction, which is essential for enhancing mobility support in intelligent spectrum
management, especially within vehicular networks.

Chapter 7 proposed the conclusions of this dissertation and the discussion of future

works.



Chapter 2

Background

2.1 ML for RF Cloud Applications

Due to more effective utilization of RF signal characteristics, emerging approaches
aided by Machine Learning (ML) and Deep Learning (DL) generally surpass traditional
estimation algorithms. However, utilizing ML. and DL in RF Cloud applications raises

concerns, including:

e Complexity and Interpretability: Some of the most powerful ML and DL
models are often considered "black boxes" due to their complexity, making
it difficult to understand how they arrive at specific decisions. This lack of
interpretability can be a significant issue in applications where transparency and

trust are crucial.

e Adaptability: ML models are designed for specific tasks and can struggle with
tasks that are even slightly different from what they were trained on. This lack

of adaptability can limit their usefulness in dynamic environments.

e Cost: Developing, training, and deploying ML models can be expensive, requir-
ing specialized hardware and software, as well as skilled personnel. The ongoing

costs of updating and maintaining these models can also be significant.

In this chapter, we delve into the theoretical foundations of the RF cloud, detailing

7



the RF signal characteristics and the utilization of spectrum resources. Additionally,
we provide a visionary perspective on the integration of ML applications within the
RF cloud. This exploration investigates how ML algorithms can utilize the extensive
data from wireless technologies to improve application performance, also examining
the feasibility of employing classical theories to guide ML models. This work seeks to
blend traditional theoretical insights with modern ML capabilities, aiming to mitigate

concerns about applying ML to applications within the RF cloud framework by:

e Integrating RF propagation theory, time and frequency domain characteristics
of RF signals, classical estimation theory, and feature importance evaluation to
define performance bounds that address the concerns of complexity and inter-
pretability in ML-based RF cloud applications. This comprehensive approach
enhances the understanding and management of ML models, offering clearer

insights into their decision-making processes.

e Optimizing the use of spectrum resources so the RF cloud can accommodate more
devices, expanding its database across different scenarios. This strategy not only
enhances network efficiency but also addresses the adaptability challenge in ML,
as a larger and more diverse dataset improves the learning and generalization

capabilities of MLL models in dynamic environments.

e Conducting empirical evaluations to determine the minimum dataset size neces-
sary for training effective MLL models, thereby reducing the cost of compiling an
extensive real-world database. This strategy refines the RF cloud database by
preserving only crucial data for future ML models, thereby optimizing storage
solutions and improving data utilization efficiency across diverse ML application

scenarios.

2.2 Proximity Detection for RF Cloud

Proximity detection is a technology designed to sense and identify the presence of

objects or individuals within a certain distance without any physical contact. It relies



on various sensing methods, including RF, infrared, and ultrasonic, and supports the

applications including:

e Security and Access Control: RF proximity detection is used in security
systems for access control to buildings, rooms, or secure areas. By detecting an
authorized RF ID, the system can automatically unlock doors or trigger alarms

if unauthorized access is attempted.

e Retail and Customer Experience: In retail, RF proximity detection can
enhance customer experience through personalized marketing and promotions.
When a customer with an RF-enabled device, like a smartphone, is near a
product or section, the system can push relevant offers or information to their

device, benefiting both merchants and customers.

e Healthcare Tracking: In healthcare facilities, RF tags can be used to monitor
the location of patients, especially those with special needs, dementia, or infants,
to ensure their safety and well-being. It also helps in managing the location of

medical equipment and staff.

e Epidemic Control: The transmission risk of diseases like COVID-19 signifi-
cantly increases when individuals are closer than 6 feet for over 15 minutes, a
situation described as "Too Close for Too Long" (TCTL). RF proximity detec-
tion technology offers a method to identify high-risk encounters and thereby help
mitigate the spread of epidemics through timely and accurate contact tracing

without raising significant privacy concerns or disrupting daily activities.

Traditional Bluetooth’s long scan duration limited its use in proximity detection,
whereas Wi-Fi RSSI typically samples between 0.25 Hz and 2 Hz. BLE, however,
supports a faster advertising rate of 10 Hz [3], significantly enhancing scan efficiency
for proximity applications. Supported by most smart devices, BLE offers advantages
such as compactness, lightness, affordability, and energy efficiency, making it a highly
suitable and promising technology for RF proximity detection applications. In the

broadcasting of BLE communication, advertising packets can be sent out in one way
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Figure 2-1: BLE channel division. (Source: [2])

on three advertising channels (See Fig. 2-1), from a single device to any scanning or
receiving device in the range of coverage. The advertiser periodically sends advertising
packets to any device able to receive them [2]. A scanner continuously scans available
advertising packets from an advertiser (See Fig. 2-2). Broadcasting packets in BLE
technology serve two primary functions [2]: firstly, they distribute advertising packets to
applications that don’t require a continuous connection, enhancing efficiency. Secondly,
they enable a master device to send connectable advertising packets, facilitating the
discovery of slave devices for potential connection. In proximity detection, BLE’s
connectionless broadcasting enables the measurement of the RSSI, offering a key factor
for estimating the proximity between devices without requiring a direct connection.
Previous studies like [4] have explored how variations in advertising and scanning
intervals affect power consumption and the accuracy of proximity detection.
Classical RSSI-based proximity detection usually uses the path-loss model for
estimating the distance between two devices. The path-loss is defined as the reduction
of the power of an electromagnetic wave as it propagates through space. A BLE
path-loss model models RSSI as a function of the distance between the transmitter and
receiver. The standard path-loss model includes three primary parameters: reference
RSSI at one meter, distance-power gradient, and standard deviation of shadow fading.
However, its simplicity limits accuracy in complex environments, prompting researchers

to develop refined path-loss models to improve proximity detection’s effectiveness
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Figure 2-2: BLE advertising and scanning mechanism. (Source: [2])

in response to increasing demands |5, 6, 7|. The performance of classical proximity
detection is bounded by CRLB, a fundamental concept in statistics and estimation
theory that provides a lower bound on the variance of unbiased parameter estimators.
Its application is extensive in the RF sensing domain, particularly in RF-based
localization technologies such as Wi-Fi [8, 9, 10|, UWB [11], Cellular[12, 13], and BLE
[14].

However, analyzing the reliability of BLE RSSI-based ranging presents a complex
challenge, primarily due to the significant variability in RSSI signals. This variability
arises from the complexity of multipath indoor radio propagation, which leads to
signal attenuation, fading, and interference from other devices operating within the
unlicensed 2.4 GHz ISM (Industrial, Scientific, and Medical) bands. Previous studies
have undertaken real-world measurements and characterized proximity detection using
BLE RSSI across various scenarios, indicating the inherent complexities in accurately
measuring proximity in dynamic indoor environments.

Proximity detection typically classifies individuals as 'non-proximity’ or "proximity’
based on a distance threshold. Utilizing powerful ML classifiers can significantly
enhance this process, offering a sophisticated improvement over classical methods.
Classical range estimation focuses solely on the spatial characteristics of RSSI, neglect-

ing its temporal and frequency domain properties. By considering these additional
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Figure 2-3: UWB Two-way Ranging. (Source: [24])

signal features, ML can achieve more accurate range and distance estimations, thereby
enhancing confidence in the results. Model-based ML approaches, particularly in
RSSI-based motion and gesture detection |15, 16, 17| , have proven effective in reduc-
ing algorithm complexity and computational time, offering a more sophisticated yet
efficient solution compared to traditional methods. Table 2.1 shows some model-based

ML applications in related works.

Table 2.1: ML Applications in Related Works

Related Work | RF Signal Application Classifier

[4] BLE RSSI Proximity Detection | Decision Tree

[18] BLE RSSI Proximity Detection | SVM

[19] BLE RSSI Proximity Detection | Linear Regression

[20] BLE RSSI Proximity Detection | 1D CNN

[21] BLE RSSI Proximity Detection | KNN, CART, RF

[22] Wi-Fi RSSI Proximity Detection | Naive Bayes

23] BLE RSSI Positioning RF, XGB, SVM, KNN, DT

UWRB technology, recognized for its precision in TOA measurements, emerges as
an alternative to the traditional RSSI-based BLE ranging systems. UWB’s advantage
lies in its ability to deliver precise distance measurements without relying on com-
plex machine learning algorithms that necessitate extensive training and substantial

amounts of labeled data. The availability of cost-effective UWB devices and the sup-
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port for UWB positioning in existing 5G cellular networks underscores its potential for
widespread adoption. Two-way ranging is a commonly used UWB ranging algorithm
without synchronization among all the mobile nodes [25], which meets the low-energy
consumption goal for the IEEE 802.15.4 standards. Two-way ranging measures the
round trip TOA by calculating the time difference from when device A sends a ranging
message to when it receives a response from device B (See Fig. 2-3). This method
accurately determines the distance between the two devices by timing the message
exchange. In ranging applications, UWB TOA achieves an impressive accuracy of
up to 10cm. In contrast, classical BLE RSSI ranging achieves accuracy within a few
meters. However, compared with BLE, UWB TOA proximity detection requires higher
power consumption for its operation, and it can be more susceptible to interference

from obstacles, leading to reduced accuracy in cluttered environments.

2.3 Channel Availability Analysis for RF Cloud

The RF signal radiated from billions of active and passive wireless devices for communi-
cations and positioning creates an RF cloud, causing co- and cross-channel interference
among all wireless devices. Empirical understanding and modeling of the stochastic
behavior of RF cloud interference are needed to manage and regulate the precious
spectrum sufficiently, a unique natural resource shared among all wireless devices of
the universe. The importance of intelligent spectrum management and regulation
was first experimented with worldwide by the FCC’s innovative release of Instrument
Scientific and Medical (ISM) unlicensed bands in May 1985 [26]. The unlicensed ISM
bands became the ground for the growth of popular Wi-Fi and Bluetooth technologies
and pioneering commercial application of spread spectrum, orthogonal frequency divi-
sion multiplexing (OFDM), multiple-input multiple-output (MIMO) antenna systems,
and mmWave technologies, which later became adopted for 4 — 7G cellular networks
operating in super expensive licensed bands [27]|. Today, the exponential growth of
IoT devices, the demand for smartphones for higher data rates, and their (IoT and

smartphones) ability to be ubiquitous and mobile have heightened the need for a
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new paradigm in spectrum management and regulation for sharing and managing
spectrum resources in cellular 6G, Wi-Fi 7, and beyond. However, none of the current
characterizations of wireless spectrum sharing take the effect of mobility into account.

The need for monitoring the mid-band (1 — 6GHz), where the most popular licensed
5G bands and ISM unlicensed bands reside, is gaining more importance as cellular
operators such as AT&T, T-Mobile, and Verizon have installed mid-band 5G radios
and popular Wi-Fi 6 — 7 operate in the same frequency bands instead of the mmWaves
(24-40GHz) [28|. T-Mobile covers around 260 million customers in the US with its
mid-band 5G network and expects to increase to 300 million. Similarly, Verizon
covers 200 million in the mid-bands and expects to reach 250 million by the end of
2024. Therefore, mid-bands are becoming the favorite of today’s wireless industry
because RF propagation in these bands supports coverage of significant distances
and passes through the building walls [29]. However, mid-bands are crowded with
underutilized military and satellite bands, which can be shared with the wireless
industry to facilitate the growth of 6G cellular, Wi-Fi 7, and beyond to maintain
the US leadership in this vital industry for secure nationwide communications. We
need a new paradigm for intelligent spectrum management and regulations by better
understanding the interference in the mid-bands in the presence of mobility. That
demands fundamental empirical RF interference propagation research in these bands
to characterize the statistical behavior of interference from mobile and stationary
devices from the standpoint of a mobile device.

Fig. 2-4 shows a simplified overview of the current infrastructure for wireless
communications of mobile devices and the role of major emerging wireless technologies:
6G, Wi-Fi 7, BLE, and wired Ethernet. The top right corner of the figure shows a
snapshot of spectrum utilization overlay of interference in 1.9 — 2.5GHz in a 20-minute
drive in downtown Worcester, Massachusetts [31|. The 1.9 — 2.5GHz portion of the
mid-band spectrum includes the most crowded 1.9GHz licensed bands for 5G and
2.4GHz ISM bands for Wi-Fi [32]. We observe two distinct segments of the bands:
the highly utilized bands on the corners and the under-utilized bands between them.

This simple observation raises three fundamental questions:
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Figure 2-4: Simplified overview of the current infrastructure for wireless communi-
cations, the role of major emerging wireless technologies: 6G, WiFi, and BLE, and
a snapshot of spectrum utilization overlay of interference in 1.9 — 2.5GHz in a 20
minutes drive in streets of downtown Worcester, MA [30].

e How does the statistical behavior of the interference differ in the highly utilized
mid-bands for licensed 5G and unlicensed Wi-Fi communications in the presence

of both stationary and mobile devices?

e What causes the under-utilization in the mid-band spectrum while the wireless
communication industry demands more bands to support the need and growth

of smartphones and IoT devices?

e How can we optimize the overall utilization to support the communication needs

of the growing number of stationary and mobile devices in the existing mid-band?

The answers to these three questions are highly profound and deeply complex as

they depend on the following:
e The evolution of frequency administration since the inception of FCC in 1934.

e The diverse need for spectrum management and regulation in active communi-

cations and passive radar monitoring,
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Figure 2-5: Mid Band Spectrum Allocation. (Source: [32])

e The diverse pattern of spectrum utilization in military and commerce for satellite

and terrestrial applications,

e The unprecedented exponential growth of stationary and mobile wireless devices

since the 1980s.

In the past decade, frequency administration agencies and the research community
have initiated considerable efforts to address several aspects of these complex questions.
In 2015, the FCC released the Citizen Broadband Radio Service (CBRS) bands at
3550 — 3700 GHz as a three-tiered access spectrum and a framework to accommodate
commercial services to share the bands with the military counterpart. Then, a few
yearlong disputes on L-bands (1.7 — 2.1GHz) among the global positioning system
(GPS) community and wireless communications industry began [27], and the wireless
communications industry is continually lobbying the Pentagon and White House on
sharing other mid-band military segments in 3.2 — 3.8GHz.

The research community began studying the creation of spectrum fingerprints
or radio maps in small areas surrounding a software-defined radio under “spectrum
cartography” [33]. In this field, a series of fixed sensors surrounding the radio trans-
mission antenna monitor the interference in irregular sample locations. Then, they
interpolate the radio map of interference of the area surrounding the antenna, bene-
fiting from different traditional and machine learning algorithms. More recently, the
interference radio map of small areas surrounding a source antenna with the help of
RFID monitoring devices spread around the source was interpreted as the digital twin
of the interference map [34]. As this interference map works with the assumption

of prior knowledge about the positioning of the RFIDs and their stationary range
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of interferences [33, 34|, they fail to capture the stochasticity of IoT devices in/on
mobile vehicles or humans. Mobile monitoring beyond a single fixed radiation RF
monitoring source [35] is required to create a radio interference map of a metropolitan
area, where the variability of the devices in time is considered. For digital twining of
the time-varying interference with sequential empirical samples of the spectrum taken
with a mobile device, we need to resort to machine learning algorithms to reconstruct
the pattern of interference in time, frequency, and space based on samples of empirical
interference gathered from monitoring of the spectrum with a mobile device. As a
result, the authors began studying the complexity, feasibility, and benefits of creating
a digital twin of the interference in the mid-bands with empirical mobile monitoring
of the spectrum by driving in the city streets |31, 35]. This scalable empirical mobile
digital twining approach can create an interference radio map of large metropolitan
areas and consequently cover the entire nation to demonstrate the real mid-band
interference statistical behavior and bandwidth utilization.

These studies will also encourage wireless standardization organizations to include
statistical interference models in their future recommendations to facilitate the compar-
ative performance of emerging intelligent spectrum management algorithms. Besides,
it will promote the industry to design RF cloud databases to cover all major cities
to assist in discovering solutions to optimize mid-band utilization with innovative
spectrum management and regulations. Scientific understanding of interference will
help find solutions for spectrum sharing among the wireless communications industry
and other industries such as positioning, astronomy, and agriculture. It will further
enable these industries to resolve their long-time standing disputes, resulting in more
comfort for the operation of billions of IoT devices and smartphone users to enjoy

faster and more affordable wireless communications.
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Chapter 3

PART I. Performance Evaluation of
Proximity Detection Using BLE RSSI

The risk of COVID-19 transmission increases when an uninfected person is less than
6 ft from an infected person for longer than 15 minutes. Infectious disease experts
working on the COVID-19 pandemic call this high-risk situation being Too Close for
Too Long (TCTL). Consequently, the problem of detecting the TCTL situation in order
to maintain appropriate social distance has attracted considerable attention recently.
One of the most prominent TCTL detection ideas being explored involves utilizing
the BLE RSSI to determine whether the owners of two smartphones are observing the
acceptable social distance of 6 ft. However, using RSSI measurements to detect the
TCTL situation is extremely challenging due to the significant signal variance caused
by multipath fading in indoor radio channels, carrying the smartphone in different
pockets or positions, and differences in smartphone manufacturer and type of the
device. In this study, we utilize the Mitre Range Angle Structured (MRAS) Private
Automated Contact Tracing (PACT) dataset to extensively evaluate the effectiveness
of Machine Learning (ML) algorithms in comparison to classical estimation theory
techniques to solve the TCTL problem. We provide a comparative performance
evaluation of proximity classification accuracy and the corresponding confidence levels
using classical estimation theory and a variety of ML algorithms. As the classical

estimation method utilizes RSSI characteristics models, it is faster to compute, is
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more explainable, and drives an analytical solution for the precision bounds proximity
estimation. The ML algorithms, SVM, Random Forest, and GBM utilized thirteen
spatial, time-domain, frequency-domain, and statistical features extracted from the
BLE RSSI data to generate the same results as classical estimation algorithms. We
show that ML algorithms can achieve 3.60%~19.98% better precision, getting closer

to achievable bounds for estimation.

3.1 Introduction

With the threat of COVID-19, a highly infectious virus, maintaining social distancing
is an effective way to prevent infection. Specifically, the risk of COVID-19 transmission
increases when an uninfected person is less than 6 ft from an infected person for
longer than 15 minutes (also called Too Close for Too Long (TCTL)). If the list of
people who are TCTL to each smartphone user can be detected and tracked passively,
they can be notified if the smartphone user tests positive for COVID-19. Existing
opportunistic RF positioning technologies can be used to track the infected smartphone
user’s daily motion trajectory. The owners of neighboring smart devices can then
be notified so that they can maintain social distance or get tested if they are in
found to have been TCTL. Although the tradeoff between the benefits of COVID-19
mitigation using contact tracing and the intrusion on users’ privacy remains a difficult
social-political problem, scientific research in this area has recently gained momentum.
With its short range and low energy consumption, the use of the ubiquitous BLE
signal has attracted significant attention. This led the Massachusetts Institute of
Technology (MIT), Boston, MA, to lead the Private Automated Contact Tracing
(PACT) consortium [36] to make available several high-quality BLE RSSI datasets,
which were gathered in a variety of proximity scenarios. Their goal was to challenge
the research and development community to discover a solution to this timely and
important problem. The reliability analysis of RSSI-based BLE ranging is a complex
problem because of the significant variance in the measured RSSI signal due to

the complexity of the multipath indoor radio propagation causing extensive signal
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attenuations, fading, and interference from other devices operating in unlicensed 2.4
GHz ISM bands. In prior work, real-world measurement studies and characterization
of proximity detection using BLE RSSI have been conducted in various scenarios
[37]. Some prior work has proposed approaches to improve RSSI-based proximity
estimation by integrating data from other sensors, including light [38], accelerometer
and gyroscope [39], and user-sensed motion [40]. Some other authors have incorporated
information on the place type [41], user context [42], sensed crowd [43], social context
[40], |44], social circles [45], indoor-outdoor detection [46] and place co-location [47].
A modified path loss model has also been utilized [48|. Beyond proximity, other
authors used RSSI to estimate the mutual orientation between users [49] and the
energy consumption of BLE RSSI proximity detection [4]. In this chapter, we present
the results of our extensive comparative performance evaluation of classical estimation
theory and Machine Learning (ML) algorithms for social distance estimation using
the BLE RSSI data. We utilized the MITRE Corporation Structured Angle dataset
of the PACT project to share generate results and make our observations from this
experiment. We begin by describing the MITRE Range Angle Structured (MRAS)
PACT dataset followed by a review of RSSI features that are useful for distance
estimation. Then, we present the classical estimation theory, which facilitates faster
proximity computation in a more logically explainable manner, and ML algorithms
that can be used to estimate user proximity with all the RSSI features. Finally,
we provide our quantitative comparative performance evaluation of traditional and
ML algorithms to solve the social distance estimation problem using the BLE signal.
For the classical estimation theory results, we present the method for computing
the confidence associated with the distance estimated using the BLE RSSI behavior
models. We also derive bounds on the confidence of range estimation using the CRLB.
For the ML estimations, we classified thirteen spatial, time, frequency, and general
statistical features of the BLE RSSI using three different algorithms: Support Vector
Machine (SVM), Random Forest and GBM. The final outcome of this extensive
study is the comparison of theoretical achievable bounds for social distance range

estimation using BLE RSSI with the empirical results obtained using two theoretical
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RSSI behavior models and three ML classification algorithms. The RF cloud around
wireless devices present an opportunity for designing novel cyberspace applications.
The RF cloud contains features of the signal that reflect the multipath characteristics
of the environment at each location. As a device moves, these multipath characteristics
change rapidly opening an opportunity for other devices to observe these variations
in characteristics and relate them to a location-dependent cyberspace application
[50], [51]. The PACT project is a new opportunistic cyberspace application focused
on an opportunistic proximity check application benefiting from the RF cloud of
the BLE. The Center for Wireless Information Network Studies (CWINS) at the
Worcester Polytechnic Institute (WPI), Worcester, MA has previous engagement in
the PACT project and is now exploring systematic research in this field. Short term,
the proximity detection BLE RSSI application can be investigated. Longer term
research could involve extending the BLE signal by including other sensors. We build
on our prior RSSI based positioning and motion and gesture detection research [15, 16,
27| for the current time. In future, we are planning to extend BLE by incorporating
other opportunistic wireless signals including those from Wi-Fi and Ultra-wideband

devices to increase the precision of range estimation.

3.2 The Pact Proximity Datasets And Measurement
Scenarios

There are seven datasets made publicly available by the PACT consortium [36].
Compared with the other datasets, MRAS dataset is well documented. Moreover,
it contains measurements in various testing scenarios at different distances, which
are relevant to our study goals of comparing the performance of classical and ML
algorithms using various features extracted from BLE RSSI measurements. The MRAS
dataset also contains different environment and tester pose settings. Environment
settings specify the properties of testing area, such as the room size and the tester’s

location in the room. Tester settings defines the way devices are used by testers, in
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which way they hold the smartphones, and the poses of testers. Fig. 3-1 shows the
location of device and 8 selected relative distances between testers for the MRAS
database. Fig. 3-1a shows the five scenarios emulating real life scenarios for position
of the smartphone: in hand, in purse, in shirt pocket, in front pants pocket, and in the
back pants pocket. Fig. 3-1b shows the BLE RSSI measurement scenarios for short
range of operation of up to 15 ft. The eight stationary locations for measurements
begin at 3 ft, are increased at intervals, and end at 15 ft. The distances are identified
with respect to a person who holds the smartphone with BLE beacons. The RSSI
measurement data are collected by another person (a receiver) positioned at the
eight labeled distances. In each test location identified in Fig. 3-1b, 5-10 seconds
measurements of BLE RSSI containing 300-400 samples of the RSSI are measured:

s(k) = RSSI(t k=1,..N, (3.1)

) ’t:kTs )

where N is the number of samples in a location and T} is the time interval between
two adjacent RSSI measurement samples.

Table 3.1 summarizes various operation scenarios reported in the MRAS measure-
ment database for collecting 300-400 samples of RSSI in each stationary dataset. The
first two rows capture variations in the room size and locations of testers in the area.
The detailed room size setting is not provided in the dataset, but a description of
the scenarios is available. For example, the entrance to the bathroom of apartment is
defined as small room, the kitchen is defined as medium room, and large living room
is defined as large room [37]. The next two rows identify the types of the smartphone
and the location of the smartphone on the tester body. The last row identifies testers
pose that is either “sit” or “stand” at the marked location. These datasets were
collected using three versions of Range-Angle Collection Protocol [36]: Short, Mid
and Full. The Full protocol consists of 40 datasets with RSSI measurements at eight
different distances shown in Fig. 3-1b and we used these datasets for our performance
evaluation for different proximity algorithms. We did not include the Short and Mid

versions, which had only two different distances of 3 ft and 8 ft and did not offer
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Figure 3-1: PACT measurement scenario for the MITRE Range Angle Structured
dataset, (a) five scenarios for location of the smartphone, (b) eight distances for
measurements of the RSSI data base. (Source: PACT website)

adequate diversity in measurement distances.

In our selected MRAS dataset, multipath fading characteristics and variation
in the environment caused close to 30 dB difference in the values of RSSI in each
measurement set and up to 30 dB variations in average RSSI in individual sets. The
RSSI measurements in each location, defined by (Eq. 3.1), are post-processed before
feeding them into classical and ML algorithms respectively. In the classical estimation
algorithms, the training data for RSSI behavior at each location Eq. 3.1, are averaged

at each distance. The average RSSI at each location is then defined by:

P > " s(k). (3.2)

N
N
k=1

This data post-processing for classical algorithms associates a single average RSSI
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Table 3.1: Scenarios For MITRE-Range-Angle-Structured Dataset

Scenarios Settings
Description of the areas |Small Room, Medium Room,
Large Room, Hallway, Outside

Location in the area Center open, Center congested,
Near wall open, Near wall congested
Type of Device iPhone XR, iPhone 11, iPhone 8,

iPhone6, iPhone 7, iPhone XS,
iPhone 6 Plus

Device location on-body |In hand, In purse, Shirt pocket,

Front pants pocket, Rear pants pocket
Tester Pose Standing, Sitting

measurement, P,, to each location.

For ML techniques, the RSSI measurements at each location is grouped in overlap-
ping windows of RSSI measurement vectors of length L, whose elements are defined
by

y(n)={s(k+n);k=0,1,.L —1};n=1,...,N — L. (3.3)

This processing associates an N — L set of L dimensional vectors with each location.
We utilized these post-processed RSSI data to perform our comparative performance
evaluations for various classical and ML algorithms. Our performance criterion is the
confidence in the decision made by the algorithm for the task of detecting the social
distance of 6 ft using BLE RSSI measurements gathered using a smartphone at a

given location.

3.3 Features of RSSI Short Range Fading

Motion in the environment affects RF propagation in multipath indoor and urban
areas and causes fading in the measured RSSI, which seriously challenges the precision
of RSSI-based ranging [52]. The channel impulse response for two wireless devices
communicating with a range r in a multipath, indoor, or urban area with N-paths, is

represented by [53]:
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Figure 3-2: Variation of the received power in dB as a function of the logarithmic
distance between the transmitter and the receiver and how we approach to model
them for different purposes.
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where (o, 7;, 6;) are the magnitude, time of arrival, phase, and DOA of the i-th path.

N

RSSI(t) = > |ho(as 75 0)° =

=1

N
Z Oéiejei5<t — 7'1')
i=1

N
E ;e
i=1

We can easily measure this RSSI from a transmitting wireless device without
any synchronization with the source. Multipath arrival of the signal in indoor and
urban areas, where the applications discussed in this chapter operate, causes extensive
fluctuations of the amplitude of the received signal in time. Fig. 3-2 illustrates the
variation of the amplitude in dBm (RSSI) as a function of the logarithmic distance
between the transmitter and the receiver, r, as a receiver moves away from a transmitter.

This figure also shows how we approach the modeling of these variations of the RSSI
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Figure 3-3: RSSI Estimation using traditional RSSI behavior model and the alternative
BLE specific model for a set of MRAS RSSI data.

for different applications. The instantaneous RSSI in a multipath environment always
varies over time and with small local changes in distance or movement of objects
located around the transmitter and the receiver antennas. The average of the RSSI
decays as the distance increases and we use an RSSI model to predict the average
received RSSI for calculating the coverage and interference of wireless networks and
for RSSI-based cyberspace applications [53]. The distribution function of temporal
changes in the signal is modeled with a few distribution functions to analyze the error
rate of wireless modems. The Fourier Transform of these changes is referred to as the
Doppler Spectrum, which reflects the speed of movement of objects or the device in the
environment of operation. As the objects scattered in the area or the wireless devices
move in the environment or we change the frequency of operation, characteristics of
the multipath features fluctuate drastically and cause fading in measured RSSI. In
the wireless communication literature, this phenomenon is discussed under temporal,
frequency-selective, and spatial fading [54]. In this body of knowledge, RSSI features
in space, time, and frequency are modelled using a few physical parameters that can
be measured. These features can be utilized to improve the reliability of estimates

generated by RSSI-base range estimation techniques.
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3.3.1 RSSI Spatial Features

In classical RSSI-base ranging we use the average RSSI in dBm for calculating the
distance between an antenna and a device, . The traditional method to model how
the RSSI is related to the distance from the transmitter is to use linear regression
and least square estimation to calculate the parameters of the model using empirical
data [52]. The traditional statistical linear regression model for the spatial behavior

of RSSI in dBm is:

RSSI: P, = Py — 10alogo(r) + X (o), (3.4)

in which r is the distance, X is a Gaussian random variable with variance o, represent-
ing the shadow fading effects, a is the distance power gradient of the environment, and
Py is the RSSI at a reference distance from the transmitter. Shadow fading represents
variations of the RSSI from the linear regression line in dB caused by objects shadowing
radio propagation paths between the transmitter and the receiver. We can use the
traditional Least Square (LS) method of statistical modeling to estimate the RSSI
spatial behavior model parameters, (P, «, o), using measured RSSI data in different
scenarios provided by the PACT (section 3.2) [52].

An alternative model for short range BLE RSSI is also reported in the literature
[55], which we tested on the PACT database. Based on empirical measurements of

BLE, this model suggests that the RSSI has an additional sinusoidal component:

2rr

RSSI: P, = Py — Acos < 3

) + 10 log(r) + X (o). (3.5)

Therefore, in addition to traditional model parameters, (P, «, o), this model
has two new parameters (A4, \), A is the amplitude scale of the sinusoidal part and
A is its spatial wavelength, which we can also estimate using the LS algorithm. In
this chapter, we expand the effective range of this alternative BLE specific model to
about 4.5 m (15 ft) and compare the results with produced using the traditional linear
regression model described by Eq. 3.4. Fig. 3-3 shows the difference between classical

linear regression RSSI model described by Eq. 3.4 and the alternative BLE-specific
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RSSI model described by Eq. 3.5 using a set of Mitre Corporation MRAS PACT data
in eight distances. The BLE-specific RSSI model on the average provides a slightly
better fit to data for predicting the measured RSSI values. In section V.A we compare

the performance of classical range estimation algorithms when we used the MRAS

RSSI database with both RSSI models.

3.3.2 RSSI Features in Time Domain

In RSSI ranging, we measure a sequence of RSSI values in time at each location and
estimate the range of these collective measurements. Because the person measuring the
BLE RSSI at a location has slight body motions and the objects in the environment
also move, the measured RSSI fluctuations in amplitude even when the transmitter
and the receiver are held in specific locations. In the multipath RF propagation
literature, these fluctuations are referred to as short range multipath fading and their
characteristics are modelled for performance evaluation of wireless communications
techniques [53]. By using an ML system designed for ranging, we can benefit from
the physical parameters of these fading models as features for training the algorithm.
Traditionally in data science we use the mathematical statistics as features of these
signals, the new features extracted from our understanding of the behavior of RF
propagation in multipath environment can potentially improve the performance of the
system. These features have been demonstrated to be very instrumental in RSSI-based
gesture and motion detection [15, 16]. In this study, we evaluate the effectiveness of
thirteen features of RSSI in estimating the social distancing between smartphone users
utilizing BLE RSSI. Table 3.2 is a summary of the radio propagation and statistical
features that we have selected to train the ML algorithms in our study. We calculated
these features for all BLE RSSI measurements, y(n), defined by Eq. 3.3 to form
a vector that is used to train the ML algorithms in the section. 3.4.2. We have
divide them into time-domain (section 3.3.2), frequency domain (section 3.3.3), and
traditional statistical features (section 3.3.4). The time domain RSSI features benefit
from classical radio propagation modeling of these fluctuations, which includes fading

rate, average fade duration, coherence time, and shape of the fading distribution,
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which we describe in the remaining subsection of this section.

Table 3.2: Summary of Thirteen Features of The RSSI For Training Machine Learning
Algorithms

Feature Name I Formula l Description
Time Domain Features
Fade Durati (p) e 1 (6a) | Th fading durati
'ade Duration T(p) = —— a e average fading duration
mpBrms
o —p2 The average number of downward
Level Crossing Rate N(p) = V2mpBrmse (6b) crossings of 2dB threshold per sec-
ond
L—m
50% Coherence Time > {y(n) —my} {y*(n+m) — m;} Representative of speed of fluctua-
Ryy(m) = n=1 tions in signal in a location
[r(n)| x [r(n + m)|
(6c)
2
Y Y i -
Rayleigh Parameter Fray(r) = L exp(— 2 ),y = 0 (6d) I-‘{epre'senjcatlve‘ of speedlof fluctua
o 20 tions in signal in a location

Frequency Domain Features

Energy E= /D(A)d)‘ (7a) | The energy of Doppler spectrum
_ a
Laplacian Best Fit D) = 1+ bA2 (7b) b is the bell shape fit parameter
[ A2D(N\)dx The second central moment of
Rms Doppler Spread Brms = W (7¢) Doppler spectrum

General Statistical Features

L
1
Mean I Z y(n) (8a) | The central value of a window
n=1
Yoop {9 Hmax — W) Honin (8b) Feal;-.to-peak changes in RSSI of one
ocation
L
L. 1 _\2 A measure of variations about the
Standard Deviation 7 2:1 (y(n) —g) (8¢) central value
n=
. IQR = Q3 — Q1 (8d) A measure of variability, based on
Interquartile range dividing a data set into quartiles
Skewness E[( (y(n) —9) )] (8¢) A measure of the asymmetry about
o the mean value of data set
_ A measure of whether the data set is
() —§)\4
Kurtosis E( pu )" (8f) heavy-tailed or light-tailed relative

to a normal distribution
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Crossing Rate and Duration of the Fades

Fig. 3-4a shows a sample of the fluctuations of RSSI sequences, y(n), over time
caused by small-scale temporal fading characteristics of the channel. Two interesting
features of short-range fading for RSSI measurements are the fading rate and fading
durations. We can calculate the rate of fluctuation of the envelope of the RSSI caused
by multipath fading with these parameters. It is well known that in Rayleigh fading
channels the threshold crossing rate, N(p), and average duration of fade, 7(p), are
related to the rms Doppler spread B, (see section 3.3). Fig. 3-4a shows the definition
of the fade rate and the duration of the fade as well as equations relating them together
on a sample of MRAS-measured data. Defining the normalized crossing threshold as,
p = A/Ains, in which A and A, are the threshold level and RMS amplitude of the
RSSI, respectively, these relations are given by Eqs. 6a and 6b [53] in the top two
rows of the time-domain features in Table 3.2. Given a set of data in a location (Fig.
3-4a) we find the fading rate and fade duration for the signal and use these values as

features to train the ML algorithm.

Coherence Time

Another feature to determine the speed of fluctuations in values of RSSI is the
coherence time of the signal [53|. The coherence time is the width of the correlation
function of the samples of the RSSI in a location. For L. samples of RSSI defined by
sequence y(n), Eq. 3.3, the normalized autocorrelation function is given by (6¢) in

Table 3.2, in which

As shown in Fig. 3-4b, the value of the plot at the intersection with the 50% line
is used as the coherence time. We can use the coherence time as another time-domain

feature of the small-scale fading in a location to train an ML algorithm for ranging.
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Figure 3-4: Summary of time- and frequency-domain features extracted from samples
of MRAS RSSI data a) level crossing rate and fade duration and their relation to RMS
Doppler spectrum for a sample, b) 50% Coherence Time using the autocorrelation
function, ¢) Rayleigh fit for the distribution of amplitude fluctuation, and d) Laplacian
fit to Doppler Spectrum.

Shape of Fading Distribution

Multipath fading results in fluctuations in the signal amplitude because of the addition
of signals with different phases arriving from multiple paths. This phase difference
is caused by the signals traveling different distances along multiple arriving paths.
Since the phase of the arriving signals changes rapidly, the received signal amplitude
undergoes rapid fluctuation that is often modeled as a random variable with a Rayleigh
distribution given by Eq. 6d in Table 3.2 [53], where 0,4y, is the standard deviation
of the Rayleigh distribution function. To model these fluctuations, we can generate

a histogram of the amplitude of the received signal in time and fit it to a Rayleigh
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distribution function. Fig. 3-4c shows a sample Rayleigh fit to the MRAS data. By
fitting the Rayleigh distributions to a set of MRAS data, y(n), we can determine
Oray, the parameters defining the distribution of that data and then associate that

parameter as a feature per-location for training the ML algorithm.

3.3.3 RSSI Feature in Frequency Domain

Traditionally, RSSI of RF signals have been used in Doppler radars and for GPS
signals to measure the speed to correct the estimated range for moving objects. In
recent years, using RSSI signals in time and in frequency with intelligent algorithms
has attracted attention in new emerging fields for big data such as gesture [56] and
motion detection [15, 16]. Parameters associated with the Doppler spectrum can
also be used for range estimation using ML algorithms. Doppler spectrum, D()), is
the magnitude square of the Fourier transform of variation of the signal in the time
domain. For a discrete sequence, y(n), using the Fast Fourier Transform (FFT), we

can calculate samples of the Doppler spectrum function as:

Y(k) = FFT [y(n)]
D(k) = D()‘)‘)\:k/Ts = ’Y(k)ﬁ

We extracted three features from the empirical Doppler spectrum obtained from
a set of data at a location, y(n). The middle part of Table 3.2 summarizes these
frequency domain features. These parameters are the energy of the signal, F, defined
by Eq. 7a in Table 3.2, the RMS Doppler spread, defined by Eq. 7b, and the shape of
the Doppler spectrum in indoor areas, defined by Eq. 7c. The RMS Doppler spread
is the normalized second moment of the y(n), reflecting the speed of motions in the
environment. We used this parameter in the previous section to calculate the fade
rate and duration as well. According to the IEEE 802.11 standard organization model
for the RSSI, the Doppler spectrum shape follows a Laplacian distribution in indoor
areas, shown in Eq. 7b of Table 3.2 [54]. By normalizing amplitude to one, a = 1.

Fitting with empirical data results in a single parameter, b, which reflects the speed of
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BLE RSSI fluctuations at a given location. Fig. 3-4d shows a sample of the FFT and
the best fit Laplacian function for the MRAS RSSI data. In this way, we extract three
parameters to represent the frequency domain characteristics of each data sequence
y(n), {E, Bus, b}, and use these three features along with the four time-domain

features and the following six statistical features for training ML algorithms using the

MRAS data.

3.3.4 Statistical Features of RSSI

The features of the signal that we referred to so far in this section have physical
meanings that we borrowed from the multipath RF propagation literature [54]. The
set of RSSI data in a location can also be treated as a mathematical sequence from
which we calculate statistical features that are then fed as inputs to ML algorithms.
In this study, we have included six common statistical features of the RSSI samples at
a location, shown in the last six columns of Table 3.2, for training the ML algorithms.
The two top rows of statistical features are mean and peak-to-peak changes of the
RSSI sample at a location. Another traditional RSSI feature is the Interquartile
Range (IQR), which shows the spread of RSSI. Skewness and Kurtosis are parameters
depicting the shape of RSSI distribution.

3.4 Proximity Detection Algorithms

The objective of this study is to investigate the accuracy of classical estimation theory
algorithms for COVID-19 proximity detection and compare their performance with
the results obtained using ML algorithms. Classical algorithms use the empirical
measurements to model the behavior of RSSI with Eq. 3.4 and Eq. 3.5, then calculate
the confidence of the estimation based on the parameters of these models. This
approach enables faster computation in a more logically explainable manner and it
also enables us to calculate the CRLB of the performance achievable by any algorithm.
ML algorithms benefit from all the spatial, time, frequency, and traditional statistical

features of the RSSI shown in Table 3.2, solving the same problem and providing their
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confidence level on these estimates. In the remainder of this section, we describe the

details of these two classes of algorithms that we have used in this study.

3.4.1 Classical Estimation Algorithms

Classical estimation theory provides methods for modeling, estimating, and calculating
the performance bounds of an estimator. In the classical estimation theory terminology,
estimation of the range using the RSSI, P,., defined by Eq. 3.2, is referred to as
estimation of a single parameter, the range r, using observation of the function of the

parameter, g(r), in additive Gaussian noise, the shadow fading X (o),

O:P.=g(r)+ X(o). (3.6a)

In our problem, we have a traditional RSSI linear regression model, Eq. 3.4, and

its alternative BLE-specific model, Eq. 3.5 [57]:

g1(r) = Py — 10alog;o(r)
g2(r) = Py — Acos(2rd/\) + 10 log(r).

(3.6b)

When we establish the model, the classical estimation theory provides us with
tools for systematic estimate of the range and the analysis of the accuracy of the
estimation. Given an RSSI value, we can estimate the distance and calculate the
confidence in the accuracy of that estimation in observing the social distance. In
addition, classical estimation theory provides tools for the calculation of the variance
of the estimate using CRLB on the accuracy of a single measurement and optimal

confidence expected from estimation using any algorithm.

Empirical Range Estimation and Confidence

In classical estimation theory, the optimal estimate of the range, 7, for an average
RSSI measurement of a device, P,, defined in Eq. 3.2 taken at a specific range, r, is
found by solving:

P =g"'(0)=g"(P). (3.7a)



For a traditional linear regressive model, Eq. 3.4, we have a closed-form answer

for the problem:

Pr—Py

F=g YP)=10" 10 . (3.7b)

For the alternate BLE-specific model, Eq. 3.5, we find the numerical solution to
P, = Py — Acos(2mr /) + 10alog(7). (3.7¢)

If the estimated range is less than or equal to the admissible social distance of 6 ft,
given that the device was also within the 6 ft range, or when the estimated range is
more than 6 ft and the device range is also more than 6 ft, we are confident that the
algorithm works properly. Therefore, the confidence on the estimate of the classical

algorithms for BLE RSSI measurements at a given distance r is calculated from [52]:

v(r)=Pr{[r <6/P. < BN [f>6/P. > Fs|}

('PGT_PTD | (3.7d)
20

1
=1— —erfc
2

where Py = ¢(6) is the expected RSSI measured at 6 ft distance obtained from
RSSI behavior model and ¢ is the standard deviation of the shadow fading. For our
empirical analysis of the classical estimation methods, we have used Eq. 3.7d to
calculate the confidence on any set of test data. We will explain these in more detail

in the introduction to section V and Fig. 3-6.

Bounds on Ranging and Confidence

Another power tool from classical estimation theory is the CRLB, which is a bound
on the variance of the ranging error, and it is the inverse of the Fisher Information

Matrix (FIM) of the dataset [52]:

o?(r) = CRLB > FIM ™! = (3.8a)
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o, is the standard deviation of shadow fading at the location, and g(r) is the function
representing the model for the two models of RSSI behavior we studied. Substituting
the two models given in Eq. 3.6b in to Eq. 3.8a, we have:

In1
o1(r) — VORLB > 210 7, (3.8b)

o5(r) = VCRLB > 7 . (3.8¢)

2wA . 2mr 10«
VN sin(50) 4 )

Equation Eq. 3.8a provides bounds on the variance of the estimate using the two

RSSI behavior models at a given location. In our COVID-19 social distancing problem,
we are interested in measuring our confidence in a distance estimate. The confidence
is the probability that the estimated range is less than or equal to the admissible
social distance of 6 ft given that the device was, in fact, within the 6 ft range; or
the probability that the estimated range is more than 6 ft and the device range is
also more than 6 ft. If we assume that distance measurement error is a zero mean

Gaussian random variable, we can model the distance estimate by

F=r+ulol)],

where 7 [o(r)] is the measurement noise calculated from the CRLB of Eq. 3.8a.
Therefore, given a distance, r, and assuming that the distance measurement error is a
zero mean Gaussian random variable, we can calculate our confidence in making a

measurement in one side of 6 ft and estimating it on the correct side from:

:1_1m&(m—m)’ (3.9)

where 7(r) is the bound on the confidence of estimating the distance using RSSI
observed at a distance r, and o(r) is the variance of estimation defined by Eq. 3.8a.

Egs. 3.8b and 3.8c demonstrate the bounds on estimating a location from classical
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Figure 3-5: Overview of hybrid model-based ML proximity detection approach.

models for RSSI behavior, an ideal expected confidence, while Eq. 3.2 demonstrates
the confidence on actual measurements. Eq. 3.7d an algorithm for calculation of
confidence from the empirical data. In section V, we use these equations to calculate
the bounds on the confidence of range estimation as well as the confidence of the RSSI

measurement-based ranging using empirical data (see Fig. 3-6 in that section).

3.4.2 Machine Learning Algorithms

In classical range estimation, only the spatial characteristics of RSSI measured values
are utilized without consideration of its temporary characteristics in time and in
the frequency domain. ML algorithms can benefit from other features of the signal,
providing a better estimate of the range and distance and improving the confidence of
the result of estimation. In this chapter, we intend to compare these two approaches
quantitatively. In practice, the ML approach is more computationally sophisticated,
and the classical approach is more analytically complex but simpler to implement.
The classical approach relies on modeling, which enables faster computation in a more
logically explainable manner. Moreover, classical approaches generalize better to new,
previously unseen scenarios. While prior work has typically used either the classical or
ML approaches, we explore combining both methods, creating a third hybrid approach
that uses classical models and parameters as inputs to the ML algorithms, facilitating
model-based ML algorithms. In a sense, this is the best of both worlds, integrating
the temporal characteristics in time and frequency as well as model parameters (see

Fig. 3-5). Model-based ML has been shown to be effective in RSSI-based motion and
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gesture detections to reduce the complexity and computational time of the algorithms
[15, 16, 17]; in this chapter, we have examined them for the proximity range estimation
for COVID-19 social distancing with BLE signals.

In the remainder of this section, we review the three ML algorithms that we have
considered in this study and used in our comparative performance evaluation among

classical: Random Forest, Gradient Boosted Machines, and Support Vector Machines.

Random Forest

Random Forest is an ML classification algorithm that is an ensemble of K classifiers
M;,... Mg, where each classifier is a decision tree created using a different sub-sample
of the entire dataset [17]. The final classification is obtained by majority voting of the
K decision trees My Ms,... Mk. For a new test point x, the class predicted by the

Random Forest model M* using majority voting is:

M*(z) = argmax {v;|j = 1,....k},

Cj

where v; is the number of trees created from the different dataset sub-samples, which

predict the class of @ as ¢;. That is,
vi(@) = [{M" =¢lt=1,.K}.

Gradient Boosted Machines

We explored classification using XGBoost, a high-performance implementation of
GBM also called Gradient Boosted Trees [58]. The GBM classification model is an

ensemble model that uses K additive functions to predict the output:

K
=) =Y felwi), fu € F,
k=1

where F' is the space of regression trees created from different subsets of the input

dataset. To learn the set of functions utilized by the model, the following regularized
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objective is minimized
L(6) =Y U(,y:) + > Qi)
i k

where [ is a differentiable convex loss function, which measures the difference between

the prediction ¢y and target y;, and
1 2
Q(f) = ’}/T—i_ 5)\”wscoreH ’

in which 7" is the number of leaves in the tree, v and A\ are regularization parameters,

and wg.ore 1S the score of corresponding leaves.

Support Vector Machines(SVM)

SVM is a ML classification algorithm that tries to discover a hyperplane that maximizes
the margin between the target classes in feature space [59] and it is based on the
theory of maximum linear discriminants. For two classes to be classified, SVM finds
peripheral data points in each class that are closest to the other class (called support
vectors). For a dataset D with n points @; in a d-dimensional space, a hyperplane

function h(x) can be defined as
h(z) = w'e +b=wx; +wyry + ... + warg + b,

where w is the weight vector. Overall, n points, the margin of the linear classifier can
be defined as the minimum distance of a point from the separating hyperplane given

as:

The SVM classifier finds the optimal hyperplane dividing the two classes by solving

the minimization problem with objective function:

g {121°)
Y
w;b 2
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Figure 3-6: Bounds on confidence on estimation as a function of distance for MRAS
RSSI database (top lines) versus performance of classical and alternative RSSI behavior
modeling range estimation as well as SVM, Random Forest, and GBM ML algorithms.

with linear constraints:
h(x) = y;(w z; +b) > 1,Vx; € D.
Then, the class of a new point z, is predicted as:

g = sign(h(z)) = sign(w”z + b).

Confidence Calculaion

To compare the performance of ML Classifiers with that of the classical estimation
theory, it is necessary to calculate the confidence of the classifications generated by
the SVM, Random Forest, and GBM classifiers. To calculate this confidence, we split
the training data into 8 groups based on the distance between the transmitter and

the receiver. Then we calculated the confidence at each distance from:

y(r) = Pr{[# <6/r <6]N[F>6/r> 6]}, (3.10)

which represents the probability of estimating the distance to be at the correct side of

6 ft social distance barrier. These results from ML algorithms are comparable with the
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results obtained from Eq. 3.10 for the two classical approaches from the traditional
linear regression and the BLE-specific models for RSSI behavior. These experimental
results are then compared with the bounds on confidence in Eq. 3.2 obtained from

the calculation of the CRLB.

3.5 Performance of Ranging with BLE Signals

In this section, we present the results of applying the algorithms described in section
3.4, using the BLE RSSI features described in section 3.3, on the PACT MRAS dataset
that was described in section 3.2. The basic performance criterion we use is the
confidence on correctly estimating the social distance of 6 ft between smartphone
users. That is, the probability of correctly detecting the distance of a device relative
to the 6 ft threshold using RSSI measurements. We begin by calculating bounds
on the confidence of RSSI-based ranging (section 3.4.1); then we present the results
of classical estimation theory ranging (section 3.4.1), and finally results from ML
algorithms (section 3.4.2).

As the first step, the training data is used for calculating the parameters of the
traditional RSSI behavior models using the LS algorithm. The model parameters are
then used to calculate the CRLB and then the bounds on the confidence. Then, the
test data and model parameters are used for calculating results from the test data to
determine the confidence on classical methods with the two RSSI behavior models.
Finally, we trained the three ML algorithms using the training data and found the
confidence on estimation for the test data to compare with results of classical methods
as well as bounds on the performance. We refer to the results of calculating the
bounds on the test data using spatial RSSI behavior models as classical performance
evaluation, and we present those results first.

All the test scenarios shown in Table 3.1 are for the Line-Of-Sight (LOS) propaga-
tion condition without any object obstructing the LOS path between the transmitter
and the receiver, and the maximum distance is 15 feet (Fig. 3-1b). We begin by
presenting the results for our traditional RSSI behavior model described by Eq. 3.4.
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We have 40 sets of data for five scenarios in eight distances. We utilized 75% of the data
to estimate the parameters of the RSSI behavior model with the LS algorithm. The
model is trained for LS estimation with the RSSI averaged at each distance shown in
the measurement scenario of Fig. 3-1b. The three parameters of the traditional RSSI
regressive model, power at the reference point, distance-power gradient, and standard
deviation of shadow fading, were Py = —54.94 dBm, a = 1.74 and o = 3.78 dB,
respectively. We repeat the same procedure on training data to calculate the five
parameters of the alternative BLE-specific model. These parameters, power at the
reference point, scale factor, spatial wavelength, distance-power gradient, and the
standard deviation of shadow fading were calculated as Py = —55.88 dBm, A = —0.93,
A =11.31, = 1.51, and o = 3.78 dB, respectively.

3.5.1 Effects of Distance on Confidence

With these parameters of the RSSI behavior models estimated using LS estimation,
we calculated the bound on standard deviation of the range measurement error using
the CRLB for the two, classical and BLE specific models from Eqgs. 3.8b and 3.8c,
respectively. These bound are then applied to Eq. 3.9 to determine the bounds on
confidence on the estimate as a function of distance, (r), for the two RSSI behavior
models. The solid line on top of Fig. 3-6 shows the plot of bounds on confidence on
estimation as a function of range, v(r), for the two path loss models. As shown in this
figure, although the alternative model was providing a better estimate of the RSSI
values (Fig. 3-3), the confidence for estimating the range from either of the models
with the CRLB remains almost the same. The alternative model provided a slightly
better performance than the classical linear regression model in Fig. 3-3 because it
fits better to BLE data before 3.5 m. With the BLE RSSI, for less than 1.5 m, we are
almost 100% confident in the estimate enabling us to overrule the social distance range
of 6 ft and for distances of more than 2.5 m we have the same confidence that we are
observing the social distance rule. Since models are based on zero mean Gaussian
modeling of the noise at the exact distance of 6 ft, the best algorithms can only detect

the range with 50% confidence. The bounds on confidence, ¥(r), plots in Fig. 3-6
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Table 3.3: Effect of Environment on Confidence

Device as Re- Environment Confidence Confidence
ceiver (%) (%)
Room Size Location of Classical RSSI GBM
Tester Model
iPhone 11 Small Room  Near Wall 60.01 81.77
Open
Medium Room Near Wall Con- 81.46 92.30
gested
Near Wall 61.88 75.88
Open
Center Open 51.68 78.69
Large Room  Near Wall 64.11 84.76
Open
Center Open 78.89 93.43
Outside Center Open 74.69 84.49
iPhone XR Medium Room Near Wall Con- 66.71 89.35
gested
Near Wall 75.37 89.80
Open
Center Open 74.65 88.33
Large Room  Near Wall Con- 84.73 94.96
gested
Center Open 69.08 88.39
Hallway Near Wall 66.75 87.13
Open
Center Open 82.85 87.46
iPhone 8 Small Room  Near Wall Con- 62.04 83.71
gested
Large Room  Center Open 56.95 94.02
Hallway Center Open 75.63 94.44
Outside Center Open 86.09 97.35
iPhone 7 Medium Room Center Open 75.15 88.76
Large Room  Near Wall 81.83 89.20
Open
Outside Center Open 64.76 89.15
iPhone XS Medium Room Center Open 87.80 95.77
Center  Con- 67.22 80.91
gested
Outside Center Open 70.69 84.41
iPhone 8 Plus Medium Room Center Open 81.85 80.02
Large Room  Center Open 60.82 77.52
iPhone XS Medium Room Center Open 50.81 90.39
Max
iPhone X Medium Room Center  Con- 66.03 86.34
gested
iPhone 7 Plus Outside Center Open 64.30 86.99
iPhone 6 Large Room  Center Open 76.05 92.08

show us the best-expected confidence that we obtain from RSSI measurements in our

test dataset.
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Table 3.4: Effect of User Behavior (Tester’s Pose and Location of Phone) on Confidence

Device as  Pose Phone on-body Location Confidence (%) Confidence
(%)
Receiver Testerl Tester2 | Testerl Tester2 Classical RSSI GBM
Model
iPhone 11  StandingStanding In Hand In Hand 78.08 88.40
Front Pants 60.07 81.77
Pocket
Sitting  In Hand In Hand 67.89 87.27
Front Pants 56.91 81.61
Pocket
Sitting Sitting In Hand In Hand 61.88 75.88
Shirt Pocket  Shirt Pocket 60.85 82.56
iPhone XR StandingStanding In Hand In Hand 75.37 89.80
Front Pants 74.51 91.49
Pocket
Shirt Pocket  Front Pants 75.18 87.37
Pocket
Front Pants In Hand 84.74 94.96
Pocket
Sitting  In Purse Front Pants 60.76 88.81
Pocket
In Hand Rear Pants 76.05 81.98
Pocket
In Hand 61.71 87.78
Front Pants 66.75 87.13
Pocket
In Purse 65.28 81.79
Front Pants In Hand 82.85 87.46
Pocket
Sitting Standing Shirt Pocket  Front Pants 78.37 90.55
Pocket
iPhone 8 StandingStanding In Hand In Hand 62.04 83.71
Front Pants 75.63 94.44
Pocket
Front Pants Front Pants 86.09 97.35
Pocket Pocket
Sitting  In Hand In Hand 56.55 94.02
iPhone 7 StandingStanding In Hand Front Pants 81.83 89.20
Pocket
Sitting  In Hand In Hand 67.91 88.30
Front Pants In Hand 61.61 89.99
Pocket
Sitting Standing In Hand In Hand 75.15 88.76
iPhone XS StandingStanding In Hand In Hand 79.34 90.09
In Purse Front Pants 67.22 80.91
Pocket
iPhone 8 StandingSitting In Hand In Hand 80.02 81.85
Plus
Shirt Pockets In Purse 60.82 77.52
iPhone XS StandingSitting Front Pants Front Pants 50.81 90.39
Max Pocket Pocket
iPhone X StandingStanding Front Pants Front Pants 66.03 86.34
Pocket Pocket
iPhone 7 StandingStanding In Hand In Hand 64.30 86.99
Plus
iPhone 6 StandingSitting In Hand In Hand 76.05 92.08

As the next step, we examined the performance of classical estimation models from
solving Eq. 3.7b to estimate the distance from the test data. In this part, we use the

average RSSIs for each distance, r, in the remaining 25% of the database to solve Eq.
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Figure 3-7: Bounds on confidence on estimation as a function of distance for MRAS
RSSI database (top lines) versus performance of classical and alternative RSSI behavior
modelling range estimation as well as SVM, Random Forest and GBM ML algorithms.

3.7b to find our estimate of the distance, 7, with each of the RSSI behavior models.
Then, we empirically calculated the confidence from Eq. 3.10 for any specific data
set. The bottom lines of Fig. 3-6 show the performance of the range estimation with
traditional and BLE-specific alternative models obtained from empirical studies. The
performance of the classical estimation algorithms follows the V-shape of the bounds
on the performance, but the quality of the estimate is substantially lower than the
bounds. This encouraged us to examine ML algorithms to improve performance. The
dashed lines in Fig. 3-6 show the results of applying the three different ML algorithms
examined in this chapter (section 3.4.2). The three ML algorithms, SVM, Random
Forest, and GBM, will improve the performance over the classical methods when the
social distance of the device is 6 ft or larger. However, on or in the proximity of 6 ft,

classical models perform slightly better.

3.5.2 Effects of Environment and User Behavior

In the last section, we presented the results of the effects of range on confidence of
estimate with classical and ML algorithms, and we compared that with performance
bounds that are achievable as calculated using CRLB. Now that we established the
framework for the analysis against the bounds and trained our algorithms with the

training database, it is possible to explore the relationship between scenarios of
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operation and the behavior of the user on the expected performance. In section 3.2,
Table 3.1, we partitioned the MRAS database into five different scenarios for the test.
We classified the top two scenarios in Table 3.1, describing the area size and relative
location in the area, as scenarios related to the effects of the environment, and the
last two scenarios describe the location in which the smartphone is carried and the
pose of the tester, as scenarios describing the user behavior. In this way, we divide
the scenarios into the environment and user behavior and analyze them separately
for each of the seven different devices in the middle column of Table 3.1. To make
the comparison more focused and clearer, we first compare the performance of the
classical RSSI linear regression model with that of the GBM ML algorithm. As shown
in Fig. 3-6, the results of confidence analysis with the traditional RSSI model and the
BLE-specific model are very close. The average confidence over all distances for the
classical method using the traditional linear regression in this figure is 69.60%, and
the average confidence for the BLE-specific model is 69.55%. As the alternative model
has almost the same average confidence as the classical model and the traditional
algorithm offers an easier and more physically explainable method for estimation, we
only compared the classical model with the best ML algorithms. The GBM classifier
has the highest average confidence of 89.58% for the entire dataset, the average for
Random Forest is 84.88%, and SVM has an average of 73.20% in confidence. All three
ML algorithms benefited from all thirteen features of the RSSI and performed better
than the classical models. Overall, GBM achieves the best results. Therefore, the
comparison of GBM and traditional RSSI behavior modeling for our specific problem
illustrates the best performance that the classical and ML algorithms can achieve with
our existing dataset.

We began our analyses of the effects of various parameters on performance by
looking at the results in different environments. Table 3.3 shows the confidence in
different environmental settings for all tested smartphones with the classical RSSI
model and GBM. The MRAS dataset utilized in this study was collected by multiple
currently cohabiting testers and in multiple random scenarios to create a comprehensive

dataset. The tests were conducted in various residential buildings or public spaces
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representing a variety of architecture and five different space sizes. The testers had to
strictly obey social distancing guidelines if the test was conducted in publicly accessible
locations [36]. The best indoor results are obtained in medium rooms, near the walls,
in congested areas, by iPhone XS (up to 87.80% for classical and up to 95.77% with
GBM), and outside, the center of the open areas, by iPhone 8 (86.09% for classical
and 97.35% for GBM). The worst indoor result for the classical is obtained in medium
rooms, the center of the room, in open areas, by iPhone XS Max (50.81%). The worst
indoor result for GBM is obtained in medium rooms, near walls, in congested areas,
and by iPhone 11 (75.88%). The worst outdoor result in open areas for classical is
obtained by iPhone 7 Plus (64.30%). The worst outdoor result in open areas for GBM
is obtained by iPhone XS(84.41%). The average confidence for indoor environment is
70.20% for classical, which is about 4.83% less than that of outdoor (75.03%). The
average confidence for indoor environment is 87.37% for GBM which is 2.24% less
than that of outdoor (89.61). The average confidences are 61.03% and 82.74% in small
rooms, 70.05% and 86.38% in medium rooms, 71.51% and 89.30% in large rooms,
75.08% and 89.68% in hallways for classical and GBM respectively. The average
confidence increases with the room size. On average, GBM shows a 17% improvement
in confidence over results achieved by the simple classical regressive model. Table 3.4
compares the confidence of estimation using classical estimation approaches with the
GBM ML algorithm for different user behaviors and with different devices. The best
results are obtained under the scenario that both testers are standing and holding
their phones in their front pants pocket, and by iPhone 8 (86.09% for classical and
97.35% for GBM). The worst result for GBM is obtained in the scenario that both
testers are sitting and holding their phones in hand, by iPhone 11 (75.88%). The
worst result for classical is obtained in the scenario that Testerl is standing, Tester2
is sitting, and both testers are holding their phones in their front pants pocket, by
iPhone XS Max (50.81%). The average confidences are 73.60% (classical) and 88.77%
(GBM) if both testers are standing, 61.37% (classical) and 79.22% (GBM) if both
testers are sitting, 66.13% (classical) and 86.53% (GBM) if the Testerl is standing
and Tester2 is sitting, 76.76% (classical) and 89.66% (GBM) if Testerl is sitting and

47



Tester2 is standing.

3.5.3 Effects of Number of Features in Performance of Machine

Learning Algorithms

We studied three Machine Learning algorithms: SVM, Random Forest, and GBM. For
comparative performance evaluation of these algorithms, we trained the algorithms
using the 13 features shown in Table 3.2, classified into three sub-groups: time-,
frequency-domain, and statistical. The ML algorithms, in addition to confidence,
produce measures of the importance of the features. Fig. 3-7 shows the feature
importance for the ML classifiers that we studied. As shown in the figure, the average
RSSI is the most effective feature. This is the feature that we also used for classical
estimation modeling. Rayleigh parameter and Ypop reflecting variations in the RSSI
have shown to contribute significantly. Since the MRAS dataset is collected in a
static environment and the Doppler Spectrum is related to the speed of moving
antenna and moving objects between antennas, the Frequency domain features have
shown less contribution to the classification compared with the other two groups.
Another traditional approach in ML is to analyze the direct effect of the feature
on the performance criteria, which is the confidence in the decision regarding the
6 ft threshold necessary to observe social distance. To implement this procedure,
we sort the features for any of the algorithms according to their importance and
re-evaluate performance while dropping them one after another. The intuition here
is to demonstrate the importance of each feature on performance. Fig. 3-8 shows
the result of the gradual removal of features each time we remove the single feature
with the highest importance. The confidence of distance estimation using SVM drops
significantly after the first three features are removed, demonstrating that the first
three features dominate its performance. The performance of the Random Forest
classifier drops gradually up to the removal of the first five features. For this algorithm,
there is no sharp drop in performance, demonstrating that more features contribute

to the model’s performance. There is no dominating contribution by certain features.
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Figure 3-8: Relation between confidence and number features for SVM, Random
Forest, and GBM ML algorithms as the most important of thirteen features are
eliminated from training the algorithms.

The accuracy of the GBM classifier increases with the number of features and follows a
similar gradual performance degradation pattern as Random Forest. As both methods

are tree-based ensemble ML methods, the similarity in their performance is expected.

3.6 Summary

The risk of COVID-19 transmission increases if an uninfected person is less than
6 ft from an infected person for longer than 15 minutes (also called Too Close for
Too Long (TCTL)). In this chapter, we have presented research, development, and
comparative analysis of classical estimation theory methods, which enables faster
computation in a more logically explainable manner and novel hybrid model-based
ML approaches for proximity distance estimation using the RSSI information radiated
from the broadcast channels of the BLE. Our results are based on analyses of the
Mitre Range Angle Structured (MRAS) PACT dataset in five different environments,
with five different locations for the smartphone, and eight different smartphones. Our
analysis methodology provided a framework for the empirical analysis of the estimation
confidence when applying both classical estimation theory and ML algorithms for
solving the social distance estimation problem with BLE RSSI. We derived bounds on
the confidence on estimation using RSSI of BLE as a function of distance. Then, we

compared the performance of classical estimation theory ranging algorithms with that
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of the ML algorithms against the bound and we analyzed the effects of the environment
and user behavior on the performance of the algorithms. The classical estimation
theory algorithms using two models for RSSI spatial behavior were compared with
three different ML algorithms (Random Forest, GBM and SVM) benefiting from
thirteen features of the RSSI. Classical algorithms showed an average confidence of
69.60% in correctly estimating the social distance threshold of 6 ft. The GBM ML
algorithm demonstrated that using the thirteen features can increase the confidence
in the estimation of this social distance using BLE RSSI with an average confidence
of 89.58%, which was 19.98% higher than the average confidence achieved using the

classical approach.
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Chapter 4

PART I: Proximity Detection: Direct
UWB TOA versus ML-Based BLE
RSSI

In this chapter, we compare the direct TOA-based UWB technology with the RSSI-
based BLE technology using machine learning algorithms for proximity detection
during epidemics in terms of complexity of implementation, availability in existing
smartphones, and precision of the results. We establish the theoretical limits on the
precision and confidence of proximity estimation for both technologies using the CRLB
and validate the theoretical foundations using empirical data gathered in diverse
practical operating scenarios. We perform our empirical experiments at eight distances
in three flat environments and one non-flat environment encompassing both Line of
Sight (LOS) and Obstructed-LOS (OLOS) situations. We also analyze the effects of
various postures (eight angles) of the person carrying the sensor, and four on-body
locations of the sensor. To estimate the range with BLE RSSI, we use 14 features for
training the GBM learning algorithm, and we compare the precision of results with
those obtained from the memoryless UWB TOA ranging algorithm. We show that the
memoryless UWB TOA algorithm achieves 93.60% confidence, slightly outperforming
the 92.85% confidence of the BLE RSSI with a more complex GBM algorithm and
the need for substantial training. The training process for the RSSI-based BLE social
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distance measurements involved 3000 measurements to create a training dataset for
each scenario and post-processing of data to extract 14 features of RSSI, and the ML
classification algorithm consumed 200 seconds of computational time. The memoryless
UWB ranging algorithm achieves more robust results without any need for training in

less than 0.5 seconds of computation time.

4.1 Introduction

The COVID-19 epidemic revealed the importance of research in opportunistic social
distance estimation during the epidemics using the RSSI of BLE wireless technology,
which are commonly available in smartphones [48] [38] [20]. Due to the effects of
multipath and shadow fading on RSSI-based ranging, direct estimation of distance
using RSSI is unreliable as it is compared with TOA-based positioning [60, 27].
However, due to the availability of BLE in smartphones a new trend of research to
improve the performance of RSSI-based ranging with machine learning algorithms
[61] and hybrid positioning approaches that integrate additional information from
various mechanical sensors (e.g., accelerometer and gyroscope) that are built into
many smartphones [62] has attracted considerable attention in recent literature. UWB,
an alternative emerging popular wireless technology, offers a more precise TOA range
without requiring complex ML algorithms that need extensive training and large
amounts of labeled training data. Inexpensive UWB devices are already available in
the market and the existing 5G cellular networks support UWB positioning. What is
lacking in the literature is the comparison of these improved RSSI-based ranging with
the UWB ranging. TOA-based ranging with the UWB signals [60, 63| has emerged
as an alternative to unreliable, opportunistic RSSI-based BLE ranging. The reuse of
existing popular devices, which already have the circuitry required for both UWB
and BLE RSSI, could facilitate rapid, wide-scale deployment and curb epidemics
quickly. With the recent emergence of low-cost UWB devices [64] and the 3GPP
recommendation of TOA base ranging for 5G and beyond [65, 66, 67, 68|, TOA-

based UWRB social distance estimation has become a viable alternative to BLE RSSI.
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Compared to ML algorithms that require large amounts of labeled training data and
an extensive training process, the UWB approach utilizes real-time algorithms that
do not require training or memory while still achieving high precision ranging and
confidence in proximity estimates.

The objective of this study is to establish a theoretical foundation for comparing
the precision and confidence in the protocols for measuring social distance using BLE
RSSI and UWB TOA devices, and to validate this theoretical basis using empirical
data gathered in practical scenarios. Using the CRLB of RSSI and TOA ranging
[60, 63], the theoretical foundations enable derivation and analyses of precision and
confidence of estimated social distance. We expand the derivation of confidence
for RSSI-based ranging previously presented in [61] to include TOA-based ranging,
which we then validate using empirical data gathered in multiple practical scenarios
using BLE and DecaWave UWB devices. We perform empirical experiments at eight
distances in three flat environments and one non-flat environment encompassing both
Line of Sight (LOS) and Obstructed-LOS (OLOS) situations. We also analyze the
effects of various postures (eight angles) of the person carrying the sensor, and four
on-body locations of the sensor. To estimate range using BLE RSSI, 14 RSSI features
were classified using the GBM ML algorithm. The empirical results for TOA ranging
using memoryless algorithms are derived from data gathered using inexpensive, off-the
shelf UWB DecaWave chipsets. To the best of our knowledge, our analysis is the first
to systematically compare BLE RSST and UWB TOA for social distance estimation
using rigorous theoretical foundations.

The rest of this chapter is as follows. In part II, we introduce the data-gathering
scenarios we investigated and provide details of our dataset. In part III, we present
the relevant theoretical foundations including the calculation of CRLB, as well as the
derivation of confidence of proximity detection and corresponding bounds. In part IV,
we present experiments to validate the theoretical foundations presented in part II,

for the comparative performance evaluation of proximity detection using BLE RSSI

and UWB TOA.
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Figure 4-1: Measurement scenarios used to gather our dataset, (a) eight distances (ft)
and eight angles (degrees) for the dataset. (b) four on-body locations for the BLE
and UWB devices.

4.2 The Proximity Datasets and Measurements Sce-
narios

This study builds on our previous study reported in [61]|, in which we analyzed
the existing MITRE Range Angle Structured (MRAS) dataset [37] provided by
the Private Automated Contact Tracing (PACT) consortium. The MRAS dataset
contains RSSI measurements gathered using BLE devices in various testing scenarios
at different distances in flat Line-Of-Sight (LOS) situations. Since the existing MRAS
dataset only includes BLE RSSI data, to facilitate a comparison with UWB, we had
to conduct experiments to gather UWB TOA measurements. Specifically, in this
study, we collected our own dataset to enable comparative performance evaluation of
range estimation using BLE RSSI and TOA gathered using DecaWave 1000 UWB
technologies. To ensure a fair comparison, we collected data from both device types in

the exact same locations, environments, and scenarios. Similar to the PACT dataset,
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our dataset scenarios were rich, including various room sizes and on-body positions
in which the measurement device was carried/held by the owner of the test device.
We also expanded on prior measurement scenarios, and included more diversified
situations consisting of LOS as well as Non-Line-Of-Sight (NLOS), and non-flat
staircase scenarios. Fig. 4-1a and Fig. 4-1b provide an overview of our measurement
scenarios. In Fig. 4-1a, transmitter-receiver distances ranging between 3-12 ft were
selected as these have been found to be the most challenging distances when detecting
a social distance of 6 feet is the objective (as recommended for COVID-19). Beyond
8 feet, the intervals between the transmitter and receiver were increased in order to
generate more significant RSSI differences. Fig. 4-1b shows the four on-body locations
in which subjects carried their smartphones. In this study, we also considered two
postures, standing and sitting. The transmitter is always positioned at the 0 ft location,
while the receiver moves at increments to enable measurements at distances ranging
from 3 ft to 12 ft. In order to simulate the effects of shadow fading, at each stationary
location, while holding the device, the tester turned 45 degrees clockwise with the
same posture. Since we defined the transmitter and receiver being face-to-face as 0
degrees, RSSI and TOA were collected at eight angles at increments of 45 degrees.
At each test location shown in Fig. 4-1a, data was gathered for 30-40 seconds, which
typically contained 300-400 RSSI samples or 64 TOA samples, which were stored in
our dataset as depicted by Eq. 4.1.

p(k) = RSSI(t)|,_yp;  k=1,...N
(k) = TOA(H)|_pp; k=1,..M

(4.1)

where p(k) and 7(k) are the k-th sample in the RSSI and TOA time series collected,
respectively. N and M are the numbers of samples collected. Since N has values in
the range 300-400 and M is 64 in this study, we selected T, and T, the time intervals
of RSSI and TOA samples to ensure that data was gathered in approximately the
same 30-40 seconds interval for both the BLE and UWB devices. Table 1 shows details
of our environment settings. We collected our data in 4 environments: a large room

(a large laboratory), medium room (a meeting room), hallway (the corridor), and
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Table 4.1: Measurement scenarios used to gather data for our dataset

Scenarios Settings
Description of the areas |Medium Room, Large Room
Hallway, Stairway

Multipath Scenario LOS, NLOS

Type of Device iPhone 7, iPhone 12

Device location (on-body) | In hand, In purse, Pants pocket, Jacket Pocket
Tester’s Posture Standing, Sitting

stairway (an indoor staircase). In each environment, the transmitter (an iPhone 7)
and receiver (an iPhone 12) were separated by a wall for the NLOS scenario. For
the LOS scenario, the transmitter and receiver were positioned in the center of an
environment with no obstacle between them. While collecting data, the two testers
were required to hold the phone in specific on-body locations (see the fourth row in
Table 4.1). Their posture was either sitting or standing at a given location.

We observed a variation of up to 25 dB RSSI in one scenario. In order to reduce
the significant effects of fading on the amplitude of the received signal from which we
calculated the RSSI, our study for RSSI included classical and Machine Learning (ML)
algorithms. Variations of amplitude do not have drastic effects on TOA measurements
and the results of TOA measurement can be utilized directly for range estimation.
The RSSI measurements in each location, defined by Eq. 4.1, are post-processed
before feeding them in different ways into classical and ML algorithms. For classical
estimation algorithms, we utilized the average of RSSI and TOA measurements

gathered in each location as defined by Eq. 4.2:

=1 (4.2)

This pre-processing of data associates a single average RSSI measurement, Pr,
with a single average TOA measurement, 7,, for each location. For ML techniques,
the 300-400 RSSI measurements in each location were grouped in overlapping sets of

RSSI measurement vectors of length L, whose elements are defined by Eq. 4.3.
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Stn,L)={P(k+n); k=0,1,.L—1}; n=1,..N—L (4.3)

This processing associates an N — L set of L dimensional vectors to each location.
Similar to [61], our performance criterion is the confidence of the correctness of the
decision by the algorithm on whether the inter-subject distance is less than vs. over the
social distance of 6 ft. The evaluation was done using BLE RSSI (smartphone) or UWB

TOA (DW1000 receiver) measurements gathered at the same location, respectively.

4.3 Theoretical Foundations for Data Analysis

In this section, we introduce theoretical foundations derived from classical estimation
theory. We relate the variance of observations (P, and 7) with the CRLB and then
derive equations for the standard deviation of distance estimates as a function of the
ground truth. With the assumption that the noise is a zero-mean Gaussian distribution,
we are able to derive the upper bound for the performance of the proximity detection
problem using the complementary error function (erfc). For RSSI-based ranging, we
employ a linear regressive model of the average received powers in the zero mean
Gaussian distributed shadow fading, X (o), with a fixed variance of o, enabling us to

formulate the classical approach based on observation of the average RSSI [61]:

O: P. =Py, — 10alog(r) + X(o), (4.4a)

Our objective is to estimate the range r. To estimate range using the TOA, we

formulate the problem based on direct observation of range by multiplying the average
TOA [27]:
O: r=cx[t+n(o;)] =r+cxnlo;)=r+n(o), (4.4Db)

where c¢ is the speed of light, and 7(o,) is the variance of TOA measurement noise
determined from the CRLB of the TOA measurement. Eq. 4.4b is a function of pulse
shape, bandwidth, W, and the received Signal to Noise Ratio (SNR), which provides
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a lower bound on the variation of the estimation [53]:

In1
nl) o, (4.4c)
100

o1(r) = VCRLB >

Using classical estimation theory, formulating the observation of a function of a
noise parameter yields two functions: 1) the traditional RSSI linear regression model

[61], and 2) the simple TOA [27] model for distance measurement (Eq. 4.4d).

o, = ¢ x VCRLB > < (4.4d)
2m\/2 X SNR x W x Ty X fo?

Compared with BLE RSSI, the model for UWB TOA requires more parameters
due to the difference in ranging algorithms utilized. Leveraging classical estimation
theory, we relate the variance of distance estimates with the variance of RSSI and TOA
measurements by introducing the CRLB. In addition, we show that the theoretical
analyses works not only for BLE but also for UWB, even though they utilize completely

different algorithms to estimate distance.

4.3.1 Maximum Likelihood Range Estimation and CRLB for
Ranging Error

In classical estimation theory, the optimal maximum likelihood estimate of the range,

is the inverse of g(r), the observation function (Eq. 4.5a):

7 =g (0). (4.5a)

Therefore, the optimal Maximum Likelihood Estimates (MLE) of range from

average RSSI and TOA measurements are given by equation 4.5b:

A~ -1 _br—pR
Frsst = grsst  (£r) = 107 1w

(4.5b)
Froan =groa (r)=r=cxT

The variance of this estimation is the CRLB, which is the inverse of the Fisher

Information Matrix (FIM) of the dataset (Eq. 4.6a), calculated in [27]:
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Figure 4-2: Workflow for performance evaluation: UWB TOA was gathered using
DW1000, classical path-loss model utilized for BLE RSSI, and GBM for extracted
RSSI features.

o*(r) = CRLB > (4.6a)

oM
[/ (0)]*
where o(r) is the variance of ranging error, ¢g(r) is defined by Eq. 4.5b, and oy,
is the standard deviation of measurement noise. For the RSSI measurements, the
standard deviation of shadow fading, and for TOA, was defined by Eq. 4.4c. With
the two proposed models Eq. 4.4c and Eq. 4.4d, and the CRLB given in Eq. 4.6a,

the standard deviation of distance estimates is given by Eq. 4.6b.

orssr(r) = vVCRLB > ;Llfog

(4.6b)
O'TOA(T) = ¢ x vCRLB

\F 27r\/2SNR (MYWTh fo?’
where N is the number of samples (300-400 for RSSI and 64 for TOA), and where
SNR(0) is the Signal to Noise Ratio at a reference distance.
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4.3.2 Derivation of Bounds on Confidence and Validation with

Empirical Measurements

When we estimate a range, r, from noisy RSSI or TOA measurements, the character-
istics of the noise can be used to calculate the confidence on estimates. Our definition
of confidence in this study is the probability of correct prediction that an estimated
distance is less or larger than 6 ft when the ground truth is also less or larger than 6

ft (expressed in Eq. 4.7a.

v(r) =Pr{[r <6/r <6]OR[r > 6/r > 6]} (4.7a)

Confidence is a function of distance and reflects the degree of assurance of proper
detection by the algorithm. For RSSI-based ranging, modeled by Eq. 4.4a, and its
maximum likelihood estimate given by Eq. 4.5b, the confidence on ranging at a given

distance r is given by Eq. 4.7b.

y(r) = Pr{[f < 6/r < 6] OR[> 6/r > 6]}

=Pr{[f <6/P. < Bs]OR[} >6/P, > P} , (4.7b)
=1 — Zerfc <_‘P$fr|>

where Py is the expected RSSI at a 6 ft distance calculated using Eq. 4.4a. In
this study, we apply the Least Square (LS) algorithm to the collected RSSI data and
calculate the empirical parameter (P, «, o) in Eq. 4.4a before estimating Ps. In our
RSSI database, there are 300-400 measurements at each location, and we calculate
confidence for each of these measurements, which are then averaged over the entire
set (dashed blue line in Fig. 4-4). For empirical ranging with TOA measurements, we
utilize Eq. 4.5b directly multiplying the measured TOA by the speed of light and then
check whether the estimated value is to the right side of 6-feet. These range estimates
are averaged over the 64 TOA measurements to determine the empirical value of the
confidence at each location in the dataset (dashed red line in Fig. 4-4).

We are also able to calculate confidence bounds on the range estimate as a function

of distance from the calculation of the CRLB given by Eq. 4.6b. The CRLB provides
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Figure 4-3: CRLB (dashed lines) versus the standard deviation of DME (solid lines)

the estimate of the variance of a parameter from the function relating the parameter
to the measurement or observation. In [61], the Distance Measurement Error (DME)

of BLE RSSI is given as:

r—r=mnlo(r) (4.8a)

o(r) is the standard deviation of 7 given in Eq. 4.6b. no(r)] is a zero-mean

Gaussian distribution. The confidence bound for BLE RSSI is (Eq. 4.8b):

v(r) =Pr{[r <6/r <6]N[F>6/r> 6]}
=1 — Zerfc <\|/6§;El)> ,

where v(r) is the probability of making correct proximity detection decisions. In

(4.8b)

Eq. 4.7a, v(r) is the actual probability calculated from real data. However, in Eq.
4.8b, v(r) is the theoretical upper bound for a given distance 7.

4.4 Comparison of Ranging with BLE and UWB
Signals

In this section, we will first introduce the accuracy of ranging and its theoretical
bounds since the confidence of proximity detection is highly related to it. As shown is

Section 4.1, the theoretical foundation of this chapter consists of two parts: 1) the
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bound of DME which is calculated from Eq. 4.6b, and 2) the bound on proximity
detection confidence, which is calculated from Eq. 4.8b. In this section, we present the
simulation results of the theoretical bounds as well as the empirical results obtained
from BLE RSSI and UWB TOA data. Fig. 4-2 shows the overall structure of the
performance evaluation in this section. The UWB TOA is obtained using a two-way
ranging approach provided by Decawave. Both a classical regression model and an
ML algorithm (GBM), are evaluated on BLE RSSI data. We utilize the confidence
defined in section 4.3.2 as the criterion for performance evaluation. The suggested 6 ft
social distance is the decision threshold. If the ground truth r < 6ft, the confidence
is the probability P{7 < 6ft|r < 6ft}. Similarly, if the ground truth r > 6ft, the
confidence is the probability P{7 > 6ft|r > 6ft}. We begin by calculating DME for
both RSSI and TOA. Then we present the bounds on confidence of RSSI and TOA
based ranging, respectively. We also evaluate the performance of BLE and UWB in
various environments, which is presented in section 4.4.2.

For BLE RSSI, we first calculate the parameters of the path loss model in Eq.
4.4a by applying the Least Square Estimate (LSE) algorithm. Then, to compute the
bound or confidence, we substitute the parameter values calculated into Eq. 4.8b. As
shown in Fig. 4-2, we use the GBM ML algorithm to decide whether the distance
between two devices is within the 6 ft range. To train a GBM, we extracted 14 features,
including frequency-domain and time-domain features. The training set and test set
were 80% and 20%, respectively. For UWB TOA, the theoretical confidence bound
is also computed using Eq. 4.8b. The empirical confidence at a certain distance is
simply calculated as the ratio of the count of correct decisions and the number of
total samples. Then we calculated the standard deviation of TOA measurement and
plugged the value into Eq. 4.6b to calculate the CRLB of TOA. For all scenarios
described in Table 4.1, the parameters for RSSI regression model (Eq. 4.4a) is Py =
-46.80dBm, a = 2.07 and o = 3.41 dB. And the CRLB parameters for TOA (Eq. 4.4c)
are preset for Deca 1000 transceivers. They are fo = 3993.6 MHz, M=499.4 MHz,
and Th; = 26 ms. We use the first meter SNR as the reference and assume the SNR is

inversely proportional to the squared distance.
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Figure 4-4: Bounds on confidence on estimate as a function of distance (solid lines)
versus performance of collected dataset (dashed lines)

4.4.1 Results of Theoretical Foundations Analysis

Since we have already calculated the required parameters for CRLB, we first compare
the lower bound of the standard deviation of DME. As shown in Fig. 4-3, the two
dashed lines are the CLRB obtained by substituting the parameters into Eq. 4.6b.
At all distances, the TOA has a much lower CRLB (the lower dashed line) compared
to the CRLB of RSSI (the upper dashed line), which means the UWB TOA is more
accurate than BLE RSSI. Next, we calculate the actual SD of DME by calculating 4-4
the standard deviation of the difference between distance estimates and the ground
truth shown in Fig. 4-1a. The two solid lines in Fig. 4-3 are the observed results. For
both RSSI and TOA estimates, the SD of DME is always above the corresponding
CRLB. Fig. 4-3 shows that Eq. 4.6b holds for the estimate generated using the
TOA-based, two-way ranging algorithm as well as the GBM-based RSSI estimate.
Using the correct CRLB, we can then analyze the main criterion in this study,
the confidence of proximity detection. The theoretical confidence bounds for TOA
and RSSI are both calculated using Eq. 4.6b. For RSSI, we input the 14 features
into GBM, and it outputs whether the estimated distance is in the 6 ft range. For
TOA, we multiply the speed of light by the estimated time and then compare the
result with 6 ft to decide whether it is within the 6 ft range. Fig. 4-4 shows the
proposed confidence bound (solid lines) and the empirical confidence calculated from

the collected dataset (dashed lines). The V-shape bounds show the best performance
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of these two approaches on the test dataset. The solid red line is the bound of UWB
TOA estimates, and the solid blue line is the bound of BLE RSSI estimates. Both
approaches show approximately 100% confidence when the ground truth is far from
the threshold (r > 7ft and r < 5ft). Theoretically, UWB TOA can achieve much
better performance around 6 ft because it has a narrow distance interval with low
confidence. To achieve a more precise comparison in low-performance areas, we added
two more locations between 5 ft and 6 ft and two more locations between 6 ft and
7 ft. For the distances far from the threshold (r > 7ft and r < 5ft), the two-way
ranging and GBM have almost the same confidence as the theoretical bounds. For
the low confidence range (5 < r < 7ft), UWB TOA shows much higher confidence
than BLE RSSI. At exactly 6 ft, both algorithms have the lowest confidence. Our
empirical result shows that the confidence at all distances is consistently less than or
equal to the upper bound calculated from Eq. 4.8b, and that UWB TOA outperforms
BLE RSSI when the distance is close to 6 ft.

4.4.2 Effect of Measurement Scenario

In this section, we present the results of BLE RSSI and UWB TOA in various
environments and scenarios described in Table 4.1. We use the average confidence
at eight locations and eight angles shown in Fig. 4-1a as the performance criteria.
As shown in Fig. 4-4, the most significant confidence difference is observed between
5 ft and 7 ft. Since the eight selected locations are distributed between 3 ft and 12
ft, the difference between the average confidences of BLE RSSI and UWB TOA is
not very significant (less than 5%). While comparing the performance in different
environments, the user’s posture and on-body location they carried the device were
always “standing” and “in hand”, respectively.

We began our performance evaluation as well as analysis of the effect of parameters
by comparing the confidence calculated from GBM predictions on BLE RSSI and
the confidence from two-way ranging on UWB TOA in different environments. Table
4.2 shows our results in eight environment settings. The best result of BLE RSSI

is obtained in the large room with LOS scenario (94.38 %) and the worst result
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Table 4.2: Effect of Environment on Confidence

Environment Confidence (%) Confidence (%)
Room Size Multipath Scenario BLE RSSI (GBM) UWB TOA
Medium Room LOS 94.02 94.19
NLOS 93.30 94.63
Large Room LOS 94.38 94.43
NLOS 93.04 94.58
Hallway LOS 92.18 93.85
NLOS 91.79 94.34
Stairway LOS 91.18 94.04
NLOS 93.68 87.55

Table 4.3: Effect of User Behavior (Tester’s Posture and Location of Phone) on
Confidence

Posture Device on-body Location Confidence  Confidence
(70) (70)

Testerl Tester2 Testerl Tester2 BLE RSSI UWB
(GBM) TOA
Sitting Standing In Hand In Hand 93.39 93.55
Jacket Pocket 94.28 94.34
Pants Pocket 90.28 93.26
In Purse 93.99 95.12
Sitting In Hand In Hand 94.34 93.75
Standing Standing In Hand In Hand 92.49 93.07
Sitting In Hand In Hand 90.39 93.31

is obtained in the staircase with an LOS scenario (91.18%). For BLE RSSI, the
confidence difference is up to 2.7% considering LOS and NLOS and 3.2% for different
room sizes. The average confidence of BLE RSSI is 92.84%. The best and worst results
of TOA are 94.63% and 87.5% in the medium room and staircase respectively. The
confidence difference of TOA is 7.08% and 6.49% for varied room size and multipath
scenarios, respectively. UWB TOA has 0.5% more confidence than BLE RSSI. Table
4.3 shows confidence for various postures and on-body locations described in Fig. 4-1h.
First, we keep the user behavior fixed (both testers hold their phones in hand) and
discuss the effect of user postures. Testerl is the person who holds the transmitter and
Tester2 holds the receiver. For the BLE RSSI approach, confidence is 2.43% higher if
Testerl was standing, compared to results when Testerl was sitting. The best result is
obtained when both testers are sitting, which is 94.34%. and the worst result of 90.3%

is obtained when Testerl is sitting and Tester2 is sitting. Thus, we conclude that
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different postures can cause up to 3.95% confidence. However, different postures do
not cause huge variations in the result of UWB. As shown in the last column in Table
4.3, the maximum confidence difference for various postures and on-body locations is
0.68%. To compare the effect of on-body location of the device, we kept the postures
fixed (sitting and standing). The confidence differences are 4% and 1.86% for BLE
RSSI and UWB TOA, respectively. The change of on-body location affected BLE
RSSI more, while the change in the multipath environment affected UWB TOA more.

In this section, we presented an empirical comparative performance evaluation of
proximity detection for the social distance using the RSSI of the BLE and TOA of
the DecaWave UWB devices. To evaluate the performance, we used the confidence on
whether a tester is within the social distance (6 feet) as the primary criterion. We
provided a novel theoretical foundation with classical estimation theory using the
CRLB to develop bounds for the confidence. Then we compared the performance of
UWB TOA obtained by a two-way ranging algorithm with a BLE RSSI-based machine
learning algorithm against these bounds. We found that for both UWB TOA and BLE
RSSI, the empirical result is almost the same as the theoretical bound if the ground
truth is far from the boundary (6 feet). However, both the theoretical bound and the
empirical result have the worst performance when approaching the boundary. The
theoretical foundations show that the average confidence of UWB TOA estimation for
the distance between 3-12 feet is 96.98%, which is 1.58% better than utilizing BLE
RSSI. To validate the theoretical bounds and evaluate the confidence provided by
BLE RSSI and UWB TOA, we collected a novel dataset in fifteen scenarios in order to
obtain a fair comparative analysis. For both LOS and OLOS situations, we conducted
experiments in three flat environments (medium and large rooms, and corridor) and
an environment where the transmitter and receiver are placed at different heights
(stairway). The 7 other scenarios involved varying the tester’s postures (sitting and
standing) and the places where one tester carried the receiver (in hand, jacket pocket,
pants pocket, and purse). A machine learning model based on the GBM algorithm
was trained using BLE RSSI data for each scenario to estimate the confidence. For the

UWB, the TOA is obtained directly using the Decawave two-way ranging algorithm.
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UWB TOA outperforms BLE RSSI in almost all environments except the staircase
environments with a NLOS situation and both testers were sitting. For BLE RSSI,
different postures caused up to 3.95% confidence difference. However, the maximum
confidence difference obtained by UWB TOA was only 0.68%. On average, the
confidence of UWB TOA was 0.75% better than that of BLE RSSI, which means that
the proposed theoretical bound is consistent with the empirical result. Theoretically,
the proposed theoretical foundation gives us a relation between the traditional CRLB
and the confidence of proximity detection and a bound for confidence as a function
of distance. Practically, the theoretical foundation provides an approach to analyze

whether a technique is suitable for solving the proximity detection problem.

4.5 Summary

The availability of TOA-based UWB positioning in emerging, inexpensive loT devices
and the 5G cellular networks has created an alternative to RSSI-based BLE positioning
for proximity detection for social distancing. The UWB solution operates in real-time
without a need for training a complex ML algorithm for RSSI-based ranging. In this
chapter, we presented an empirical comparative performance evaluation of proximity
detection for social distance using BLE RSSI features classified offline using a complex
GBM ML algorithm and TOA data from the DecaWave UWB devices using a simple
real-time, memoryless algorithm embedded on the device. To evaluate the performance,
we used the confidence on whether a tester is within the social distance (6 feet) as the
primary criterion. We provided a novel theoretical foundation with classical estimation
theory using the CRLB to develop bounds for the confidence. Then we compared
the performance of UWB TOA obtained using a two-way ranging algorithm with
BLE RSSI-based approach using a GBM ML algorithm against these bounds. We
demonstrated that even without any training, the UWB TOA can outperform BLE
RSSI using the GBM ML algorithm. We expect that the next generation of social

distance monitoring systems transfer from RSSI based to TOA based technologies.
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Chapter 5

PART II: RII Features in Licensed

and Unlicensed Bands

In this chapter, we first present the results of an empirical study of the comparative
statistics of fourteen interference features in licensed and unlicensed bands in a selected
route in downtown Worcester, MA. Then, we benefit from these features to train a
machine learning algorithm to predict the availability of the channels for intelligent
spectrum access for a vehicle. The main component of the vehicular interference
monitoring system is an ultra wideband programmable 26GHz Agilent E4407 spectrum
analyzer, interfaced with a GPS device to record the location of measurements, and a
laptop to store the results in a centralized database. With this measurement system
loaded in a car we drive in a selected path to monitor the interference in 1.9 — 2.5 GHz
frequency band, which includes high traffic density neighboring licensed and unlicensed
bands. With the empirical monitored interference, we study the statistical behavior
of fourteen interference features logically categorized into four classes: interference
intensity, correlation properties, spectrum occupancy, and Doppler spectrum in licensed
and unlicensed bands. Finally, We benefit from these features to train a machine
learning algorithm to predict the availability of the licensed and unlicensed bands for

vehicular network access to the fixed backbone network infrastructure.
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5.1 Introduction

The exponential growth of IoT devices and the demand for smart devices for higher data
rates has heightened the importance of intelligent spectrum management in cellular
5G/6G operating in licensed bands and Wi-Fi devices operating in unlicensed bands
[69]|70]. As a result, empirical understanding of statistical features of interference for
intelligent spectrum management has emerged as an important area of research and
development [35]. To understand the interference existing in the spectrum, recently,
researchers have monitored the interference in unlicensed ISM bands for Wi-Fi in a
fixed location [71], or mobile locations [72].

In this chapter, we present results and analysis of the empirical study of the
comparative statistics of interference features in licensed and unlicensed bands in a
typical urban area (downtown Worcester, MA) with a programmable interference
monitoring system. The monitoring system includes an ultra-wideband programmable
26GHz HP E4407 spectrum analyzer, interfaced with a GPS device to record the
location of measurements, and a laptop to store the results in a centralized database.
With the empirical monitored interference, we study the temporal, frequency, and
spatial behavior of interference in typical urban area scenarios for intelligent spectrum
management for a mobile vehicle operating in a congested downtown area.

Section 5.2 provides a literature search on interference monitoring for intelligent
spectrum management. Section III describes details of the measurement system
and the samples of measurements. In section IV, we describe the features of the
interference and preliminarily analyze their comparative statistics in adjacent licensed

and unlicensed bands. Section V provides conclusions and future directions.

5.2 Background Research in Interference Monitoring
and Analysis

Intelligence spectrum management has recently received significant attention in the

past few years for efficient utilization of spectrum [69][70]. It is one of the essential
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Figure 5-1: Data collection platform, (a) different components of the data collection
platform (b) platform during the data collection with a moving vehicle
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Figure 5-2: Data collection process in downtown Worcester (a) The location of a
recorded measurement: background the map for the entire area and red dot is displayed
according to logged GPS coordinates; (b) the interference intensity in 1.9 — 2.5 GHz
at this location: an intensity range of -27 — -63 dBm is observed from Cellular Band 2,
66, 30 and unlicensed band (from left to right).

techniques for next-generation communication systems to liberate the spectrum [35].
To understand the meaning and status of interference in an environment, we have to
monitor the interference in the interested frequency band. As a background, we will
introduce the spectrum monitoring system first.

The spectrum monitoring system can be divided into passive and active monitoring.
Active monitoring requires communication between devices. The instruments are
usually smartphones and laptops. Thus, they are limited by communication protocols

and bandwidth. The advantage is the availability of addresses (MAC, IP, and Cell ID).
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Figure 5-3: Visualized the dataset of complete measurements during a test drive
showing the time and frequency behaviors of raw data. A: spectrogram of the dataset,
the vertical axis shows time slot numbers, the horizontal axis shows the 401 frequency
bins and the minimum, center, and maximum frequencies (left to right). Interference
intensity is indicated by the color bar B: congested plot of the same set of data. Active
and inactive channels can be distinguished by using a threshold of -57 dBm.

Active monitoring is excellent for analyzing the interference for the same technology.
Passive monitoring is typically implemented using a spectrum analyzer, which can
scan super-wideband for all technologies. However, detailed information is missing
because spectrum analyzers cannot distinguish different technologies. In this work, we
passively implement a spectrum monitoring system to benefit from the wide frequency
range. Figure 1 provides an overview of passive spectrum monitoring systems described
in prior research. Static spectrum measurement provides researchers with a large
amount of data over a long time, but the location is fixed. Mobile measurement is
more flexible with location and can monitor the spectrum in a large area. However,
the data is limited by the number of measurements and the time information. In
section 5.3, we will introduce our mobile spectrum measurement system.

Related works successfully establish models for Wi-Fi bands to determine whether
the channel is busy. |71] measured the 2.4 GHz and 5GHz Wi-Fi bands and proved
the current channel allocation is not efficient enough. 7 different distributions are
evaluated using Kolmogorov-Smirnov (KS) distance, Kullback-Leibler (KL) divergence,
and Bhattacharyya distance to compare the predictability. Authors in [71] monitored

the 2.4 GHz and 5 GHz bands in a railway station with fixed location receivers.
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Table 5.1: Cell Tower Information in downtown, Worcester

Cell Tower Frequency Band Number
eNB ID 48382 (Macro) |2, 12, 66
eNB ID 48645 (Macro) |2, 12, 66, 71

( )

( )

eNB ID 63023 (Macro) |2, 4, 5, 12, 30
eNB ID 60023 (Macro) |2, 5, 14, 66

Table 5.2: Active Licensed Frequency Bands in downtown, Worcester

Band | Frequency (MHz) | Type Duplex Mode
2 1930 — 1990 Downlink FDD
66 2110 — 2200 Downlink FDD
30 2350 — 2360 Downlink FDD
ISM {2400 — 2500 Unlicensed TDD

Spectrogram plays a vital role in the analysis of temporal features. To exploit the
spectrogram using Deep Learning algorithms, [73| proposes the Q-spectrogram and
shows it is better for CNN than the traditional spectrogram using experimental data.
The Deep Learning model trained on Q-spectrogram offers 99% accuracy in estimating
the Wi-Fi traffic load (five density levels). Instead of using the locations of base
stations, |72] monitors 915-928 MHz ISM-band in Melbourne, Australia. The authors
stated that the normalized histogram follows a log-normal distribution. The duty
cycles are calculated across all the frequency bins as the key parameters for evaluating
occupancy. The definition of whether a band is busy varies in the literature, But
for Wi-Fi bands, the binarization of data can simplify the modeling. [72] and [71]
converted the data into binary patterns and counted the length of the continuous busy
and idle durations with certain resolutions. The threshold for binarization also varies
in the literature since it depends on the design purpose of the application. To provide
a comprehensive understanding of interference in different bands. To comprehensively
understand interference in different bands, we follow a similar approach to analyze

the interference behavior in 1.9-2.5 GHz.
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Table 5.3: Summary of Features of Interference

Empirical distribution of inter-
ference (Beta distribution)

P: the normalized interference
T': Gamma distribution
a and b: shape parameters of Beta distribution

[(a+b)Po=1(1— P))*!

'(a)T'(b)

(1)

Average interference intensity
(in dB)

N: Number of samples
Pr: the power of interference

1 N
n=1

(2)

Standard Deviation

N: Number of samples
Py: the power of interference
ur: Average Interference

1 N
~ > (Pr(n) = ur)?
n=1

3)

Fade Duration

p: normalized threshold
Bims: Doppler Spread

e’ —1
T = ——
(p) Vv 27rpBrms

Level Crossing Rate

p: normalized threshold
Bims: Doppler Spread

N(p) =V 27TpBrmse_p2

50% Coherence Time

E: the expected value operator
P,,: Interference strength at ¢;
i, interference mean
0, standard deviation

E[(Ptl — :u‘tl)(Pt2 - /u‘tz)]

O't10't2

(6)

Channel Occupancy

in different frequency bins

Thusy: the time that the channel is occupied
Tiotar: the total time

Time Correlations cov: the covariance operator cov(T;, T}) (7)
T; and T}: two sample sequences 0i0;j
in different time
Frequency Correlations cov: the covariance operator cov(F;, F, j) (8)
F; and Fj: two sample sequences 00

Tbusy
Ttotal

9)

Empirical distribution of dura-
tion (Beta distribution)

T4: the normalized busy duration
I": Gamma distribution
a and b: shape parameters of Beta distribution

C(a+b)T," (1 —Ty) !
T(a)L'(b)

(10)

Empirical distribution of inter-
arrival time (Beta distribu-

T,: the normalized inter-arrival time

e+ b)T," 11 —T,)" "

(11)

D()): Doppler Spectrum

tion) T': Gamma distribution I'(a)T'(b)
a and b: shape parameters of Beta distribution
a
Doppler spectrum shape A: the normalized Doppler frequency D(\) = Tooe (12)
a and b: shape parameters of Doppler
RMS Doppler Spread A: the normalized Doppler frequency Bims = M (13)
D()): Doppler Spectrum J D(A\)dA
Energy of Doppler Spectrum A: the normalized Doppler frequency / D(N)dx (14)
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5.3 Methodology for Empirical Study

This section first presents our data acquisition methodology, platform, and scenarios,
for generating a real-world interference database. We empirically study this database to
introduce the statistical features for comparing interference characteristics in licensed

and unlicensed bands.

5.3.1 Interference Database Creation

In this section, we first describe our data collection setup. Then we describe the

measurement scenarios, and finally, we report the data collection procedure.

Data Collection Setup. Our data acquisition platform consists of an Agilent
E4407B ESA-E Spectrum Analyzer [74], a GPS receiver [75]|, and a Laptop. The
spectrum analyzer measure 9KHz to 26.5 GHz with 0.4 dB overall amplitude accuracy.
Our frequency of interest is 1.9 GHz to 2.5 GHz, which includes the Cellular band
(Band 2, 30, and 66) and 2.4 GHz ISM band. Focusing on this frequency allows us to
compare the interference for different bands. The antenna connected to the spectrum
analyzer is omnidirectional. The GPS receiver provides us with the GPS coordinates
of the collected data, allowing us to acquire spatial information. Fig. 5-2 shows the
actual measurement in a location on the route. We use a dell m17 series laptop with a
Core 17-9750h processor, 16 GB RAM, and 1 TB storage. The spectrum analyzer and
the GPS receiver are connected to the laptop with GPIB and USB cables, respectively.
Fig. 5-1b shows a labeled version of the setup. During data collection, we place this
setup on the back seat of a car, as shown in Fig. 5-1a. We utilize PyVISA [76], a

Python package, for easy equipment control and data retrieval.

Measurement Scenario. To collect data from a dense wireless scenario, we choose
a 0.8km? area near Worcester Common, Worcester, MA, an urban region with a large
population. We specifically choose this location due to the presence of at least five
cellular towers from any point. Fig. 5-2a is the map of the selected area, and the

trajectory is marked as a solid red dot. Here, the relative location is calculated by GPS
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Figure 5-4: Interference intensity features. (a) The trajectory of a vehicle (data
from GPS) and the interference intensity in Band 2 are plotted on the map (data
from Spectrum analyzer). The shade of dots indicates the interference intensity. (b)
Interference intensity comparison of Band 2 (blue) and unlicensed band (orange) (c)
Empirical distributions of interference intensity and the best-fits (Beta) of all bands
introduced in Table 5.2

coordinates. Fig. 5-2b is the spectrum measurement corresponding to this location.

We observed a -27 — -63 noise level during the data collection.

Data Collection Procedure. We perform 5 drives, each lasting between 10 — 15
minutes, depending on the traffic situation. During each drive, we collect about 700 —
1000 measurements. The total collected data site is 2 hours. We set the frequency
range to 1.9 — 2.5 GHz and the amplitude to -20 — -70 dBm to collect the data. Each
measurement consists of 401 amplitude readings representing the 600 MHz frequency
span and the 2.2 GHz center frequency. To compensate for the varying noise level, we

normalized the amplitude to make fair comparisons.
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Figure 5-5: Spectrum occupancy property. (a) Channel occupancy in the entire
frequency range 1.9 — 2.5 GHz. The channel occupancy is less than 0.8 for licensed
bands, and for an unlicensed band is less than 0.1. (b) Empirical CDF of the busy
duration of channels in Table 2. The horizontal axis is the time slots in the logarithmic
scale (¢) Empirical CDF of the inter-arrival of channels in Table 5.2. The inter-arrival
time in an unlicensed band is significantly longer than in licensed bands.

5.3.2 Interference Features

This section describes the interference features for comparing the characteristics of
licensed and unlicensed traffic.

Intelligent spectrum management demands understanding the statistical behavior
of interference features for implementing machine learning algorithms. Table 5.3
shows the fourteen features that we identify as interference features from the previous
works [61]. These features describe the propagation characteristics of RF signals, and
they are widely used in wireless localization and RF-based motion/behavior detection

areas. Based on the spectrum management problem, we reclassify the features into 4
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Figure 5-6: Correlation properties and Doppler spectrum features. (a) Time correlation
of 10 consecutive 50 samples in Band 2, which is slightly time-correlated (b) Frequency
correlation of all bins in Band 2 (¢) Doppler Spectrum calculated over consecutive
samples in licensed Band 2 (blue) and an unlicensed band (orange). Normalized
amplitudes are plotted against the normalized Doppler frequency.

classes instead of using the categories designed for the proximity detection problem
in [61]. For the benefit of the analysis, we divide these interference features into four
groups — interference intensity, correlation properties in time and frequency, Doppler
shape, and spectrum occupancy.

Interference intensity feature group includes the shape of the distribution, which
follows the Beta distribution [71]). Eq. 1 in Table 5.3 represents this distribution, and
the second column of this table explains the parameters of this distribution. Other
features of interference density are average, standard deviation, fade duration, level
crossing rate, and coherence time represented by Eqs.2 to 6. Fig. 5-3a and 5-3b show

a sample interference intensity of a channel during the measurement time.
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Figure 5-7: A sample normalized features of training data for the SVM classifier,
calculated over 50 samples in four bands shown in Table 5.2. Some features are not
available because data is not adequate to fit the Beta function.

Correlation properties feature set includes the correlation properties in time- and
frequency-domain described by Eq. 7 and 8. Correlation in time is applied to the
time-domain behavior of interference shown in Fig. 5-3a, and frequency correlation is
applied to the results shown in Fig. 5-3b.

Spectrum occupancy feature group includes the channel occupancy. Channel
occupancy or utilization is the ratio of time that the channel is utilized for application
to the overall time of the measurement (defined by Eq. 9). Any channel is either active
or idle, and channel occupancy is the ratio of active time over the whole duration.
Another relevant feature of the spectrum occupancy is the statistics of active and idle
times defined by Eqs. 11 and 12.

Doppler spectrum feature group represents the Doppler characteristics of the

interference. Doppler spectrum is the Fourier Transform of the interference behavior in
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Figure 5-8: Normalized importance level of the 14 features extracted from empirical
interference database in SVM classifiers in, (a) licensed bands, and (b) unlicensed
bands.

time|[61]. Tt is characterized by the shape of the spectrum, the RMS Doppler spectrum,
and the energy in the Doppler spectrum, which Eqs 12, 13, and 14 define, respectively.

5.4 Results and Discussions

This section discusses the detailed analysis of the comparative interference behaviors
between licensed and unlicensed bands for intelligent spectrum management in a
vehicular platform. First, we provide an overview of the temporal and spatial behavior
of the interference. Then, we demonstrate the performance of the fourteen features
grouped into four feature groups described in the previous section. Finally, we
present the predictability analysis, benefiting from machine learning algorithms trained

interference feature, for intelligent spectrum management in a vehicular platform.

5.4.1 Temporal and Spatial Behavior of the Interference

We analyze the normalized data to understand the temporal and spatial behavior of
the interference. First, we observe the spectrogram of the collected signals to identify
the differentiating factors between licensed and unlicensed bands. We provide an
example of the complete drive in Figures 5-3a and 5-3b. The spectrogram measurement

shown in Figure 5-3a starts at 0 sec and ends at 720 sec, and the power is between
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-20 dBm and -70 dBm. Note that the location of a moving vehicle changes over time,
and thus in Figure 5-3a, different times also represent different locations. We observe
that licensed bands experience higher interference at locations closer to the cell tower
(around 504 sec) than on the open road (0 — 216 sec). Due to the similar variation in
power, we observe a similar pattern of interference at 1.9 GHz — 2.0 GHz and 2.1 —
2.2 GHz. However, we observe discontinuous interference at the 2.4 GHz unlicensed
band, and the power level is significantly lower than that of the licensed bands. Fig.
5-3b represents the congested plot of the data and shows the interference between
1.9 GHz and 2.5 GHz. We found the 2.0 GHz — 2.1 GHz and 2.2 — 2.3 GHz mostly
inactive bands during the experiment, which shows the potential of spectrum-sharing

applications.

5.4.2 Interference Feature Analysis

Statistical Features of Interference Intensity. Fig. 5-4a shows the interference
intensity in licensed downlink band 2 (1930-1990MHz) along the route. The range
of the interference intensity in this licensed band is [-20, -70] dBm. The color of
each dot indicates the interference intensity at that location and time, and the actual
strength can be found in the color bar on the right side of the map. Figure 5-4b
compares the interference intensity in this licensed band channel, the blue line, with
the interference in the unlicensed band at (2407MHz), the orange line. We observe
that the licensed band has significantly greater interference intensity during the data-
collecting process. The unlicensed band interference demonstrates the opportunistic
nature of the distributed random medium access of Wi-Fi with substantial idle time
in transmission. The centralized medium access of downlink cellular demonstrates a
much more efficient utilization of the channel. Similar to previous works, we observe
that our data also fits the Beta distribution.

Figure 5-4c shows the empirical CDF of interference intensity of all bins of three
downlink licensed and one unlicensed band, shown in Table 5.2, against best-fit Beta
distribution for each of them (Eq. 1).

Other five interference intensity features for intelligent spectrum management of
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the empirical data for the three licensed and one unlicensed band are shown in Figure

5-7.

Correlation Properties of Interference. Time and frequency-domain correlation
properties are beneficial to predict channel state, or spectrum availability based on
past measurements [77]. We calculate the time correlation of short time series with a
size of 50 samples in the same frequency bin. For example, Fig. 5-6a shows sample
time correlation for 10 consecutive 50 samples of interference intensity in licensed
Band 2. The complete comparison of all bins in three licensed and one unlicensed
band (Table 5.2) is shown in Fig. 5-7, and they vary between 0-0.8.

To measure frequency-domain correlations, we calculate the correlations of all 40
frequency bins in Band 2 as an example. Fig. 6b is the frequency correlation heat map
in the 1930 — 1990 MHz band. According to the frequency correlation, we can divide
this band into four groups: 1.93 — 1.95GHz, 1.95 — 1.97GHz, 1.97 — 1.98GHz, and 1.98
— 1.99GHz. We observe that the frequency bins in each group are highly correlated,
and the frequency correction between neighboring bins depends on which group it
belongs to. Fig. 5-7 shows that licensed bands have a much higher frequency-domain

correlation than unlicensed bands.

Channel Occupancy Statistics Fig. 5-5a presents the channel occupancy in 1.9 —
2.5GHz in one unlicensed and three licensed bands shown in Table 5.2. We observe that
the channel occupancy of the unlicensed band, centered at 2.45 GHz, is significantly
lower( 0.1) than the three licensed bands centered at around 2, 2.2, and 2.35GHz
(>0.5).

The shape of the duration and inter-arrival time distributions are features for
predicting the channel availability. The empirical CDF of busy duration and inter-
arrival time are provided in Fig. 5-5b and 5-5¢, respectively. We observe that the
licensed bands tend to have longer busy duration, while the unlicensed band has much
longer inter-arrival time.

The following arguments explain the substantial difference in utilization as we

observe them in a vehicle. The Wi-Fi dominantly produces the unlicensed band traffic
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with a TDD distributed random medium access mechanism, while cellular traffic in
licensed bands benefits from a more efficient FDD centralized medium access control.
In addition, coverage of the Wi-Fi is significantly lower than the cellular base stations;
as a result, a mobile vehicle observes the traffic associated with the Wi-Fi access
points in shorter intervals. A third factor is that cellular base stations are deployed
in grids to minimize the interference among them, while Wi-Fi deployments follow a

random pattern without interference coordination|78|.

Doppler Spectrum Analysis Fig. 5-6¢ shows the Doppler spectrum of a licensed
band (in blue) and an unlicensed band(in orange). The licensed band shows a double-
ear shape in the center, while the unlicensed band is flatter. Using Eqs. 13 and 14, we
calculated the RMS Doppler spread and the energy of the Doppler spectrum. Figure
5-7 shows that the RMS Doppler spread in the unlicensed band is more than in 3

licensed bands.

5.4.3 Predictability Analysis for Intelligent Spectrum Access

Recent works on predictability analysis of channel availability with auto-regressive
predictors in heavy wireless traffic have attracted considerable attention [71, 77]. In
this section, we demonstrate the performance of our proposed features for predicting
interference. To achieve this goal, we develop a machine learning model that predicts
the interference/availability in the licensed and unlicensed bands and can operate as a
backbone access of vehicular networks.

We first analyze the importance of each of the fourteen features described above
in predicting the availability in both licensed and unlicensed bands. Fig. 5-8a and
5-8b show the normalized feature importance for the licensed and unlicensed bands,
respectively. Channel occupancy contributes most to predictability for the licensed
band and average interference intensity for unlicensed bands. However, channel
occupancy dominates the effectiveness in licensed bands, and three intensity and
two Doppler characteristics play significant roles (Fig. 5-8a). Correlation features

are less effective for licensed bands. In unlicensed bands, four features, including
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channel occupancy, RMS Doppler spread, the shape of the Doppler spectrum, and
fade duration, dominate the Channel occupancy (Fig. 5-8b). Spectrum occupancy,
correlation characteristics, and four intensity characteristics play minor importance.

Using the 14 features in 4 feature groups, we train two Support Vector Machine
(SVM) classifiers, one for licensed and another for unlicensed bands. This classifier
takes a 14-dimensional input. The output of the classier is the two classes, where
the classes represent the channel that is either busy or idle. We split the dataset of
4000 samples into non-overlapping train and test samples having 75% and 25% of
measurements. Consecutively. The test set determines the accuracy of the classifier,
and we utilize this accuracy as the predictability metric. We also measure the channel
availability, which is the one-channel occupancy. One channel occupancy happens
when the measured amplitude is continuously greater than the threshold. We measure
this channel occupancy using Eq. 9.

We achieve 96% predictability for unlicensed bands and 85% predictability for
licensed bands. Interestingly, despite 90% channel availability (1-channel occupancy)
in the unlicensed bands, the licensed bands demonstrate 20% availability. This wide
gap is narrowed down in predictability because other features of the interference also

contribute to predictability.

5.5 Summary

In this chapter, we introduced an interference monitoring system for vehicular interfer-
ence monitoring to collect a database of interference in licensed and unlicensed bands
in the busy 1.9 — 2.5GHz spectrum in a typical path in downtown Worcester, MA. We
extracted fourteen statistical features of the interference in licensed and unlicensed
bands divided into four classes: interference intensity, correlation properties, spectrum
occupancy, and Doppler spectrum. Then, we benefited from an SVM machine learning
algorithm for the predictability analysis of the licensed and unlicensed bands. We
demonstrated that the predictability of unlicensed bands is 96% while licensed bands
have 85% predictability. The predictability of unlicensed bands was highly correlated
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with channel occupancy, while other interference features played more significant roles

in predictability in licensed bands.
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Chapter 6

PART 1I: An Empirical Study of
Mid-Bands RII for Spectrum Sharing

and Mobility Support in 6G Licensed
and Wi-F1 Unlicensed Bands

This chapter presents an extensive empirical study of measuring and modeling RII
in the most popular segment of the mid-bands in the presence of mobility. We focus
on 1.9 — 2.5GHz, which includes popular 6G 1.9GHz licensed and Wi-Fi 2.4GHz
unlicensed bands. To capture the spatiotemporal behavior of the RII, we drive a
mobile interference monitoring system on a typical route in downtown Worcester,
MA, and tag the measurements with their GPS location and timestamps. We repeat
measurements over the route ten times in one day and repeat the entire experience
the same day of the following week. Benefiting from the classical statistical models
for the received signal strength (RSS), we present a novel theoretical foundation
for the spatiotemporal behavior of RII and explain the need for machine learning
(ML) algorithms for modeling. To train and validate the machine learning models,
we collect a large dataset of fourteen statistical features of the RII categorized into

four classes (interference intensity, correlation properties, spectrum occupancy, and
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Doppler spectrum) in licensed and unlicensed bands. We train three regression machine
learning models, Support Vector Machine (SVM), Random Forest (RF), and XGBoost
(XGB), to regenerate RII and analyze the availability of the licensed and unlicensed
bands for spectrum sharing and mobility support. We demonstrate that our models
can regenerate average RII intensity within a standard deviation of 5.76 dB and
predict channel availability with 93.79% accuracy for one-step predictions and 91.84%

accuracy for duration predictions, respectively.

6.1 Introduction

Today, the importance of mobility support for autonomous vehicles and the emergence
of the Internet of Everything (IoE) [79] has heightened the need for a new paradigm in
spectrum management and regulation for sharing and managing the physically limited
spectrum resources [80] for wireless mobile communications in cellular 6G, Wi-Fi 7,
and beyond. In the past couple of years, cellular operators such as AT&T, T-Mobile,
and Verizon have heavily installed mid-band licensed 5G radios at 2-6GHz while
popular Wi-Fi 6 and 7 operate in unlicensed segments of the same mid-bands [81].
Besides, the wireless communication industry is negotiating with the FCC to share
the 3.2-3.8GHz spectrum with the military and other license owners. However, the
existing literature in wireless spectrum sharing for mobility support has not received
adequate attention to the theoretical foundations and empirical studies of regenerating
RII and predicting the channel availability in the mid-band [30].

The existing literature on regeneration of RII, also referred to as cartography [33,
82, 83, 84, 85, 34| relies on synthetic data generated with ray-tracing software[86] or
empirical measurement at dedicated fixed locations surrounding a transmitting an-
tenna [87]. Benefiting from various traditional and ML interpolation algorithms, they
regenerate the RII in a small area surrounding an antenna location from measured val-
ues of RII in limited locations|88|. This approach is not scalable to large metropolitan
areas to support mobility for spectrum sharing because it demands an unmanageable

number of RIT measurement sensors. Considering cost and feasibility, empirical mobile
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RII monitoring via extensive street-level driving is crucial for improving large-scale
spectrum monitoring and supporting mobility.

Though channel availability for spectrum management has been widely studied,
these studies primarily focus on fixed-location network monitoring [88, 89, 90, 91, 71].
The current channel occupancy literature focuses on the RII intensity distribution
instead of the channel availability analysis in a mobile scenario {92, 72|. This lack
of support for mobility in RII monitoring hinders the support of beam forming with
directional antennas and various traffic conditions, causes low spatial resolution of
channel availability, and ignores the interference from low transmit power networks.

To bridge this gap between mobility support and channel availability analysis,
we aim to model the spatial and temporal behavior of RII. To achieve this goal,
a large empirical RII dataset at 1.9-2.5 GHz is first collected using our mobile
spectrum monitoring system [31] in Downtown Worcester, MA. Then, we present a
theoretical foundation for RII based on classic models for RSS behavior. We empirically
demonstrate that traditional statistical models fail to regenerate and predict channel
availability in a mobile scenario as they do not consider spatial diversity.

To develop a machine learning model for regenerating RII and predicting the
channel’s availability, we justify models for spatial shadow fading due to fixed civil
infrastructure and temporal multipath fading caused by mobility. The empirical
statistical features of RII are concluded for ML by dividing them into four groups:
interference intensity, correlation properties, spectrum occupancy, and Doppler spec-
trum.

This study concludes with the development and validation of ML models to
regenerate RII and predict channel availability. For mobility support, the velocity
variations of the vehicle result in irregular spatial sampling, indicating varying distances
between consecutive samples. Therefore, ML is employed to regenerate RII along the
route, compensating for velocity changes through spatial interpolation. In practical
applications, if another vehicle traverses a segment of the route, RII data for that area
becomes accessible to passengers, regardless of their velocity. For RII regeneration, the

theoretical bases are corroborated using Linear Regression (LR), K-nearest Neighbors
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(KNN), RF, and XGB algorithms along the driving route. In the analysis of channel
availability, 14 statistical features derived from RII measurements serve as inputs to
ML classifiers, including SVM, RF, and XGB, to forecast channel availability. The
empirical results, showing RII regeneration across the same route on different days,
underline the spatial RII modeling’s feasibility and highlight the significance of these
features in predicting channel availability.

The remainder of the paper is organized into four sections: Section 6.2 details
the theoretical foundations of RII behavior, referencing classical models for RSS.
Section 6.3 elaborates on the empirical data acquisition system and the analysis of
RII features. Section 6.4 shows the outcomes of ML-based RII regeneration and the
predictability analysis of channel availability. Finally, Section 6.5 provides a summary

and conclusions of the study.

6.2 Theoretical Foundations for the Effects of Mobil-
ity on RII

Allowing spectrum sharing without understanding the characteristics of the RF inter-
ference and its impact on the new and existing communication services can result in
less intelligent spectrum management and regulations. This paper lays the theoretical
foundation of RF interference in the mid-bands for mobility support by conducting a
pioneering scalable empirical study of the statistical behavior of interference features.
This study will shed light on bandwidth utilization, interference intensity, and sta-
tistical interference characteristics vital to machine learning for intelligent spectrum
management and regulation.

Modeling of RF propagation in urban and indoor areas is an established practice in
wireless communications networks, and all cellular and Wi-Fi standards organizations
have traditionally recommended models for RF path-loss as well as multipath arrival
profiles since the 1990s. More recently, they recommend channel state information

(CSI) to support MIMO antenna systems [54]. Path-loss models calculate the RSS,
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Figure 6-1: Multiple arriving signals through multipath contributing to RSS and
multiple interference sources contributing to RII.

which has considerable similarities and differences with the received RII. Traditionally,
RSS characteristics are studied through path-loss models, the statistical characteristics
of spatial shadow fading caused by the urban fixed civil infrastructure, and the
statistical behavior of temporal multipath fading caused by the mobility of the devices.

When an MP drives along a route, the motion route and velocity pattern of the
vehicle, as well as the motion of other vehicles driving in close vicinity of the MP, affect
the RII or RSS, resulting in slow varying spatial shadow fading and fast temporal
multipath fading [54, 93]. By modeling this spatiotemporal fading characteristic, an
MP, knowing its own velocity, can predict its average RII in a location identified by
its GPS coordinate and predict or anticipate the average RII in the following location
that the MP arrives at. To emulate the effects of temporal local mobility, MP can
benefit from statistics of temporal multipath fading for the implementation of its
intelligent ML-based spectrum management algorithms. Therefore, we proceed by
establishing a theoretical foundation for modeling the effects of mobility on long-term

spatial shadow fading and temporal local multipath fading.
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6.2.1 Mobility and Spatial Shadow Fading Caused by Fixed

Civil Infrastructure

Classical path-loss modeling allows for the RSS to be represented through a linear
model. However, RII arises from all interference sources within a coverage area,
necessitating a more complex modeling approach. Access to the power level, antenna
pattern, and location of all interfering sources may not always be feasible. Therefore,
RII can be modeled more effectively as a function of physical location, bypassing
the need for detailed information on each interference source. Figure 6-1 depicts
the contributors to RII for a mobile platform (MP) equipped with 6G and Wi-Fi
receivers, navigating through an urban environment. This illustration highlights the
influence of wireless access points (WAPs) and the multipath scenarios engendered
by the architectural layout of the civil infrastructure on RII. RSS is the cumulative
power received at an MP from L-multipath arrivals from a single WAP transmitter
located at a distance, d, to establish a wireless communication link. The RSS can be
determined by finding the magnitude square of the phasor addition of received signal
amplitudes and phases from direct and all contributing L-reflected multipath arrivals

[54]:

2

L
30 T
7

RSS = e

(6.1)

i=0 !
Here, d; and a; represent the length and reflection coefficient of multipath arrivals,
respectively. dyg = d and ag = 1 represent the direct path. A is the carrier frequency
wavelength, and Fj is the RSS at unit distance between the MP and the WAP.
Figure 6-2 provides more details on comparing the formation of RSS and RII
through multipath arrivals. Figure 6-2(a) shows a typical RSS spatial behavior in
dB versus distance in logarithmic form, which exhibits serious fading conditions. In
classical multipath RF propagation literature, we model the RSS spatial behavior in

dB versus 10log(d), with a best-fit line with the slope of a, referred to as the distance

power gradients:
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Figure 6-2: Comparison of RSS and RII measurements (a) RSS versus distance (in
logarithmic scale) between a base station and a mobile with linear regression, redline,
to model the average RSS, (b) RII versus distance traveled by a mobile vehicle along
a route with redlines representing places that car stopped.

RSS(dB) = P,(dB) = Py(dB) — 10alogd + X (o), (6.2)

plus a zero mean Gaussian shadow fading, X (o), reflecting the spatial effects of
multipath on average RSS, from the fixed infrastructure of buildings and the roads
surrounding the WAP and the MP. The average RSS changes slowly in the scale of
significant infrastructure variations as the device moves along. In addition to the
slow-varying shadow fading of average RSS, fast temporal multipath fading of RSS
arises from changes in multipath conditions caused by the local motion of the MP
and other moving objects in the area.

More importantly, Figure6-1 and 6-2 also illustrate the differences between RII
and RSS. As shown in Figure 6-2(b), when we measure RII for an MP located at
coordinate, (z,y, z), N-WAPs contribute to the received power each through a different

multipath arrival:

N Lj " amdy s
RIT = ZZ%—VPOJ@# . (6.3)

j=1 i=0 dij
Theoretically, the slow-changing spatial variations of RII can be determined by

calculating the complex addition of the aforementioned signals. However, in practice,
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accessing the power level, antenna pattern, and location of all interfering sources is
not always feasible. Therefore, the RII can be modeled with a 3D function of the GPS
coordinates of the MP,

RIT = f(x,y,2) + X(0), (6.4)

and resort to empirical study of the spatial behavior of the RII. As shown in Figure 6-2b,
line fitting cannot be utilized to model the spatial behavior of RII for its regeneration.
Machine learning algorithms offer themselves as the solution as they benefit from
numerous physical and mathematical features of the received interference power to be
more effective for regenerating the RSS [61]. Therefore, it is expected to be effective
for the regeneration of RII. Machine learning models designed from empirical RII
measurements along a route depend on the geometry of surrounding buildings and the
location of interference along the route and are specific to that route. These models
regenerate the RIT along a specific route. To scale them to cover the interference in a
metropolitan area or a nation, it is necessary to traverse all routes within these areas,
akin to Google’s method of covering every street to develop Google Maps from images
collected along all routes.

While spatial modeling of the RII is completely irrelevant to the traditional linear
regressive models for RSS, the temporal behavior of RII and RSS have amazing

similarities.

6.2.2 Mobility and Temporal Multipath Fading

As shown in Figure 6-1, the arrivals of multiple interfering rays at MP from multiple
interfering WAPs forming the RII, or multiple rays carrying the signal from a specific
WAP to the MP, arrive from all directions with the same probability. Since the
multiple arriving signals with equal probability from all directions form a complex
Gaussian distribution, the amplitude, and phase of the received signal from Rayleigh
and uniform distribution [35]. As a result, the amplitude of the RII, f(a), follows

Rayleigh distribution,
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fla)==e2r, a>0 . (6.5)

Here, I' is the mean-square amplitude of the channel gain factor. This distribution

changes to a Lognormal distribution:

£l 1 7) = —— exp (—M) | (6.6)

ao/ 21 202
When the channel bandwidth exceeds a hundred MHz, The most popular Doppler
spectral density D(A) ! recommended by 2 — 6G cellular industry follows a double ear
shape:

—-1/2

1 A\ 2
DO = 5 [1 . (f—m) ] C N < Foe (6.7)

Here, f,, = v/l is the maximum Doppler shift for motions with a maximum velocity

of v, and [ is the carrier frequency wavelength. The most popular Doppler spectrum

recommended by Wi-Fi standards holds a Laplacian bell shape:

A

D()\) = e (6.8)

Here, A and B are the shape parameters.

Utilizing these Doppler spectrum models enables the emulation of temporal inter-
ference fluctuations and the assessment of performance using real devices or through
analytical evaluations. This aligns with methodologies utilized in the last several
decades for the design and performance evaluation of wireless communications systems

based on standard models for multipath propagation.

6.3 Empirical Measurement and Modeling of RII

Empirical RF propagation modeling relies on mobile monitoring systems to validate

the theoretical foundations of propagation and design objective-oriented practical

'the magnitude square of the Fourier transform of the temporal fluctuating samples
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statistical models to regenerate the received signal features. Since the historical
Okumura model [94], developed in the late 1960s to model path-loss in urban areas for
calculation of the RSS, all models recommended by standard organizations are based
on empirical mobile monitoring of RSS from a single WAP. These models regenerate
the general statistical behavior of the RSS at different distances for coverage study
and cellular deployment of the wireless communications networks [54]. Mobile RII
monitoring is a new trend, which measures the interference from multiple sources
for near real-time regeneration of RII intensity and traffic pattern under different
spectrum regulations everywhere for spectrum sharing and traffic engineering needed

for mobility support [31, 30].

6.3.1 RII Empirical Mobile Data Acquisition

Measurement System and the Route: Figure 6-3 shows the overview description of our
RII data acquisition system and the measurement route in downtown Worcester, MA.
Figure 6-3a shows the elements of our empirical interference data acquisition system
on a laboratory bench, and Figure 6-3b shows the system mounted in the back seat of
a car with an Ultrawideband (UWB) antenna covering mid-bands mounted on the top
of the vehicle. The data acquisition hardware platform consists of an Agilent E4407B
ESA-E Programmable Spectrum Analyzer, a GPS receiver, a laptop, and a portable
power supply. Our laptop’s proprietary Python user interface software controls the
spectrum analyzer to measure any spectrum band from 9KHz to 26.5 GHz with 0.4
dB overall amplitude accuracy. The antenna connected to the spectrum analyzer
measures different frequency bands so that the antenna pattern accommodates the
frequency band of interest. The spectrum analyzer samples the RII in dBm at a rate
of ten samples per second, and the GPS receiver provides the latitude and longitude of
the location every second. The Dell M17 series laptop with a Core i7-9750h processor,
16 GB RAM, and 1 TB storage stores the results of measurement of the interference
in each location tagged with the GPS coordination of that location.

Figure 6-3c depicts the route of the car in downtown Worcester, MA, chosen for RII

monitoring. Figure 6-3d shows the associated overlaid measurements of samples of the
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Figure 6-3: Data(c?)llection process in downtown Worcester (a() )the data collection
platform identifying different hardware elements; (b) the data collection system
mounted in the back seat of a car with the UWB antenna installed in the roof; (c) the
sample data collection route in downtown Worcester, MA with background map for
the entire area. The red dot’s intensity reflects the average interference intensity, and
location is displayed according to logged GPS coordinates; (d) 3D representation of
measured RF interference intensity in 1.9 — 2.5 GHz over the route: an intensity range
of -27 — -63 dBm is observed from Cellular Band 2, 66, 30 and 2.4GHz unlicensed
band [31].

interference along that route in the 1.9-2.5 GHz segment of the mid-band spectrum,
which includes crowded 5G licensed cellular bands 2, 30, and 66, as well as the 2.4
GHz most popular unlicensed ISM bands for Wi-Fi.

This band selection enables us to compare the spatiotemporal characteristics of
two popular bands at the extreme regulation ends. A wireless service provider owns

the licensed full-duplex (uplink and downlink) bands according to FCC regulations
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for Worcester, MA, and assigns segments of frequency and time resources available
to individual users according to its proprietary resource allocation strategy. In other
words, the service provider owner of the band manages the interference control in its
proprietary domain in separate uplink and downlink channels. In the unlicensed bands,
multiple agents owning different Wi-Fi access points and other devices operating in
the band share the band in a fully liberated manner according to the power limitations
regulated by the FCC. Two characteristics of these devices are that they often operate
in half-duplex, uplink and downlink channels use the same carrier, and since the
medium is shared with multiple agencies, we do not have an interference control
mechanism according to the FCC spectrum regulations. However, most Wi-Fi devices
operating in the band benefit from carrier sensing at the medium access control, which
allows multiple agents to share the spectrum. The empirical study of the interference
for these two classes of bands allows a fundamental understanding of the differences
in traffic in the two extremes of the regulated, licensed, and unlicensed bands.

Raw Measurement Results: Figure 6-3c shows the scenario for measurement by
identifying the route in Downtown Worcester. In performance evaluation of large-scale
systems covering metropolitan areas, such as Wi-Fi positioning systems, it is a common
practice to select a challenging area, such as the downtown of a city, for comparative
performance evaluation of alternative algorithms for a task [95, 96, 97]. The selection
of the paths is innovative and subject to patents [98]. In this paper, this tradition
is followed. Our measurement aims to study the spatiotemporal behavior of the
interference along this route at different times of the day on different days to find the
minimum requirement for measurement to characterize the interference along a path.
As we explained in our theoretical foundations, the RII is subject to a fixed average
received power reflecting the architecture of the fixed civil infrastructure surrounding a
location, which we refer to as slow-varying shadow fading and a fast multipath fading
caused by the temporal motion of the device and other objects close to the transmitter
and receiver antennas. To capture these effects with empirical measurements, we
drive along the route in Downtown Worcester ten times during the peak traffic hour

(7-9 AM) of one day of the week (Thursday, July 13, 2023), and we repeat the same
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experience in another day (Thursday, August 17, 2023). This way, we have twenty
sets of snapshots of RII in the 1.9-2.5 GHz segment of the midbands spectrum in 5000
locations along the route taken at 10 different times of a day on two different days.
Each snapshot consists of a measurement of the RII in 400 frequency samples between
1.9 and 2.5 GHz. Figure 6-3d shows the 3D plot of all the raw measurements at 7 AM,
July 13, 2023, to visualize the RII spatiotemporal characteristics in the raw empirical
data.
Post-Processing of the Raw Data: In a mobile RII monitoring along the route, we
sample the interference at 10 samples per second while the GPS device is sampling the
location coordinates at one sample per second. In addition, each time we drive a route
for empirical measurement of RII, we have a specific pattern for the velocity of the
mobile that depends on the traffic pattern of the street at that moment. Regeneration
or digital twining of the RF interference along the same route for another vehicle with
a different velocity pattern, matching the traffic pattern of that moment, demands
post-processing of the data. The only parameter that associates RII measurement in
two drives is the location, and for that, we must also consider repetitive measurements
at one location, such as a traffic light. We interpolate the data in the distance from
the route’s starting point for spatial digital twining of the RII and benefit from the
data in stops at lights for statistical analysis of temporal variations caused by other
moving objects around the transmitter contributing to the RII and the receiver.

Since snapshots of the spectrum are taken sequentially in ten samples per second
and GPS locations are at one sample per second, we linearly interpolate the location
of time samples to have a location fix for all time samples of the spectrum. Then,
each data acquisition session along the route collects a set of data where the GPS
location tag in Cartesian coordinate drawn from the longitude-latitude of a location is
the time for measurement of a snapshot and represents the monitored frequency set of
carriers of the spectrum.

ge

fla;a, B) = maa_le_ﬁa (6.9)
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Figure 6-4: (a) Sample measurement of RII in one licensed band along the path, (v)
Sample measurement of RII in one unlicensed band along the path, (c) overlay of all
5000 measurements on July 13, at 7 am, (d) spectrogram of the data on the same
time relating intensity to time and frequency characteristics.

Figure 6-4 demonstrates three different views of the post-processed data. Figure 6-
4a shows a sample measurement of RII at one licensed frequency along the path as a
function of distance traveled. The redlines in locations with multiple measurements
identify locations where we have stops with multiple measurements in one location.
Figure 6-4c shows the overlay of all 5000 measurements on July 13, at 7 AM, demon-
strating frequency utilization in different segments of the 1.9-2.5 GHz in the three
licensed bands and one unlicensed band. Figure 6-4d shows the spectrogram of the
data on the same three unlicensed and one unlicensed segment of the band. We benefit

from the post-processed data to analyze the statistical features of the RII.

6.3.2  Statistical analysis of RII Features

The theoretical foundations for RF propagation rely on statistical models for the tem-
poral and long-term fluctuations of the received RF signal level at different frequency

bands to enable us to emulate these fluctuations in a repeatable laboratory envi-
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Figure 6-5: Validation of short-term fluctuations of the RII with empirical data,
(a) Doppler spectrum, (b) a data set for RII short-time behavior in licensed and
unlicensed bands, (c) best-fit distributions to data with Rayleigh, Lognormal, and
Gamma-distributions.

ronment for comparative performance evaluation of alternative solutions for wireless
communications. Every wireless communication standard organization recommends
theoretical statistical channel models of RF signal fluctuations to predict the behavior
of the channel in different application environments. However, the current statistical
modeling of RF interference behavior for spectrum sharing and mobility support is
in its infancy and is insufficient. As explained in section 6.3.1, we cannot model the
average RII variations with the classical shadow fading analysis for modeling the RSS.
However, theoretically, we expect short-term channel variations due to multipath
fading caused by mobility in the environment with Rayleigh and Lognormal distribu-
tions for the amplitude and a double ear Doppler spectrum like those for RSS. As the

first step in the empirical analysis of RII short-term variations, we benefit from the
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empirical data to validate these theoretical observations for licensed and unlicensed
bands.

Figure 6-5 shows the validation of short-term fluctuations of the RII with empirical
data in licensed and unlicensed bands. Figure 6-5b shows the RII measurements
in sample licensed and unlicensed bands. Figure 6-5a shows the empirical Doppler
spectrum (add more discussion when you have it for both bands), which follows the
double ear shape of the expected Doppler spectrum described by (6.7). Figure 6-5¢
compares best-fit distributions to data with Rayleigh, Rician, lognormal, and gamma
distributions. Despite our expectations, the gamma function in (6.9) fits the RII
better than expected Rayleigh distributions of (6.5) and the Log-normal distribution
of (6.6), which reflects the imperfection of circular arrival of the interfering signal from
different sources contributing to the RII.

In the remainder of this section, we present fourteen features of the RII that we
benefit from in our study of ML application to regeneration and predictability of RII.
We divide these features into four groups: interference intensity, correlation properties,
spectrum occupancy, and Doppler spectrum.

Statistical Features of Interference Intensity. Figure 6-5a shows the interference
intensity in licensed downlink band 2 (1930-1990 MHz) along the route. The range
of the interference intensity in this licensed band is [-20, -65] dBm. The color of
each dot indicates the interference intensity at that location and time, and the actual
strength can be found in the color bar on the right side of the map. Figure 6-5b
compares the interference intensity in this licensed band channel, the blue line, with
the interference in the unlicensed band at 2407 MHz), the orange line. We observe
that the licensed band has significantly greater interference intensity during the data-
collecting process. The unlicensed band interference demonstrates the opportunistic
nature of the distributed random medium access of Wi-Fi with substantial idle time
in transmission. The centralized medium access of downlink cellular demonstrates a
much more efficient channel utilization. Like previous works, our data also fits the
Beta distribution. Figure 6-5c¢ shows the empirical CDF of interference intensity of a

downlink licensed band, shown in Table 6.1, against the best-fit Beta distribution for
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each of them.

Correlation Properties of RII. Time and frequency-domain correlation properties
are beneficial to predict channel state or spectrum availability based on past mea-
surements. We calculate the time correlation of a short time series with a size of 50
samples in the same frequency bin. We calculate the frequency correction between
the selected frequency bin and its neighboring bins to measure frequency-domain
correlations.

Channel Occupancy Statistics. The channel availability is commonly calculated
as the proportion of received power exceeds the pre-selected threshold [88, 89]. Some
related works suggest the threshold to be 3-5 dB above the noise floor [90, 88]. Authors
in |72] calculate a threshold by setting a fixed 5% false alarm rate. Our threshold
is selected as three times the standard deviation of the shadow fading, which is
also approximately 3 dB above the noise floor (-57 dBm). The collected RII is first
binarized with the threshold, where ‘1" represents RII > -57, and ‘0’ represents RII <
-57. The channel occupancy is then calculated by counting the number of ‘1" s. We
observe that the channel occupancy of the unlicensed band, centered at 2.45 GHz, is
significantly lower (0.1) than the three licensed bands centered at around 2, 2.2, and
2.35 GHz (> 0.5).

Doppler Spectrum Analysis. Figure 6-5a shows the Doppler spectrum of a licensed
band (in blue) and an unlicensed band(in orange). The licensed band shows a double-
ear shape in the center, while the unlicensed band is flatter. Using (6.7) and (6.8), we
calculated the RMS Doppler spread and the energy of the Doppler spectrum.

6.4 Machine Learning for Regeneration and Avail-
ability

This section discusses the detailed analysis of the comparative interference behaviors
between licensed and unlicensed bands for intelligent spectrum management in a

vehicular platform benefiting from machine learning algorithms trained by fourteen
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Figure 6-6: Overview of ML-based regeneration and channel availability prediction

interference features of the empirical data. We present the regeneration of RII
for interference intensity analysis, followed by the predictability analysis for traffic
engineering.

Instead of using traditional path-loss modeling to fit the RII data to a fixed curve,
we propose a machine learning-based approach to reconstruct the RII of a given
route to address the complexity caused by the fast-changing environment during
driving. The top part of Figure 6-6 shows the general structure of the RII regeneration
algorithm. This model can take location information as input and predict the average
RII at that location. The performance metric is Root Mean Square Error (RMSE)
calculated with empirical measurements and predictions. The proposed model takes
location as input and predicts the average RII at that location. For training the model,
RMSE is leveraged as the loss function where the ground truth is acquired from the
empirical measurements.

Benefiting from the theoretical foundations introduced in Section 6.3.2, we propose
a channel availability model that takes 14 features in Table 5.3 and outputs a binary
prediction. The lower part of Figure 6-6 shows the workflow of this classification
model. The raw data from mobile measurements is processed with the Synthetic
Minority Oversampling Technique (SMOTE) algorithm to balance the 0 and 1 labels
since the licensed and unlicensed bands have significantly more 1s and 0s, respectively
(see Figure 6-3a and 6-3b). Then, the 14 features are calculated with a sliding window
with a sample size of 200. With input the features, the model will output whether the
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channel is available in the next slot.

6.4.1 Regeneration of RII Intensity with ML

Benefiting from ML regression models, the RII can be modeled similarly to the
traditional path-loss model. Instead of giving average RSS in a range, the model
takes GPS coordinates and outputs the estimated RII. Four frequently used regression
models are evaluated: LR, KNN, RF, and XGB. KNN regression model predicts a
new data point by calculating the weighted average of the neighbors of the target data
point. This work selects the number of neighbors, k£, as 5. RF and XGB regression
models are selected because of the non-linearity and complexity between the 14 input
features and the output RII [99]. These tree-based regression models are obtained by
recursively partitioning the training data into small subsets to provide performance
evaluation for the RII regeneration. The regression model is trained with a single
test drive, which consists of approximately 5000 samples collected in 10 minutes, and
tested with the remaining 19 drives (approximately 190 minutes measurements) since
our observation shows that the number of drives does not significantly increase the RII
regeneration algorithms’ performance, because the similarities of average RII on the
same route at different times, which will be discussed in the following paragraph. So,
one drive is enough to train a regeneration algorithm. For the performance evaluation,
we first show the RMSE of trained algorithms in different bands and then provide
an interpolation example to show the value of the model in regenerating irregularly
sampled data.

Result of RII Regeneration With the RII model, we can regenerate the RII along
a given trajectory with a higher spatial resolution. In Figure 6-7, approximately 5000
measurements in 500 unique locations are leveraged as input (blue data points). After
applying the RII regeneration algorithm, the pre-defined trajectory is created with a
distance resolution of 0.1 meters. The data in red color is the regenerated RII map
with 30000 RII samples in 30000 locations. This approach provides us with a tool
to analyze the interference behavior in spatial aspects with irregularly sampled RII

data. The difference between regenerated RII and the empirical measurement shows
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Figure 6-7: Regenerated average RII at each location in a licensed band vs raw data

the algorithm works better for licensed bands because CSMA traffic in ISM bands
is difficult to predict and regenerate. For frequency bands with stable transmissions,
the RII regeneration performance is better. The model in unlicensed bands needs
more data to achieve a similar performance as licensed bands. The detailed RMSE
comparison is provided in the following Table 6.1. With the best-performed XGB, the
standard deviation of shadow fading is approximately 5.57 dB for RII regeneration.
Evaluation of ML algorithm for RII regeneration. Based on our observation,
the error of this regeneration process is highly related to the frequency band and its
channel occupancy. Some ML algorithms, like LR, show different performances in
licensed and unlicensed bands. Table 6.1 compares the performance of 4 ML regressors
in different bands. The RII regeneration algorithms show higher RMSE in frequency
bands with heavy traffic (Band 2 and 66). XGB regressor is the best-performance ML
model among all evaluated regressors. The RMSE is lower in ISM bands because most
of the time, the channel is not occupied or our measurement system cannot capture
the traffic due to the limited transmitting power and coverage of devices working in
licensed bands, so the regression model is always predicting the RII in -57 - -60 dBm
and result in a low RMSE.

Comparison of models trained in different times. To compare the regenerated
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Table 6.1: RMSE of RII Regeneration in dB for Different Bands and Algorithms

LR KNN RF XGB
Band 2 | 6.0178 4.1494 4.1723 4.1608
Band 66 | 6.8477 4.5810 4.6227 4.6089
Band 30 | 3.2747 1.7259 1.7293 1.7229
ISM 2.7865 2.6838 2.6817 2.6776
Table 6.2: Predictability in Different Bands
SVM  RF XGB
Band 2 | 0.9912 0.9963 0.9984
Band 66 | 0.9866 0.9952 0.9957
Band 30 | 0.9501 0.9881 0.9862
ISM 0.9117 0.9594 0.9581
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Figure 6-8: RII regeneration in different times (4 Drives)

samples at different times and days, RII ML models are trained with each individual
test drive along the route. The regenerated RII models are compared in Figure 6-8.
The models show a similar pattern or variations in most locations, which means
driving multiple times along the same route is not necessary in practice; a single test
drive is enough to capture the average RII behavior in an area. Due to the change in
traffic conditions, the car’s trajectory changes slightly in test drives. The resulting
small-scale variations are also shown in Figure 6-8. Our result validates the theoretical

foundations present in Section 6.2. The average RII is subject to a fixed average
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Table 6.3: Predictability in Different Times of the Day and Different Days

Day 1 Day 2

SVM  RF XGB | SVM RF XGB
7:00 - 7:10 AM | 0.8377 0.9239 0.9355 | 0.8110 0.9254 0.9288
7:10 - 7:20 AM | 0.8347 0.9467 0.9487 | 0.8285 0.9398 0.9370
7:20 - 7:30 AM | 0.8361 0.9180 0.9309 | 0.8343 0.9071 0.9133
7:30 - 7:40 AM | 0.8395 0.9106 0.9158 | 0.8338 0.9251 0.9338
7:40 - 7:50 AM | 0.8341 0.9312 0.9397 | 0.8314 0.9535 0.9603
8:00 — 8:10 AM | 0.8328 0.9207 0.9380 | 0.8409 0.9339 0.9489
8:10 — 8:20 AM | 0.8459 0.9281 0.9453 | 0.8508 0.9373 0.9413
8:20 — 8:30 AM | 0.8627 0.9384 0.9439 | 0.8318 0.9282 0.9377
8:30 — 8:40 AM | 0.8430 0.9284 0.9331 | 0.8348 0.9308 0.9444
8:40 — 8:50 AM | 0.8390 0.9301 0.9400 | 0.8368 0.9385 0.9410

received power reflecting the architecture of the fixed civil infrastructure surrounding
a location, so each time a vehicle passes the same street, the average RII tends to
be the same. The remaining difference between each two RII models is due to the
slow-varying shadow fading and fast multipath fading caused by the temporal motion

of the device and other objects close to the transmitter and receiver antennas.

6.4.2 Predictability Analysis for Short-term Channel Availabil-
ity

In this section, we present the predictability analysis in different bands, days of the

week, and times of the day. The features are extracted from interpolated data and

evaluated using three ML classifiers: SVM, RF, and XGBoost.

Table 6.2 shows the performance of the 3 ML classifiers in 4 bands. XGB and RF
have comparable performance in all bands, but SVM performs worse in less occupied
Band 30 and ISM bands. The classifiers should be carefully selected for applications
in intelligent spectrum access based on frequency and channel occupancy. The average
predictability for SVM, RF, and XGB is 83.70%, 92.98%, and 93.79%, respectively.

Table 6.3 shows the average performance of four ML classifiers. The predictability
in Day 1 is calculated by input data collected in Day 1 to model trained with data
from Day 2 and vice versa. All ML algorithms show slightly better performance on

the second day. For SVM, the predictability on Day 2 is 1.9% greater than that on
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Figure 6-9: Number of drives used for training vs predictability

Day 1; for RF and XGB, the difference is 2.3% and 2.6%, respectively.

Figure 6-9 shows the impact of the number of drives used in the training process.
ML models are trained with different numbers of test drives (from 1 to 18). The
predictability is calculated by testing the trained models with the same two drives
separate from training. For licensed bands, the predictability does not change signifi-
cantly after training with 2 or 3 drives. The predictability requires more data (5 or 6
drives) for unlicensed bands to be stable. SVM shows about 77% predictability in all
models. XGB shows slightly better performance (1%) in licensed bands than in RF
but much better in unlicensed bands (7%).

To evaluate the importance of the features described in Table 5.3, a histogram is
provided with the normalized feature importance in 4 different bands (See Figure 6-10).
For band 2, the only dominant feature is the channel occupancy. For band 66, channel
occupancy is still the most contributed feature, but the influence of average RII and
fading characteristics are greater. Band 30 has a similar behavior as band 66 with

less feature importance. For the ISM band, the three dominant features are channel
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Figure 6-10: XGB feature importance in different bands

occupancy, RIT CDF parameters, and standard deviation. However, the other features
also have significant contributions to the prediction model. The channel occupancy is

the most helpful feature for all 4 frequency bands evaluated.

6.4.3 Predictability Analysis for the Duration of Channel Avail-
ability

Since the channel availability duration plays a vital role in intelligent spectrum
management, XGB models, leveraging the same 14 features, are trained to compare
the actual and predicted idle duration of the channel availability. The model uses data
from the preceding time slot with 200 samples to predict the maximum idle duration
in the forthcoming slot, capping the output range at [0, 200] to focus on the selected
future period. The 200-sample threshold for predictability was chosen because the
maximum channel availability duration for the three licensed bands seldom exceeds
this limit. Training was conducted on 80% of the dataset (48,000 samples) and testing
on the remaining 20% (12,000 samples).

The empirical probability distribution function of the channel availability duration
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Table 6.4: Channel Availability Duration Predictability

Band 2 Band 66 Band 30 Unlicensed
Do 0.8862 0.8713 0.7482 0
D200 0 0 0 0.4210
«@ 0.6084  0.7986 0.6305 48.5884
I5; 21771  142.1061 11.3632  0.8393
Average Available Duration | 1.5574  1.9680 8.2679 182.7671
Standard Deviation 6.3949  7.5145 21.0991 23.6213
Accuracy (XGB Classifier) | 0.9809  0.9750 0.8902  0.8275
RMSE 1.4420  1.6916 3.3443 3.2087

D is then expressed by:
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Po, lfd: 0,

pD(d) =\ P200, ifd= 200, (610)

Beta(d; a, ), else.
\

Where py is the probability that the channel is completely unavailable and pyg is the
probability that the channel availability duration is more than one slot. The duration
in [1, 199] can be fitted to a sample statistical distribution. The best-fitted distribution
for the presented dataset is the Beta distribution, considering all four frequency bands.
Table 6.4 presents the result of empirical probability distribution function parameters
and the performance of the ML-based channel availability duration prediction. pqg is 0
for unlicensed bands and psgg is 0 for licensed bands.

The empirical CDF plots for four frequency bands are displayed in Figure 6-
11, where the alignment of points reflects whether predictions follow the actual
distribution. In densely occupied licensed bands such as band 2 and band 66 (Figure 6-
11a and Figure 6-11b), the data points align with the fitted Beta distribution at a
shorter duration but significantly deviate at a longer duration. Specifically, the model
accurately predicts short idle duration (0 — 25 for band 2, 0 — 50 for band 66) but
overestimates longer duration (25 — 60 for band 2, 50 — 80 for band 66). Conversely,
for the less occupied band 30 and the unlicensed band, the duration of channel
availability is more evenly distributed between 0 and 200. For band 30 (Figure 6-11c),
deviations from the fitted CDF start at a shorter duration and persist across the
range, suggesting a consistent overestimation of idle duration. The unlicensed band
(Figure 6-11d) closely follows the expected distribution, with minor discrepancies
between 50 — 120.

Overall, the accuracy for channel availability duration prediction is 91.84% and the
RMSE is 2.42 time slots. The trained models for licensed bands tend to over-predict
the channel availability duration beyond certain thresholds, while the unlicensed
band model under-predicts short-term availability. These variations are due to the

differences among media access control (MAC) of wireless technologies and spatial
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shadow fading from the fixed infrastructure, resulting in an uneven distribution of
channel availability across the observed 200 samples. Cellular 5G and 6G technologies
adopt mainly frequency-division-duplex central MAC, while Wi-Fi 6 and 7 benefit

from time-division-duplex distributed MAC with carrier sensing.

6.5 Summary

To provide mobility support for future spectrum-sharing applications, we have pre-
sented the similarities between RSS and RII as the theoretical foundations for RII
modeling in two aspects: spatial shadow fading due to fixed civil infrastructure and
temporal multipath fading caused by mobility. We leveraged a mobile spectrum moni-
toring system, a spectrum analyzer installed in a vehicle, to validate the effectiveness
of our theoretical foundations. The empirical measurement was conducted during
rush hours in downtown Worcester, MA, resulting in 20 individual test drives with
approximately 100,000 spectrum snapshots in the crowded 1.9 - 2.5 GHz mid-band.
Our results based on ML-based RII regeneration analysis, including LR, KNN, RF, and
XGB using 14 RII features into four groups, showed that the spatial behavior of RII
can be modeled with an average standard deviation of 5.57 dB in the licensed bands
and 3.41 dB for unlicensed bands using best-performed XGB. Next, we compared the
models trained at different times and concluded that the average RII in the same route
does not vary significantly over time, consistent with our theoretical foundations.
Finally, we are predicting the channel availability in different bands with 14 RII
features into four groups. We compare different ML classifiers, including SVM, RF,
and XGB. We observe that the most essential feature in the past few seconds is the
channel availability. The average predictability obtained with XGB trained using a
single test drive is 93.79%, better than RF (92.98%) and SVM (83.70%). We further
study the effect of training with different numbers of repeated drives and show that
the predictability does not increase significantly after training with 3 and 6 test drives
for licensed and unlicensed bands, respectively. For channel availability duration

prediction, we achieve an accuracy of 91.84% with an RMSE of 2.42 slots
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Chapter 7

Conclusion and Future Work

In this dissertation, we presented theoretical foundations and the empirical validations
for two challenging ML-based problems: proximity detection for social distancing
and mobility support for spectrum sharing. Our analysis methodology for these two
problems established a framework that integrates classical estimation theory with
ML algorithms to address the challenges and concerns associated with applying ML
techniques to RF cloud applications,

1) For proximity detection, our analysis methodology provided a framework for the
empirical analysis of the estimation confidence for classical estimation theory and ML
algorithms with BLE RSSI and two-way ranging UWB TOA. We provided a novel
theoretical foundation with classical estimation theory using the CRLB to develop
bounds for confidence on proximity detection, as a function of distance between two
devices. We conducted empirical studies with a new empirical dataset for proximity
detection, mirroring the structure of the PACT dataset, across diverse environments
and considering various human postures and sensor placements. The GBM ML
algorithm demonstrated that using the thirteen features can increase the confidence
in the estimation of this social distance using BLE RSSI with an average confidence
of 89.58%, which was 19.98% higher than the average confidence achieved using the
classical approach. The theoretical foundations show that the average confidence of
UWB TOA estimation for the 12 selected distances ranging from 3 to 12 ft is 96.98%,
which is 1.58% better than utilizing ML-based BLE RSSI. Furthermore, the proposed
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theoretical bounds have been confirmed to align with empirical results.

2) To provide mobility support for future spectrum-sharing applications, we pre-
sented the similarities between RSS and RII as the theoretical foundations for RII
modeling in two aspects: spatial shadow fading due to fixed civil infrastructure and
temporal multipath fading caused by mobility. Our comprehensive study on RII
within the 1.9GHz — 2.5GHz vehicular interference monitoring system, we collected
an extensive dataset during rush hours in downtown Worcester, MA, which facilitated
a detailed analysis of the temporal and spatial behaviors of RII across both licensed
and unlicensed bands. By examining fourteen statistical features of interference,
categorized into intensity, correlation properties, spectrum occupancy, and Doppler
spectrum, we have deepened our understanding of spectrum sharing with mobility
support. Utilizing machine learning models, including LR, KNN, RF, and XGB trained
with GPS location and empirical RII, we regenerated the RII along the route with
an average RMSE of 5.57 dB for licensed bands and 3.41 dB for unlicensed bands.
We used SVM, RF, and XGB to predict channel availability in different bands with
14 RII features. We demonstrated that the predictability of unlicensed bands is 96%
while licensed bands have 85% predictability, with SVM. The average predictability
obtained with the best performed XGB, trained on a single test drive, is 93.79%. We
further studied the effect of training with different numbers of repeated drives and
showed that the predictability does not increase significantly after training with 3 and
6 test drives for licensed and unlicensed bands, respectively.

Advancements in proximity detection will focus on refining ML algorithms to
utilize complex features and sensor-fusion data more effectively. Future research could
also develop cross-technology solutions that enhance the interoperability of various
technologies like BLE, UWB, and Wi-Fi, paving the way for a universally applicable
and robust proximity detection system. These efforts will significantly improve the
accuracy and reliability of proximity detection technologies.

For intelligent spectrum management, the expansion of loT and the 6G networks
call for advanced, nationwide management systems capable of supporting extensive

data communications. Future research could explore deep learning models such as
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LLM and generative models to enhance spectrum cartography, offering sophisticated
predictive and analytical tools to predict spectrum usage patterns and optimize
frequency allocation. Additionally, collaboration with regulatory bodies is crucial to
ensure that policies evolve alongside technological advancements and shifting user
demands.

As one of the emerging areas of research, many more applications in the RF cloud
are not equipped with solid theoretical frameworks and empirical studies. I hope this

dissertation can inspire other researchers to dedicate their efforts to this area.
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